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JPCERT
1996 10 1

H
— sendmaill (131 )
— INN (49 )
- (7 )
— Web CGl

Internet Week '97 - Copyright 1997 by Kazumasa Utashiro

1997 3 31



JPCERT
1997 4 1 1997 o6 30

- (INN)

— Web cgi-bin

— SPAM
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U.S. General Accounting Office Report

B Computer Attacks at Department of Defense
Pose Increasing Risks, AIMD-96-84

B Computer Hacker Information Available on the
Internet, T-AIMD-96-108

Inited States Grene Ac i@ Difice
Report to Congressional Requeslers

INFORMATION
SECURITY

Computer Attacks at
Department of Defense
Pose Increasing Risks
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B Dense Security Information Agency

Number of

1995 250,000

reported attacks
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10,000 §-
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2,008 |

= 24f2 yoars of data
= Doubling each year
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13,300
BLOCKED

Z0——=0m-+40=>TT
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Sophistication of

high Attacker Tools
Tools with GUI
Packet spoofing
Stealth diagnostics
Sniffers
Sweepers
Hijacking sessions
Backdoors

Disabling

audits

Exploiting known
vulnerabilities
Password cracking Required
) Self-drepllcat.lng code Kn0W|edge
assword guessing
low of Attackers

1980 1985
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B Denial of Service Attack
H
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1988 Internet Worm

|
— Morris worm

— CERT
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1994 Internet Sniffer

— ISP
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1994-1995 Kevin Mitnik

W 1994 Christmas / 1995 St. Valentine’s Day
HmTCP

|
— WELL Netcom ISP
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1996.7

HCIA
HCGl

http://www.news.com/News/ltem/0,4,3648,00.htm|
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|

— 1997.07

— Internic  root

— bind 4.9.6
|

— CERT Advisory CA-97.22
|

— bind 4.9.6
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TCPSYN

|
— TCP  SYN
- 0OS
— TCP/IP

|
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TCP Out of Band

— NT TCP

— NT 4.0 SP3 ?
— Port 137-139

Internet Week '97 - Copyright 1997 by Kazumasa Utashiro

25



Ping 0’ Death

— ping (ICMP ECHO)

|
— CERT Advisory CA-96.26
— http://www.dfm.dtu.dk/netware/pingod/ping.html

|
- 0OS
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UDP Echo

|
— UDP Echo Chargen

— UDP
|
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2

— Apache httpd

— JPCERT-E-INF-97-0003-01
. - phf CGl
— CERT Advisory CA-97.07
* Vulnerability in the httpd nph-test-cgi script
— CERT Advisory CA-96.06
* Vulnerability in NCSA/Apache CGIl example code
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— ISP

H[SP
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Internet Week

SMTP

SPAM
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<

— http://spam.abuse.net/
— http://maps.vix.com/
« MAPS, the Mail Abuse Protection System

— http://www.jpcert.or.jp/tech/97-0001/
. - (

— http://www.Sendmail. ORG/antispam.html
* Anti-Spam Provisions in Sendmail 8.8
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— CERT (Computer Emergency Response Team)
1988

— CIAC (Computer Incident Advisory Capabillity)
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|

|
_ - PEM, PGP, PET
— - Secure IP,

u /

|

|
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Perimeter Defense
|
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Bastion Hosts

B Single Strong point

o —
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u + Proxy
u
u
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— Xinetd, tcp wrapper

— cops, crack
— ISS, SATAN, TripWire

Internet Week '97 - Copyright 1997 by Kazumasa Utashiro

47



HmIP

Altavista Firewall
FireWall-1

screend
IP Filter
FreeBSD, Linux
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NAT
Network Address Trandation

B RFC-1631
u
—IP
u (RFC-1918)
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NAT

Network Address Trandation

192.168.1.1

192.168.1/24
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200.200.X.1-255

200.200.X.1->X

192.168.1.1->X

200.200.X.1->X

[ ]

NAT BOX

o]

ol



| P masquerade

B |P masquerade

192.168.1.1

200.200.200.1->X
port 3456

200.200.200.1->X
port 3456

192.168.1/24 192 168.1.15K
port 1234

200.200.200.1
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B socks
— TCP Proxy

B udprelay
— UDP Proxy
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|
— sendmall
— INN, C-News
— NTP
— Named
|

— HTTP, Gopher...
— telnet, ftp...
— RealAudio, StereamWorks...

Internet Week '97 - Copyright 1997 by Kazumasa Utashiro

56



Proxy
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Proxy

H TCP

mIP
Masquerade

H
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TIS Firewall Toolkit

B Trusted Information Systems

— Unix + socket
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TIS Firewall Toolkit
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TIS Firewall Toolkit
(Cont'd)

H chroot

B Bastion ( ) Host

— Dual-Homed
— Screened Host
— Screened Subnet
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TIS Firewall Toolkit

B Smap: SMTP

B Netacl -

B Ftp-Gw - ftp

B Telnet-Gw - telnet

B Rlogin-Gw - rlogin

B Plug-Gw - TCP

B HTTP-Gw - HTTP, Gopher+
m X-Gw: X Window
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H

— turn-key
H
H
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Altavista Firewall

B Digital Equipment Corporation
H Unix
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Firewall-1

B Checkpoint Software Technologies

— GUI

— UDP
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CyberGuard Firewall

B CyberGuard Corporation

|
— MVSE: Multiple Virtual Secure Environments
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BorderWare Firewall Server

B Secure Computing Corporation
B All-in-One
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Gauntlet

B Trusted Information Systems
B Firewall Toolkit

* RealAudio, SQL...
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N
H TIS Gauntlet

H
H (IP )
HPC BSD/OS Gauntlet
H
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B InterLock (ANS CO+RE Systems, Inc.)

B Eagle (Raptor Systems, Inc.)

B Portus (Livermore Software Laboratories, Inc.)
B Sidewinder (Secure Computing Corporation)
B SunScreen (Sun Microsystems, Inc.)

M etc...
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NCSA Firewall Certification Program

B http://www.ncsa.com/fpfs/

B 3COM, ANS Communications, Ascend, Bull S.A., CheckPoint
Software Technologies, Inc., Cisco Systems, Cyberguard Corp, Digital
Equipment Corporation, Global Technologies Associates, IBM,
Internet Device, Isolation Systems Ltd, Livermore Software
Laboratories, Milkyway Networks, NetGuard, Network-1, ON
Technology Corporation, OpenROUTE Networks, Radguard Ltd.,
Raptor Systems, Secure Computing Corporation, Sun Microsystems,
Technologic Inc., Trusted Information Systems, Ukiah Software,
Watchguard Technologies
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Data Communications Magazine Firewalls Lab Test

Go

Communicater  Help

I S T T S~ T

Back | Forwsrd Raload  Home  Ssarch  Guide  Print  Sscurity  Sop-
5§ Bockmarks i betsite: [ Vv dsta.com/ b tests FfirswallsaThtm Go  Communisator  Help
dlinks

W ¥ A G e S
Back [Fo=d” Relosd Home Search  Guide  Print S
J'Bnnkmams .3 Netslte'I)asts/lmages/hrewa\|597J|gure|htm\ -

BRNAT B

The Firewal | Stress’
Test

/ SEARCH / BROWSE / MESSAGE SERVER / HOME / CONIACT US

Warch 21, 1997

Average throughput {Mbilis)
By Dawid Newman, Helen Holzbaur, and Kathleen Bishop 70
Lab Test
Firewalls: Don't Get Burned waen Atiavista !
— ANST
Tests show products vary widely in terms of security, "“g:::‘:‘:i::
management, and performance cwo"g
s Global Internet
= ween GTA
= [Return to previous dacument in histery list = 2| 2 IBM
sunn Milkyway2
Table 1: Selected Fi Il Vend e
a e . electe | rewa endao — Netguard
wnx Network-11
== Raptor o
Seattle
Yendor URL Secure
(Borderware)
X X L suss Secure
Al tavista Software http: /e, altavista software. digital. com (Sidewinder) 3
Inc —Sun
— TIS
ANS Communications http: /S ans net/|nterlock wann Ukiah
1. Tested with two
interfaces; all other
Check Point Software http: //www. checkpoint. com rr{“ni“m"w:g‘"""
Technologies Inc - 2. Offered only 50 LI
TR f resouren
=] |Document: Done
Cyherguard Corp. http: /fwe. Cyberguardeorp. com/products =TT =T =1

ol |Document: Done

W http://www.data.com/lab _tests/firewalls97.html
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N
u LAN
N

B Shoulder Surfing
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B Ethernet

—=
3
O (=]
0
—1

=

Ee——_—

PN —
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— one-time password
— disposable password
— challenge/response
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— Challenge/Response

. (Asynchronous)
. /

— (Synchronous)

— Implicit challenge
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Challenge/Response

}9

— Era——

< Tastez 20|
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B Bell Communication Research
H

HmIETF
— OTP: One-Time Password
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2

Hf:
(MD4, MD5 )

—y=1(x)

—y=f(X) X’ <1i:

fﬁH@MF:“@@?~<i::W%m
W10(s, X) YES!
(g
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B SecureNet Key

— Challenge/Response
— DES

B SafeWord
— Challenge/Response

- IIHHEIF!.’-‘H_'_JFH']E!_
— DES
B SecurlD
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B Confidentiality:

B Integrity:

B Authentication:

B Non repudiation:
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)

T U T0

— DES, FEAL, RC2, RC4, IDEA...

>
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[e_1JI1 1o] [ _I=I1_IO]
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[ I 10] [ =11 _Id]
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VPN
Virtua Private Network
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VPN
Virtua Private Network

u VPN
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SSH - Secure Shell

H
H
B RSA, IDEA, DES
H

B Data Fellows
— F-Secure

B |[ETF Secure Shell Working Group
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bbright: {3} %ssh -v bar

SSH Version 1.2.20 [i386-unknown-bsdi 3.0], protocol version 1.5.
Standard version. Does not use RSAREF

foo: Reading configuration data /etc/ssh_config

foo: ssh_connect: getuid 1029 geteuid 0 anon O

foo: Connecting to ssh [ XXX XXX. XXX. XXX] port 22

foo: Allocated |ocal port 1023

foo: Connection established

foo: Renote protocol version 1.5, renote software version 1.2.21
foo: Waiting for server public key

foo: Received server public key (768 bits) and host key (1024 bits).
foo: Host 'bar' is known and matches the host key

foo: Initializing random seed file /usr/home/buz/.ssh/random seed
foo: Encryption type: idea

foo: Sent encrypted session key.

foo: Received encrypted confirnation.

foo: Trying rhosts or /etc/hosts.equiv with RSA host authentication.
foo: Renmpte: Server has been configured to ignore .shosts

foo: Renmpte: Server has been configured to ignore .rhosts

foo: Renmpte: Rhosts/hosts.equiv authentication refused: client user 'buz', server
foo: Server refused our rhosts authentication or host key

foo: No agent

foo: Trying RSA authentication with key "Kazumasa Utashiro <utashiro@iij.-ad.jp>"
foo: Received RSA challenge from server.

Enter passphrase for RSA key 'Kazunasa U ashiro <utashiro@ij.ad.jp>'
foo: Sending response to host key RSA challenge.

foo: Remote: RSA authentication accepted.

foo: RSA authentication accepted by server.

foo: Requesting pty.

foo: Failed to get local xauth data

foo: Requesting X11 forwarding with authentication spoofing

foo: Requesting shell

foo: Entering interactive session

Last login: Tue Nov 25 02:39:14 1997 from foo

bar %

user

' buz'

client

host

"foo'.

Internet Week '97 - Copyright 1997 by Kazumasa Utashiro

105



B PEM, MOSS
— Historical?
B S/MIME
— RSA

m PGP

— Pretty Good Privacy
— written by Philip Zimmermann
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5

B fingerprint

Key for user |ID: Kazumasa Ut ashiro <utashiro@ij.ad.jp>
1024-bit key, key ID 3861D3D1, created 1995/ 04/ 17

Al so known as: Kazumasa Ut ashiro <utashiro@i de. ad.j p>
----- BEG N PGP PUBLI C KEY BLOCK- - - - -

Version: 2.6. 3i

MQCNAI +SS45 AAAEEAMOOKHACUV313TBs4c6hhf engS58bMAGh7vt 9WHCLVAAF 5eK
KOI L34FW G5 TGMT | hTVer 20Gn5Dy DK4sz8OFGHB55] UMCpSt v4j f t 4AFGEpTAoX

NVBBERvr 9HNSBN2FSY9l | S7ToJJwwEY0da7BaAaTes 9dKWUWIDp Od Q4 Yd PRAAUR
t CZLYXp1lbWFz YSBVdGFzad ybyA8dXRhc2hpcnmbAaW gLnFkLmpwPok Al Q FEC+S
TNDg6 TnUOGHTOQEBUs8DY i EBNI BOys/ DCA7aJ/ bM6OTMA3X XH3nDZs YT A+Jt vBul

4pKSj 7y0bWrDi NCO90j +ak RuJr uCEKAWZQAEQ6FAZVEI LQH 6] 07t Tss1x0JwF7

HAYf QcRPQ2oeyaWr2f aU7r Quf YONCccgi z/ t OQEf 3dYzr XQ i 5r aOD wUr Z5r Hzw
t CALYXp1lbWFz YSBVdGFzad yby ABdXRhc2hpcmBAd2l kZzS5hzC5qc D6J AJUDBRAz

m KX40k51Dhh09EBAZ9eA 4ur Z/ dl Py MenmuVnf MpB/ wHng4Py KMOBf Ri f heCOJd8

bouXj hxJZQAQHLg2y K3RNXDVEU! f gT7/ k4t uLg2of 61i UHa5j 1G TLTNKEMBFr PW
wT63bJJIvcQOYLUB7Yqt gZO0GPTbFxeMbNt 55nq+v4433K9Y7eebq9f sst 9Zmladg

Z ——

=Qg7A

----- END PGP PUBLI C KEY BLOCK- - - - -

6B 8F B8 3A 51 1F 2D A2 A7 EA E6 E7 58 73 71 97
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SSL - Secure Socket Layer

B Netscape Communications

H

mHTTP

B |[ETF Transport Layer Security Working Group
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H

H

B Version 5
— RFC1928, 1929, 1961
— UDP

— http://www.socks.nec.com/
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cf. “An Evening with Berferd” by Cheswick
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— Mail (SMTP, POP, IMAP), News, WWW, ftp, RADIUS,

|
|
|
Proxy, TCP wrapper, UUCP,
|
— ARP, DHCP, ,
|
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u (IRT: Incident Response Team)
- IRT
— JPCERT
— CERT/CC IRT (JPCERT )

Internet Week '97 - Copyright 1997 by Kazumasa Utashiro

118



Internet Week '97 - Copyright 1997 by Kazumasa Utashiro

119



Internet Week '97 - Copyright 1997 by Kazumasa Utashiro

120



Internet Week '97 - Copyright 1997 by Kazumasa Utashiro

121



Internet Week '97 - Copyright 1997 by Kazumasa Utashiro

122



Internet Week '97 - Copyright 1997 by Kazumasa Utashiro

123



Internet Week '97 - Copyright 1997 by Kazumasa Utashiro

124



H IRT
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JPCERT

B http://www.jpcert.or.jp/

B Info@jpcert.or.|p

— PGP Key ID
e |ID 1024/2C94D4ED

— PGP Key fingerprint
« BAF4D9 FAB8 FB FO 73 57 EE 3C 2B 13 F0 48 B8
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B RFC1244, FYI8 Site Security Handbook
B User’s Security Handbook (draft-ietf-ssh-users)

B RFC1281 Guidelines for the Secure Operation of
the Internet

B CERT Coordination Center Generic Security
Information
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(Cont'd)
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(Cont'd)

B Common Criteria for Information Technology
Security

— ISO/SC27/\WG3
— http://csrc.nist.gov/cc/
— version 2.0 “beta”

Internet Week '97 - Copyright 1997 by Kazumasa Utashiro

130



— http://www.ipa.go.jp/SECURITY/ciadr/crack-gl.txt
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(1997.4)

(1997.4)
(1997.9)
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B firewalls

B fwall-users

B academic-firewalls

B BugTrag

B CERT-Advisory

M risks

B firetalk

B announce@jpcert.or.jp
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l BUGTRAQ

IRT

int

{

m 1850 /
1996.11-1997.10

mai n(i nt argc, char

struct sockaddr
struct hostent
int sock,foo;
char buffer[40]
struct ip * iph
struct tcphdr *
struct pseudohd

fprintf(stderr,

if(argc<3)
{
fprintf
return(
}

Subj ect : "LAND' Attack Update

From Al eph One <al ephl@FW NET>

To: BUGTRAQ@NETSPACE. ORG

Dat e: Thu, 20 Nov 1997 15:23:29 -0600
Repl y- To: Al eph One <al eph1@FW NET>

M nme- Version: 1.0

Cont ent - Type: TEXT/ PLAIN; charset =US- ASCI |
Appr oved- By: al eph1@NDERGROUND. ORG

X-U DL: 76aaca6l0ad2ef c16f 23a752343b4f 4a

This test where againts the "land" attack. This is _NOT_ about "teardrop".

BSDI 2.1 (vanilla) I'S vul nerable
BSDI 2.1 (K210-021, K210-022, K210- 024) NOT vul ner abl e
BSDI 3.0 NOT vul ner abl e
Digital UNIX 4.0 NOT vul ner abl e
FreeBSD 2. 2. 2- RELEASE I'S wvul nerabl e
FreeBSD 2. 2. 5- RELEASE I'S wvul nerabl e
FreeBSD 2. 2. 5- STABLE I'S wvul nerabl e
FreeBSD 3. 0- CURRENT IS wvulnerable
HP- UX 10. 20 IS wvul nerabl e
IRIX 6.2 NOT vul ner abl e
Li nux 2.0.30 NOT vul ner abl e
Li nux 2.0.32 NOT vul ner abl e
MacGS 8.0 I'S vulnerable (TCP/IP stack crashed)
Net BSD 1.2 IS vulnerable
NeXTSTEP 3.0 I'S wvul nerabl e
NeXTSTEp 3.1 I'S vulnerable
Novel | 4.11 NOT vul ner abl e
QpenBSD 2.1 I'S vulnerable
OpenBSD 2.2 (Cct 31) NOT vul nerabl e
SCO OpenServer 5.0.4 NOT vul ner abl e
Solaris 2.5.1 I'S vulnerable (conflicting reports)
SunCs 4.1.4 I'S wvul nerabl e
W ndows 95 (vanilla) I'S vul nerable
W ndows 95 + Wnsock 2 + VI PUPD. EXE IS wvulnerable
Some m sc stuff:

Ascend Pipeline 50 rev 5.0Apl13 NOT vul nerabl e
NCD X Term nals, NCDWare v3.2.1 IS wvulnerable
LaserJet Printer NOT vul nerabl e

bzero(&sin, si zeof (struct sockaddr_in));
sin.sin_fam | y=AF_| NET;
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Bcom
Bcom
Bcom
Bcom
Bcom

0.Security.announce
0.Security.unix
0.Security.misc
n.security.firewalls

n.admin.policy

M |p.inet.security.announce
M fj.comp.security
B tnn.internet.firewall

Internet Week '97 - Copyright 1997 by Kazumasa Utashiro

136



B USENIX
— Security Symposium
— System Administration (LISA)
— Technical Conference

— System Administration, Networking, and Security
Conference (SANS)
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B Internet Society

— Symposium on Network and Distributed System
Security

— INET

B FIRST
— Computer Security Incident Handling Workshop

B Computer Security Institute
— NetSec
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u WIDE

Cheswick & Bellovin
u Chapman & Zwicky

o & John Markoff

B Network Security Kaufman, Perlman & Speciner
Prentice Hall
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