


(Mail Bombing)
(Spam)







* SMTP

* SMTP
— HELO/EHLO

— MAIL FROM:<
— RCPT TO:<




sendmail

* TCP Wrapper (tcpd)
— SMTP
* checkcompat( )




sendmail 8.8

* check relay

— IP
* check _mall

— MAIL FROM:

* check_rcpt
— RCPT TO:

* check _compat

— checkcompat( )




check *

* sendmail .cf

* error mailer




check relay

3 IP

#

Kspammers hash /etc/spammers (NEWDB
#

Scheck relay

R $+ $| $+ $: $(spammers $1 $: OK $)

R OK $@ OK

R $+ $terror $. 521 $1




"motonori” "@" "wide" "." "ad" "." "|p"
*

*

%@ M[]+ (OperatorChars)




* R

sendmail /




while loop

($:




# makemap hash /etc/spammers.db < /etc/spammers

spamhostl.domain  any comment

spamhost2.domain  any comment

— NEWDB (hash, btree)

— NDBM makedbm
OS




check relay




check mall

Kspammers hash /etc/spammers

Scheck _mail

# check for domain name

R <> $@ OK null address
R $* $. $3 %1

R&<@$+>%  $: $(spammers $2 $: OK $)
R OK $@ OK

R $+ $#error $: 551 $1




motonori <@wide.ad.jp>
<@route>: motonori @wide.ad.jp




check mall




check _rcpt (cont.)

FR-o0 /etc/sendmail .cR (

Scheck _rept

# anything terminating locally is ok
R <$+ @ $=w > $@ OK
R<$+ @%R> $@ OK




check rcpt (cont’ d)

# anything originating locally is ok

R $* $: $(dequote " $&{client_name} $)
R $=w $@ OK

R $=R $@ OK

R$@ $@ OK

# anything else Is bogus

R $* $#error $: "550 Relaying Denied"




*
— FR
— CR sendmail.cf

CR good.domain
* $=R







&% (cont’ d)

$&{client_addr} -
$&{ client_name} -
P& f -

$& g -

{long name} sendmail 8.7




* deguote map (
— 1

* $(dequote """ $&{ client_name} $)




check compat




check rcpt

* $f ( )

R $* $: $1 $| $>3 $( degote """ $&T P)




check * -bt

* 9|

Sconv
R$ $5|S $1$ $2

% sendmail -bt

> conv,check compat <sender> 3| <recipient>
> Df<sender>

> conv,check rcpt <recipient>







CF

MAIL RE RESTRICTION=yes

LOCAL HOST IPADDR='130.54 133.3 192.50.8
LOCAL_HOST DOMAIN=kyoto-u.ac.|p
_OW_RECIPIENT_DOMAIN=kyoto-u.ac.jp
RELAY JUST_ FROM=kyoto-u.ac.jp
RELAY JUST_TO=kyoto-u.ac.|p




* http://www.sendmail.org/antispam.htmi

*x http://www.Informatik.uni-kiel .de/~ca/
email/check.html
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