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Perimeter Defense

N
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Bastion Hosts

N Single Strong point
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— Xinetd, tcp wrapper

— COops, crack
— ISS, SATAN, TripWire
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NnIP

Altavista Firewall
FireWall-1

screend
IP Filter
FreeBSD, Linux
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NAT
Network Address Trandation
N RFC-1631
N
—IP
N (RFC-1918)
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NAT

Network Address Trandlation

N
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192.168.1/24

200.200.X.1-255

192.168.1.1->X

200.200.X.1->X

200.200.X.1->X

[ ]

NAT BOX

“ell]
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| P masguerade
(NAPT: Network Address Port Translation)

N
N

|
—

200.200.200.1->X
port 3456

192.168.1/24 192.168.1.1->X 200.200.200.1->X
port 1234

=

200.200.200.1
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N socks
— TCP Proxy

N udprelay
— UDP Proxy

N plug-gw
— TIS Firewall Toolkit
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N
— sendmail
— INN, C-News
— NTP
— Named
N

— HTTP, Gopher...
— telnet, ftp...

— RealAudio, StereamWorks...
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Proxy

S I
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Proxy

N TCP

NP
Masguerade

N
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NAT

IP
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SOHO

— DNS
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N
— turn-key

n
N
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— All-in-One
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N Altavista Firewall

— Digital Equipment Corporation (Compaq)
N FireWall-1

— Checkpoint Software Technologies
N CyberGuard Firewall

— CyberGuard Corporation

N Gauntlet
— Network Associates
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N Eagle
— Raptor Systems, Inc.

N Portus
— Livermore Software Laboratories, Inc.

N Sidewinder
— Secure Computing Corporation

N SunScreen
— Sun Microsystems, Inc.

etc...
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|CSA Firewall Certification Program

N http://www.icsa.net/services/consortia/firewalls/certified_products.html

n 3COM, ANS Communications, Ascend, Bull S.A., CheckPoint
Software Technologies, Inc., Cisco Systems, Cyberguard Corp,
Digital Equipment Corporation, Elron Software, Global Technologies
Associates, IBM, Internet Device, Isolation Systems Ltd, Livermore
Software Laboratories, Lucent Technologies, Milkyway Networks,
NetGuard, Network-1, Radguard Ltd., Raptor Systems, Secure
Computing Corporation, Sun Microsystems, Technologic Inc., Trusted
Information Systems, Ukiah Software, Watchguard Technologies

( 98 1 NCSA )
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Data Communications Magazine Firewalls Lab Test

E pe [ [=] E3
Fila Edit Visw Go Commumicatar Help

| ¥ A B =2 £ 3 % ll
:l

Back | Formard Reload  Home  Search  Guide Print  Seourity - o

File Edit View Go GCommunicstar Help

2 = A 44 =2 L S

Back i FReload  Home Seach Gude  Print

_§ Bockmarks M) Dlatsite [ tests/images/Tremalla7 figarel himl =

J'Bwumarks A Nefsﬂh.‘h“p./ﬂ'www.dala.comf\ab_(eslsff\rewal\sBT.h(m\

Adlinks

The Firewall Stress |
/ BROWSE | MESSAGESCRVER / HOME / CONIACT US Test

March 21, 10997

ﬁlmp throughput (Mbit's)

By Dawid Newman, Helen Holzbaur, and Kathleen Bishop

Lab Test
Firewalls: Don't Get Burned Ariavistat
— ANST
Tests show products vary widely in terms of security, el CHEE Polt
Cyberguard

management, and performance Cycon
we Global Imernet
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Table 1: Selected Firewall Vendo

Vendor URL

— Netguard
wann Network-11

Secure

(Borderware)
sses Sacure

(Sidewinder) 3
—Sun

Al tavista Software http: /A altavista software digital com
Inc

— TIS

ANS Communications

Check Point Software
Technologies Inc

Cybetguatd Gotp

bttt /Awiw, ans. net/ | nterlock

http: /A, checkpoint. com

http: /fwwm Cyberguardearp. com/products

wans Ukiah

|1 | Document: Dons

N http://www.data.com/lab_tests/firewalls97.html
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N Confidentiality:

N Integrity:

N Authentication:

N Non repudiation:
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— DES, FEAL, RC2, RC4, IDEA...

D,
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VPN
Virtua Private Network

N
N
N

N
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VPN
Virtua Private Network

n VPN
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N SOCKS
N SSL
Nn SSH
Nn PGP
n S/IMIME
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Intrusion Detection System (IDS)



N
— WWW, FTP, etc.
N
— CSI/FBI computer crime survey, Computer Security Journal, 1997
80%
N
— port scanning,
N
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COAST's Intrusion Detection
Information Pages

— http://lwww.cs.purdue.edu/coast/intrusion-detection
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IDS
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IDS

N Anomaly detection model

N Misuse detection model

(vulnerabilities)
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IDS
The Kane Security Monitor

N Intrusion Detection

— WS

— Windows NT
N http://www.intrusion.com/
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IDS
Real Secure

N Internet Security systems
N http://www.iss.net/
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IDS
Stalker

N Haystack Labs

— 97 TIS

CTIS Network Associates, Inc.

N http://www.haystack.com

N Stalker

— Sun, IBM,HP

N WebStalker
— WWW

— NT

UNIX

Solaris 2.6, AlX 4.3
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Intrusion Detection System
NetRanger

N WheelGroup Corporation
— 98 Cisco

N http://www. wheelgroup.com/

— Sensor
e Solaris on Pentium or UltraSPARC

Director
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Intrusion Detection System
Session Wall-3

N AbirNet
N http://www.abirnet.com

— Firewall
— PC Windows95, NT

Copyright 1997,1998 by Kazumasa Utashiro

58



Intrusion Detection System
Network Fright Recorder (NFR)

N Network Fright Recorder, Inc.
N http://www.nfr.net/

— Packet Sucker, Decision Engine, Backend

— (N-code)
— BSD/OS, HP-UNIX, Linux
— Java
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IDS

Nn CMDS (Computer Misuse and Detection System)

by SAIC
N INTOUCH INSA (Network Security Agent) by TTI
N OMNIGUARD Intruder Alert by Axent
N POLYCENTER Security Intrusion Detector by
Digital
N Watch Dog by InfoStream
N etc...
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