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ISP
| X Internet eXchange)
ISP
FDDI ATM

|SP

Network Access Point (NAP)
Metropolitan Area Exchange (MAE)
IIJ LINX, NSPIXP,JPIX, MEX ,HKIX, etc.
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Interior Gateway (or Routing) Protocol (IGP)

OSPF, RIP2
Exterior Gateway (or Routing) Protocol (EGP)

BGP4

IIJ Copy Right © 1997, 1998 by Internet Initiative Japan Inc. All Rights Reserved. 8



Class-less Inter-Domain Routing

(RFC1918)

|Pv6 (RFC1883)
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Classless Inter-Domain Routing

|Pv4

202.232.68.0 - 202.232.68.63 = 202.232.68.0/26
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“Classfull”

al-0 cdl-1
Classless

IIJ Copy Right © 1997, 1998 by Internet Initiative Japan Inc. All Rights Reserved. 11



202.233.0.0/16

\
202. 233 128.0/19

|
202.233.64.0/18 202.233.160.0/27

O

\@@

|
202.233.0.0/23 202.233.4.0/22 202.233.64.0/19 ~ 202 233.96.0/21

202.233.0.0/18

& @

IIJ Copy Right © 1997, 1998 by Internet Initiative Japan Inc. All Rights Reserved. 12




Jser =

202.233.128.0/19
202.233.0.0/16
>

202.233.160.0/27

e
ISP A

Use

202.233.0.0/18

02.233.4.0/22
202.233.64.0/19

Jser b U

202.233.64.0/18

@ 202.233.96.0/21

USer I

202.233.0.0/2

Jser A
Il M\

Sef C

IIJ Copy Right © 1997, 1998 by Internet Initiative Japan Inc. All Rights Reserved.

ISP

13



Addresses allocated

Current growth
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Mumber of prefixen

60000

50000

40000

J0000

20000

10000

<SURFNET Eric-Jan Boss

Mo. of prefixen in Amsterdam9.router.surfnet.nl

“home/bos/bgp/nets dat™ —

1994 | 1995 | 1996

5000 10000 15000 20000 25000 30000
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35000

40000
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BGP4(Border Gateway Protocol)

RFC1771
AS de-facto
Autonomous System (AS)
ISP AS
AS
CIDR
CIDR
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TCP 179
(peer) 1 1

RIP | ncremental
16 AS ( 11 AS2497)

Path V ector
Path Attribute)

ASPath Origin Next Hop Multi-Exit-
Discriminator(MED) Local Preference etc.
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EBGP IBGP

BGP ( )
BGP
EBGP (External BGP)
AS BGP BGP
IBGP (Internal BGP)
AS BGP BGP
full mesh
BGP
IBGP
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IBGP EBGP AS
IGP NLRI
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Transitive) Non-
Transitive)

Mandatory) Optional)
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Origin

BGP

IGP
EGP
Incompl ete
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AS Path

AS /

AS Path

prepend, stuffing
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202.221.0.0/16
202.221.0.0/16
202.232.0.0/16
202.232.0.0/16

AS1 202.232.0.0/16 AS2 202.221.0.0/16
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202.232.1.1

202.232.1.2

R3
prefix Next hop

prefix Next hop

202.232.0.0/16 202.232.1.1 202.232.0.0/16 202.232.1.1

202.221.10.1

R4

prefix Next hop
202.232.0.0/16 202.221.10.1

202.221.10.2

AS P

IBGP

R3 R1 IGP
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Multi-Exit Discriminator(MED)

AS

IGP
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AS1 AS2 Link1
Link2

Linkl escr eseP Link2
MED=100

MED=200
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Local Preference

AS
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Local Preference

ASS AS1 AS4
AS Path AS3
AS5 AS4 Local Pref

202.232.0.0/16

Local_pref=90
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Aggregator

BGP |P
AS
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Atomic Aggregate Aggregator
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Community

RFC1997

32
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Community ( )

0x00000000 - OxO000FFFF
OxFFFFOO0Q0O0 - OxFFFFFFFF

Well-Known Community

NO_EXPORT(0xFFFFFFO1)
AS

NO_ADVERTISE(OXFFFFFO2)

NO EXPORT SUBCONFED(OxFFFFFF03)
AS
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Community ( )

AS
Community
16 . Community AS
16 : AS Community

AS :Community
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Community

AS

Ingress Filter Community

2497:10
249720 peer
Community
Egress Filter
2497:10 Community
upstream
AS
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AS (Confederation)

RFC1965
AS AS

AS

AS AS AS 64512-65535)

AS |GP
AS
AS |IBGP EBGP
AS Next Hop, MED, Locd
Preference
AS |IBGP
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AS Confederation

/ Confederation |
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AS65002 5 IBGP
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AS Path: (65001) 1 * ‘ I :’A\S Path: (65002 65001) 1
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AS Path: 1
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EBGP
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Route Reflector

RFC1966
AS
BGP

AS
BGP

BGP
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Route Reflector

\_ Cluster 2
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BGP
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ISP(AS)

|SP

BGP
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Peer
upstream

upstream
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Ingress ( )
Egress ( )
BGP

Local pref, MED, AS Path Prepend
Community
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AS4 ASL AS3
AS PATH
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AS

AS PATH

NEXT HOP IGP
(Hot Potato)

X
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ASPATH

AS Path: AS2 AS1
ASPath AS3AS2 AS1

AS Path
Ingress Filter AS Path Local Pref
ASS AHA
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MED

1)

AS

MED=100 MED=200 T

Copy Right © 1997, 1998 by Internet Initiative Japan Inc. All Rights Reserved.

50



AS (Hot Potato)

AS
MED Next Hop |GP
| X | SP
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MED,AS PATH Prepend, Community
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AS

AS1l AHA AS2
AS1 Ingress Filter local _pref

202.232.0.0/16

AS4

AS2 AS4

local_pref=100—  —— F— " local_pref=90

Prefix Local_Pref AS Path
202.232.0.0/16 90 AS3 AS4

202.232.0.0/16 100 AS2 AS4
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AA ASL AS2

AA egressfilter AS Prepend
202.232.0.0/16
__— Prepend “ASA”

AS4
AS4 AS4

AS2 AS4 AS3 AS4 AS4

Prefix AS Path
202.232.0.0/16 AS3 AS4 AS4

202.232.0.0/16 AS2 AS4
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(2)

AA ASL ASA egressfilter community

AS2 AS1 ingressfilter AS

Community RFC1998 community local _pref
|SP

202.232.0.0/16

community=1:100 « ———— community=1:90
" EBGP /e-\EBGP

Prefix Local_Pref Community
202.232.0.0/16 90 1:90

202.232.0.0/16 100 1:100
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2 ISP BGP
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IIJ Copy Right © 1997, 1998 by Internet Initiative Japan Inc. All Rights Reserved. 56



e
BGP
Qi LR

SCREE S
Ty

IIJ Copy Right © 1997, 1998 by Internet Initiative Japan Inc. All Rights Reserved. 57




BGP

58



|IBGP

BGP
IBGP
IGP AS
IBGP 1GP
N IGP OSPF
- BGP - flapping
IBGP “HACK”
IBGP
IBGP 1GP
Next Hop |GP
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|IBGP

IBGP
N2 IBGP
peer update
7 BGP 21 |IBGP
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Confederation

2 AS
2 EBGP
9 IBGP
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Route Reflector

2
3 4
9 IBGP
4 O\
4 —>

N As
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Route Flapping Dampening

(Route
Flapping)
UPDATE WITHDRAW
CPU
Dampening)
flap dampening
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Dampening

>
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Hot Potato Cold Potato
MED

peer
|SP
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AS
MED AS

AS

MED=100 — —~—MED=200
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peer

ASA AS2 AS3 AS2 ASl AS1l AS3 peer
AS
AS1 AS4 AS1AS2ASA

AS

1)

AA AS1-ASI-AHA

...
"a
L

Local pref=110
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AS origin
AS

more specific route
Aggregate more specific

| X BGP AS

Next Hop
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| X

AS2 172.16.0.0/16 Next Hop 192.168.1.1 |GP
EBGP ASl
AS2 AS3 X AS1
192.168.1.1
192.168.1.0/24 \

172.16.0.0/16

IGP*, Next Hop: 192.168.1.1

192.168.1.0/24 192.168.1.0/24
Next Hop: 192.168.10.1
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Ingress
AS

RR
RR ( )
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DNS

AS
DNS AS
draft-bates-bgp4-niri-orig-verif-00.txt
Secure BGP
|PSEC peer

PKI Public Key Infrastructure)

http://www.net-tech.bbn.com/sbgp/sbgp-index.html
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BGP4 AS

BGP4

IIJ Copy Right © 1997, 1998 by Internet Initiative Japan Inc. All Rights Reserved. 73



RR RS
RR UPDATE

route flapping
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Cisco

o G

172.16.0.0/16 192.168.10.1 192.168.10.2 172.17.0.0/16
R1 R
router bgp 65001 router bgp 65002
network 172.16.0.0 network 172.17.0.0

neighbor 192.168.10.2 remote-as 65002 neighbor 192.168.10.1 remote-as 65001
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28

192.168.10.1/32

192.168.10.2/32

192.168.20.2/30 192.168.21.2/30

EBEP

MED=200 192.168.21.1/30

192.168.20. /30

IIJ Copy Right © 1997, 1998 by Internet Initiative Japan Inc. All Rights Reserved. 77



1

interface loopback 0
Ip address 192.168.10.1 255.255.255.255

router bgp 1

no synchronization

neighbor 192.168.10.2 remote-as 1

neighbor 192.168.10.2 update-source loopbackO
neighbor 192.168.20.1 remote-as 2

neighbor 192.168.20.1 route-map MED-OUT out

route-map MED-OUT permit 10
match as-path 10
set metric 100

ip as-path access-list 10 permit *$

1)

MED

2

interface loopback 0
Ip address 192.168.10.2 255.255.255.255

router bgp 1

no synchronization

neighbor 192.168.10.1 remote-as 1

neighbor 192.168.10.1 update-source loopbackO
neighbor 192.168.21.1 remote-as 2

neighbor 192.168.21.1 route-map MED-OUT out

route-map MED-OUT permit 10
match as-path 10
set metric 200

ip as-path access-list 10 permit *$
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Aggregate

202.232.0.0/24

202.232.10.2/32 ASS

202.232.10.1/32

........... >
202.232.0.0/16
Atomic_Aggregate,
Aggregator={3,202.232.10.1}
AS PATH= 3({1, 2}

202.232.10.3/32

202.232.1.0/24

interface loopback 0
ip address 202.232.10.1 255.255.255.255

router bgp 3

no synchronization

network 202.232.10.0

aggregate-address 202.232.0.0 255.255.0.0 as-set summary-only
neighbor 202.232.10.2 remote-as 3

neighbor 202.232.10.2 update-source loopback0

neighbor 202.232.10.3 remote-as 3

neighbor 202.232.10.3 update-source loopback0

neighbor X.X.X.X remote-as XX
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L ocal-preference

21
>
AS2 AS4
192.168.10.5/30
421
192.168.10.1/30
202.232.0.0/16 / f\)
/ P
31
ASL  AS4

ASS5

cisco local-preference
router bgp 5 100
neighbor 192.168.10.1 remote-as 3

neighbor 192.168.10.1 fromAS3 in
ip as-path access-list 10 permit ~3_1$
route-map fromAS3 permit 10

match as-path 10
set local-preference 90
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AS PREPEND

421

202.232.0.0/16

AS1

router bgp 1

network 202.232.0.0 mask 255.255.0.0

neighbor 192.168.10.1 remote-as 2

neighbor 192.168.10.5 remote-as 3

neighbor 192.168.10.5 route-map PREPEND out

route-map PREPEND permit 10
set as-path prepend 1 1
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Community

EBGP EBGP

192.168.10.1/30

192.168.10.5/30
EBGP EBGP

AS1 202.232.0.0/16

ip bgp new-format neighbor 192.168.10.5 send-community
access-list 10 202.232.0.0 0.0.255.255 neighbor 192.168.10.5 route-map toAS3 out
router bgp 1 route-map toAS2 permit 10

neighbor 192.168.10.1 remote-as 2 match ip address 10

neighbor 192.168.10.1 send-community

set community 4:100

neighbor 192.168.10.1 route-map toAS2 out route-map toAS3 permit 10
neighbor 192.168.10.5 remote-as 3 match ip address 10

_ set community 4:90
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