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Version 1

begin static-map
Name”Lab station”
Target”192.169.211.[1-10]"
Mode“ISAKMP—-Cert”
ID “CN=yamada,OU=sales,0=dit,C=JAPAN”
end

begin static-map
Name”Sales Laptop”
Target”207.181.174.2"
Mode”ISAKMP-Shared”
end

begin static—map
Name” Support”
Target”155.194.204.3"
Tunnel”192.169.211.14"
Mode”ISAKMP-Shared”
end
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A—IILFRFLAR A—ILFRFLR A=JILFELR
F#_LE CN=inoue, OU = sales, 0 = Asya, C =jp
HE CN = tanaka, OU = tech, O = A_sya, C = jp
{£# CN = sato, OU = sales, O = B_sya, C = jp
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PKIIC & EBEE

e PKIYHR—k
— EENLPKIZ® IS

* Verisign, Entrust, BALTIMORE. SSH. Netscape
« PKCS 10/7 754>/ 828E (gateway)

» PKCS 12 BB, TS5AR—FB DA AH EEE (client)
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— Errors, traps
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- IKE Configuration
— Private address request (PAR)

9547 b4 —s3\M(3Private7 FL X Tilli {& ~

_F—ILLTL\%Private7 FL 2%t 5

192.168.16.13 &
Global 7 KL R TSAZREL ~
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Global P RL 2% 5 ol H—/X
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] [e]
IPsec Client ( ) IPsec Gateway III
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ﬁl 192.168.16.0
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e IP Compression
— BEELRTICEHS

— IETF’s IPPCP open standard with Stac’s LZS algorithm
(RFC 2393 & 2394)
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EZBVPNOLLE: (—mizr—sman®m

L2TP IPSec MPLS SSL
EELIY L1472 L1143 L1+23 L1+45
sE7aran TAFFaran IP TAFFaran HTTP. FTP %
& FREEE End to End End to End X )7HA End to End
SRAEHERE &HY »HY TL »HY
S HaE #Far HY L HY
VPN#8&E (2 U roRYDY SRNIZED 2403

+I2EE +I2EE r52195D HEEE

HEEE b 3

L2TP :Layer 2 Tunneling Protocol
IPSec:IP Security Protocol

MPLS : Multi—Protocol Label Switching

SSL:Secure Sockets Layer
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L2TP Tunnel PPP
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EAILEER

— LAC(L2TP Access Concentrator)
. EAALBENS PR HER, —BICRISPHICREENEIE—L—8 (P
R 1) BLACHAEE RE,

— LNS(L2TP Network Server)

© LACEDMISL2TPrY RN ERT T HH IR . RIELIL2TPHT L ERET VLR Y—/3E
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L2TP over IPSec
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o SSL(Secure Sockets Layer)

— HTTP. TELNET. SMTP, FTPEBED 7 Fr—ay
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— IETF RFC 2246
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FHIPsecB —%

HhFFY 2—h
Alcatel Alcatel SecureVPNI!)—X
AVAYA VPNware¥ ) —X
Hewlett-Packard hp VPN server appliance
3 Nokia Nokia IP31)—X
ERRE Notel Networks Contivity Extranet Switch
SSH SSH Complete VPN
Symantec PowerVPN
2305 ENXS1)—X
Checkpoint VPN-1
NetScreen NetScreen
T7A4T794—)L  |Symantec Raptor Firewall
WatchGuard Firebox Il
ELE NetShelter
AlliedTelesis AR720
L—4& Cisco systems VPN —X /10S _
HEET MUCHOY—X / INFONETSY—X / FITELnet¥ Y —X
2N RTZ =X
Microsoft Windows2000

0os

KAME for BSD UNIX

S-WAN for Linux
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