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e MIMEZFEWWEFA—ILDIESILEEFESL
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Microsoft Outlook/Outlook Express
Netscape Navigator

OrangeSoft Winbiff

Becky!

MEW(BEFEZDH)
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© MIME{ELF= Ay E—DF ANELTER T —FF (L0
=Xz ERkL
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— RFC2633
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BFERLZDIT=A=ILDOH 1

To: Taro Suzuki <Taro.Suzuki@foo.co jp>

From: Ryu Inada <Ryu.Inada@fujixerox.co.jo>

Subject: meeting BEHE Netscape
1.0

AMIME. .

boundary="------------ms8B7876C5A4971B52E1D24E61"

This is a cryptographically signed message in MIME format.

Content-Type: multipart/signed; protocol="application/x-pkcs7-signature”; micalg=shal;
MS OutlookExpress

______________ msBB7876C5A497 1BS2E1 D2AEG] @ S/MMER T B 1B S OIER TESERITERY)

Content-Type: text/plain; charset=iso-2022-jp
Content-Transfer-Encoding: 7bit

CAITBIE.
AEDITEEHhEDHTT A
----- JISa—FK)

38 C5A497Z1B52E1D24E4)

Content-Type: application/x-pkcs7-signature; name="smime.p7s"
Content-Transfer-Encoding: baseé4

Content-Disposition: attachment; flename="smime.p7s"
Content-Description: S/MIME Cryptographic Signature

MIIQDwY JKoZIhveNAQcCollQADCCD/wCAQEXCzAJBgUrDgMCGgUAMASGCSqGSIb3DQEHAaCC
DnOwggnHMIIJMKADAQEC Ah A4kcRP4QGC7RTQ2FZKZFOTMAOGCSqGSIb3DQEBBAUAMGIXETAP
(g

Winbiff

I
QBOPytJm3nmFpélYXCZHIDyG9VULk8hhgyUOVAHELLV/9Grx4+5fVbeerP/YXSmoZx8G6CTw
J7/hi+ooJvN4cum=
-------------- ms8B7876C5A4971B52E1D24E61--

BFERZZTDITI=A—ILDOH 2

To: Taro Suzuki <Taro.Suzuki@foo.co.jp> ’—
From: Ryu Inada <Ryu.Inada@fujixerox.co.jp> Netscape

Subject: meeting

Content-Type: application/x-pkcs7-mime; name="smime.p7m"
Content-Transfer-Encoding: base 64
Content-Disposition: attachment; filename="smime.p7m"

MIAGCSqGSIb3DQEHAqCAMIACAQEXD]AMBggahkiGIWOCBQUAMIAGC

SqGSIb3DQEHAaCAJIAELKNVbNRIDNQtVHIWZTogdGV4dCowbGFpbgOKQ

29udGVudClUcmFuc?2ZIci1FomNvZGluZzogeXVvdGVKkHIwZTogdGVHIWZT
(%)

hveNAQKEMRIEEFESIM/MZQMTGAIOAG 17hE4wDQY JKoZIhveNAQEBBQAE

QC+f4FYQqZiV4QgzS3BABYpazDyMFé1HIUVOUSIZ9IguQzFB/nH6K+GOCF1+h

AmMaGdpFkC3ICVhOPy2XnMPg5TVOAAAAAAAAAAA==

@ SAMMERT B2 ROER BT

MIME-Version: 1.0 MS OutlookExp
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PKIZE & M
« Windows%

* Crypto API(Microsoft)
* CertWorker(NEC)
* OpenSSL

« JAVA®

— JDK/JCE

« UNIX%

— OpenSSL

Windows Crypto API

CSP(Crypto Service Provider)ET

L
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OpenSSL

o HLEIFXUNIXZRDEE TSSLeayEFE XN TULN =,
¢ ZLDUNIXRTSURNIA—LDTI7IIEE
— Linux/*BSD*IZ{& F
« Windows72ybI4+—LTHLEE
« Apache®SSL/TLSD I ELTIELEHNT
RV
— Apache 1.X+mod ssl+OpenSSL
— Apache 1.X+Apache SSL+OpenSSL
— Apache 2. X(2# TSSL/TLSZHR—F)
* 0.9.7betad HNHTEY . OCSPDHYR—/45 M B
BDOYR—L AT

DK 1.4 —LJ—5

* javasecurity.cert /A FIZEEIN TS,
© UIATURELTESETR+Z0GEE
— IDKARARTEIEAEDEARML/N\IR T DA EE
— JCE(Java Cryptographic Extensions) CHE S E VY D#EEE 12
+ Windows[@#%Third PartyDJCEIZZLE X 5 LA AT HE
» SunkVYEIBAEZRITLTHLL, TOIAETI—FELZTOLEHY
— JSSE(Java Secure Socket Extensions) CSSL/TLSZ12 {4

« RFC3280MDFEFAZHREI7IILTV X LB D AN=X LERE
+ CertPathBulder/CertPathValidator/CertStore D32 (Z{R #81k

— CertPathBulder

— CertPathValidator

— CertStore
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JDK 1.4MDEEBAEMREIHEBE(Z D)

. WELLGLHEM
— Java.security.cert. X509Extension
— Java.security.cert. X509Certificate
— Java.security.cert. XS09CRL
— Java.security.cert.PolicyQualifierInfo

- MIRES
— RABULIRM DR (get... TRNDEDHDALY)
« CRLDPZEZ$TESA KA
— Java.security.cert. X509Extension .getExtensionValue(oid) T
« EELIZOIDDT—EHDERTHRGTES
+ DERZRIRNT HAPILEODTEATRSHIE
— PolicyQualifierInfol&d 5 h%. FEFIHTHD

« getExtensionValue TESTET, BEREZL TREZETLEYIR{EE
PolicyQaulierlnfol ZANBHELH D,

JDK 1.4MDEEBAEMREIHEBE(T D2)

. WELGLHERM
— Java.security.cert.CertPathValidator(API)
— Java.security.cert. PKIXCertPathChecker
— Java.security.cert.CertStore
— Java.security.cert. PKIXParameters(E 7 A 77)
— Java.security.cert. PKIXBuilderParameters (A 77)
Java.security.cert. PKIXCertPathValidatorResult(#5 58 )

- MER
Java.security.cert. X509Certificate B % Hi SR ALV IZEE L TOALEAH LY
— IS EIIZPolicy B ED AR (XL TULVE LS TIHS(RFCI280IZHEMT 57=67)
- ul_tﬂfliﬁufl:&_iid):gﬂﬂb\—ﬁfj ETHD
Java.security.cert. PKIXCertPathCheckerf® BB CT1T5
+ —J TCRLCheckerl&FEL\DT...
+ THCRLO—ERDExtensionDE(ELTLVDELESTHS
—  EOExtensionFWELTLD WSS [EH A DALY,
+ CRLChecker/RevocationChecker® & 3% PKIX CertPathChecker B #% I AL D Hi iR )L —
FUEBMTELHAAANBETIEELD?
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JDK 1.4MDEEBAEMREIHEBE(Z D3)

importjava.io.IOException; static public final String DEFAULT_IMPLEMENTATION_NAME = "PKIX";
importjava.security.InvalidAlgorithmParameterException; public CertPathValidatorResult validate(
importjava.security.NoSuchAlgorithmException; String implementationName,

Set trustAnchor,

importjava.security.cert.CertPath;
importjava.security.cert.CertPathValidator;
importjava.security.cert.CertPathValidatorResult;
importjava.security.cert. CertPath ValidatorException;

CertPath path,

boolean  anyPolicyInhibit,
boolean  policyMappingInhibit,
boolean  explicitPolicy,

importjava.security.cert. PKIXBuilderParameters; Set initialPolicy)
importjava.security.cert. PKIXCertPath ValidatorResult; throws CertPathValidatorException {
importjava.util.Set; PKIXBuilderParameters params = null;
importjava.util. HashSet; CertPathValidator validator = null;

try { /| INGA—BDRABELET

arams = new PKIXBuilderParameters(trustAnchor, null);
params.setAnyPolicyInhibi PolicyInhibit):
params.setExplicitPolicyRequir icitPolicy);

| BEEAD/ S i—sERE

params.setP )
l arams.setInitialPolicies(initialPolicy):
TRBEHFIROFEREL TSN
} catch(InvalidAlgorithmParameterException iape) {
throw new CertPathValidatorException(iape);
}
try { // ValidatorZEih\L. fERELLLVET

return validator.validate(path, params):
T catch(NoSuchAlgorithmException nsae) {
throw new CertPathValidatorException(nsae);

— validator = CertPathValidator.get]
’ ValidatorZ£{T

= 34 } catch(InvalidAlgorithmParameterException iape) {
?ﬁ IJ\ BE a) {{FC 3280 ﬁ m throw new Certl’athValidatorﬁxception(i;pe);
SEREREOYYTINa—F |

JDK 1.4MDEEBAEMREIHEBE(T D4)

%4 Bof-fIREREY T ILa—F

5 N L — g
I NRERA TS ONEER BRELA/ S A2 D E
CertPathBuilder builder = CertPathBuilder.getInstance("GPKI");
CertPathValidator validator = CertPathValidator.getInstance("GPKI");

/I BERREGDHIAHELRG
X509Certificate targetCertificate = getCertificate(certificateStore, argv[1]);

I WSRNT o h—ET HEAEAEZERG
X509Certificate trustCertificate = getCertificate(certificateStore, argv([2]);

/] KEEEINTA—RERL
CertPathParameters buildParameter = getCertPathParameters(
argv[0], validator, trustCertificate, targetCertificate, certificateStore

);

12



JDK 1.4MDEEBAEMREIHEBE(Z DS)

- ABEERAT

CertPathBuilderResult buildedPathResult = builder.build(buildParameter);
certificatetionPath = buildedPathResult. getCertPath();

printCertPath(certificatetionPath);

if(buildedPathResult instanceof PKIXCertPathBuilderResult) {
PKIXCertPathBuilderResult result =
(PKIXCertPathBuilderResult)buildedPathResult;

PolicyNode policy = result.getPolicyTree();
if(policy != null) {
printPolicy(policy);
}
}

} catch(Exception e) {
e.printStackTrace();
}

JDK 1.4MDEEBAE MR BE(ZT D6)

INARREEZEEAT |

try {
CertPathValidatorResult result = validator.validate(certificatetionPath, buildParameter);
printCertPath(certificatetionPath);
if(result instanceof PKIXCertPathValidatorResult) {
PKIXCertPathValidatorResult r = (PKIXCertPathValidatorResult)result;
PolicyNode policy = r.getPolicyTree();
if(policy !=null) {
printPolicy(policy);
}
¥
} catch(Exception ¢) {
e.printStackTrace();
¥
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— Y—NIZF+REEREAYNT =R TAETA
iRt

« RFC 3379
Delegated Path Validation and Delegated Path Discovery
Protocol Requirements
— DPD(Delegated Path Discovery)
« NRABEZLIKE
— DPV(Delegated Path Verification)
o NRARREEZEREE
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* CVS(Certificate Validation Protocol)
— http://www.ietf.org/internet-drafts/draft-ietf-pkix-cvp-01.txt

SCVP
— http://www.ietf.org/internet-drafts/draft-ietf-pkix-scvp-10.txt

DPD/DPV using OCSP with extensions

DVCS(Data Validation and Certification Server Protocols)
— RFC 3029

GPKI EEFRERREEY—/N\
— OCSP vID ¥ B LR
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