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$ . Secure Associations for 210015271961 AN i :;1:_ EI
Z File Edit iew
Index | Local IF Addre.. | Femote IP &ddr... | Remaote Tunnel | Frotocol | Expiry
1 1921681 * 19216810* 21015219610  ESP 2DES[163] HMAC MD& 17782 zeconds
1] |
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Session

Index Date/Time Reported By Log Message

75 03/Dec/2002 07:21:11PM Isakmp ScSA  AddSa: SPIs:C0307A1D/2FEF5A47 Loc:192.168.1.% t=== Jx—X 2DFEIL
Rem:192.168.10.% (210.152.196.10) Prot:ESP-3DES[168]-HMAC-MD5 Exp:5:00:00

74 03/Dec/2002 07:21:10PM Isakmp cSA Notify from 210.152.196.10: Initial Contact

73 03/Dec/2002 07:21:10PM Isakmp ScSA  AddPhasel: Rem:210.152.196.10, ID:"210.152.196.10”, €= Jx—X 1D
Cookies: 930802BDF812A961/D061A0255F9D657E Prot:DES[56]-MD5, Exp:23:59:59

72 03/Dec/2002 07:21:10PM ShSecrt ScSA  Found PW for: 210.152.196.10.

71 03/Dec/2002 07:21:09PM Isakmp ScSA  Got policy for peer:210.152.196.1, I am initiator, authentication: shared

70 03/Dec/2002 07:21:09PM Isakmp ScSA Estatélish Request: 192.168.1.5 to 192.168.10.1L L= T—RELTEHE

65 03/Dec/2002 06:52:15PM Monitor Evnt Red port link: 10Mb HD

49 03/Dec/2002 06:37:18PM Monitor Evnt Black port link: 10Mb HD

48 03/Dec/2002 06:37:18PM Sonic Init LAN interface link status is supported.

47 03/Dec/2002 06:37:18PM Monitor Evnt Gate is now Secure.

34 03/Dec/2002 06:37:08PM Isakmp ScSA  Default sa lifetime: 720

33  03/Dec/2002 06:37:08PM Isakmp  ScSA  Current security level set to “Standard” > DAL LET/SA—2D LY

32 03/Dec/2002 06:37:08PM Isakmp Init Initialized and running.

2 03/Dec/2002 06:36:59PM RTC Init Initialized and running.

1 03/Dec/2002 06:36:59PM RtcNVRA Init Initialized and running. Y,

IKERT>T—23y
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m l1: v & "B Etherrnet Broadcast 64 : 19:14:37.505511 : ARP Request 2

A D o & 'E 64 19:14:37.50973533 | ARP Response on .
_\C 3 s D (I 'B g4 19:14:37.51073536 | ARP Fesponse oe &
e 4: Ir-z2 A.1 Ir-z 16,10 177 ¢ 19:14:37.518737 | IF TDEP ™\
O 5 Ir-2 A, 10 Ir-2 6.1 177 0 19:14:357.542795 ¢ IF TUDF o .
; & IP-Z .1 Ip-2 16,10 218 © 19:14:37.560734 | I TIDP Phase 1+_"‘J“/3/
) 7 Ir-2 6. 10 Ir-2 6.1 218 ; 19:14:33.049722 ;| IP TDFP >
(D) g IP-Z2 6.1 Ir-Z2 16,10 135 ; 19:14:55.540639 ; IF TUDF (}'f?/:E_'\)
Z 9 IP-2 A, 10 Ir-=z 16,1 136 ¢ 19:14:38.575602 ¢ TF TDF  _J

10 IP-2 6.1 Ir-2 16,10 3220 19:14:38.621557 ( IF UDF ™

11 : IP-2 £, 10 Ir-z 6.1 3220 19:14:538.667612 ¢ IP TUDF Phase 2‘|’_’“j¢/3>

1z : IP-2 6.1 Ir-z 16,10 95 | 19:14:39.662450 | TF TDF __J

13 IP-2 6.1 Ir-2 16,10 130 ¢ 19:14:41.812620 @ IF ESP N

14 : IP-2 6. 10 Ir-2 6.1 130 19:14:41.51%9017 : IF ESF

15 IP-2 6.1 Ir-Z2 16,10 130 ; 19:14:42.311006 ; IF ESF

16 : IP-2 A, 10 Ir-=z 16,1 130 ¢ 19:14:42.5145935 ¢ IF E&F

17 IP-2 6.1 Ir-2 6. 10 130 19:14:42.909912 ;| IP ESF

15 : IP-2 A, 10 Ir-Z2 6.1 130 ; 19:14:42.913533 ;| IF ESF H%%{t'iﬁ =

J =

19 : IP-2 6.1 Ir-z 16,10 130 19:14:43.491791 : IF ESF

20 ¢ IP-2 6. 10 Ir-2 6.1 130 19:14:43.495736 : IP ESF

2l : IP-2 A.1 Ir-z 16,10 130 : 19:14:44.007741 ¢ IF ESF

22 IP-2 A, 10 Ir-z 6.1 130 0 19:14:44.011649 | IF ESP _J
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S No. HT7FLR BT7FLR byte B e H—E R

(&) 1 IP-192.168.16.30 IP-192.168.16.35 154 30:32.8 IP UDP \\

(% 2 IP-192.168.16.35 IP-192.168.16.30 206 30:32.8 IP UDP i

Y 3 IP-192.168.16.30 IP-192.168.16..35 226 30:32.9 IP UDP 7

5 4 IP-192.168.16.35 IP-192.168.16.30 226 30:33.0 IP UDP 1

; 5 IP-192.168.16.30 [IP-192.168.16.35 138 30:33.1 IP UDP 0.7 Z

E 6 IP-192.168.16.35 IP-192.168.16.30 106 30:33.1 IP UDP k

Z 7 IP-192.168.16.30 IP-192.168.16.35 930 30:33.3 IP UDP S
8 IP-192.168.16.35 IP-192.168.16.30 338 30:33.3 IP UDP H
9 IP-192.168.16..30 IP-192.168.16.35 98 30:33.5 IP UDP ’—/ I“
10 IP-192.168.16.30 IP-192.168.16.35 306 30:33.8 IP ESP j A
11 IP-192.168.16.35 IP-192.168.16.30 90 30:34.0 IP ESP j gi 48
12 IP-192.168.16.35 IP-192.168.16.30 114 30:384 IP ESP j 0.2
13 IP-192.168.16.30 IP-192.168.16.35 90 30:38.6 IP ESP /

R
&/ NAy Nl D B S
DEQ@ T 1=/ yEI TR
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