ooooobbooooooooon
oooobbbooooobobbn
00 oo

oooooboooooooooo
oooopooooooooooo
masahiro@isl.rdc.toshiba.co.jp
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Mobile IPv4
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OOo:POO0COODOODOO

mOSI700000

Rk =3

7: 7T r—avE
6: FLEVT—avE
5:tviavE

4: +5> RR—E(TCP/UDP)

5 Fo LD DR (IP) 3: 2k T—2E(P)
2: F—RYLYE 2: T—RYVIE || 2: TRV B
1: Y= 1: YEE 1: B

4 ka4 4 o
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POOOODOOO

R Og00g0oo0obooboboobooooban

32bits

Ver | Hlen | ToS INrykEE
BT 559 | A7k
TTIL  FaraAvEFvsd L Iijg
ZEETTRLZR (sro) (20byte)
SEETRL R (dst)

IP Rq4O—k
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iPOODOCODOOODO

Dst=2.0.0.4

Sre=1.001| [~
/ I

R1DEFEE

Ry T

1.0.0.0/24 |direct 3.0.0.1
®(2.0.0.0/24 |R2 i
3.0.0.0/24 |R3

124 =RV —HTL T4V RE
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goooobobboggd

Src=1.0.0.1 T~
|

Dst=2.0.0.4 Ny &
JEAVIELY
2.0.0.1

/=R DEE

3001 | 2004
()
-
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S OVAG AV o
EDFOEITEHM?

Mobile IP




gooooood

R J0IPODO0OOOOOOODOOODOODOO
» JO000O0O0O0O0OD0OODOOODOO(@MOOoOoO)
» JO0000D00OD0OO0(COoDooOon)

B JO0000IPODOOODOOO
B0l oooooon

.

0000 identity 00O
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MobileIPO OO O

oooboboboboboobobobo
DHCP, PPPOODODODO

o

PODOOOODOOOD

gooooooon
» JO0000D00DO00D0O000O0 (e.g.-0ODO)

oooboobobobobooooon
POOOO0OODOOOOOODOO
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goooo

B 0000 o0ogogooaooog
» 0000000000 noOoboooogogooad
000000 (e.g. ftp, realaudio, NFS...)
B 000000 0ooooogno

» Jgoooooobboooboobboonn
ggdogoobobbobobobbobbododaaadg
ggd

B MobilelPOODOODODODOODOODOODODOODOO
OO00IiPO0ODOOODOOODOODODOODOOODOO
HEN

B 00:dddoooooon
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Mobile IP

B RFC3344 (obsoletes RFC3220, RFC2002) O O O

B |[ETF Internet Area:
» Mobility for IPv4 (mip4) WG O 0O O

B Chairs:
» Peter McCann (Lucent)
» Henrik Levkowetz (ipUnplugged)
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IETF, RFC, I-D

B |[ETF: Internet Engineering Task Force

» J0oooooooobobobobobooboobooon
u

» 00000 (c.f. International Telcommunication
Union)

» 0O 30000000
B RFC: Request for Comments
» (DOODOO)ODDOOODOOOO

B [-D: Internet-Draft
» RFCOUOOUOOooooooooooooon

B http://www.ietf.org/
u R FCS 1 60 D I ET F Iﬂnemeelg)ﬂgop;l;hl@ ZQ TQ{IQC(Q’OQTIJ;! R&D Center - p.11/119

MobileIPO O OO ?

B Internet0 000000000 O0OOIPODOODOODO
gooon
B Macro Mobility: 000000000 O0OOO
» 000 micro mobility: 00 00O (Hand-off) O
gooooooooooooooooo
B J0000oooooooao
» JO00OO00OIPOODCOOCOODOOO

» Jddodoooooobobobbobooboboon
u

» J0000DO((@MODOOO)DOoOoOoO
» J000oooooooobobobbobbobboon
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Mobile IP: 0 OO O

B oggoooad

tiE—C
ST ] ﬁ'
Dst=2.0.0.4

Home %gent (HA)

Foreign|Agent (FA) Mobile‘Node (MN)

= 2.0.04
\/
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Mobile IP: 0 0 (1)

B 0000000 (Home Address, HoA)
> JO0U0d0ooooouooooooao

B 000000 (Care-of-Address, CoA)
» J000ooooooooobobbobbobboo
HEN
B JO00o0don
» HOAO CoAO OO
» DO HoAOODODOODDODOODDODOOOoO?
(CODDOoDO CoAODOODODOOO?)
B O0000dooooad
» HoOAOOOOOOdOooooadad
» JOUoooogog
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Mobile IP: 0 0 (2)

B Mobile Node (MN)

» Mobile PO OOODOODOOOODOO
B Home Agent (HA)

» JO0O00O0ooooooooogo

» MNOOOOODOODOOODOODOoooooo
ggoooooboboooooon

B Foreign Agent (FA)
» Joodoooooboboboon

» MNOODODOODOOOOODODOOoOOoDooo
goo
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MobileIP: 0O OO OO0

gboogobogo
CoAO OO
HADOOODO
gooooon

ooooboog

» HAOODOOOOD

» FADODOOOODOODOOOoOo
» FADODODOOOOODOO

B Ogggo
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ooooooooo (1)

B 000000o0ooooooooouooooooad
B 00000000 (Agent Advertisement, AA)
» JO0O00o0onoooooooooon

B 00000000 (Agent Solicitation, AS)
» D000 O0o0ooooooooooooogo
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000o0ooooo (2)

R Og00g0oo0obooboboobooooban

Foreign Agent (FA) - 1 ooy hkss (RALFFrRR)

T24I)ILkIL—4&- =3.0.0.254
FAO7KLX-=3.0.0.3
' x‘ CoA =3.0.0.5
\\ =
N

Mobile Node (MN)
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HAOOOO

B FADOODODOHADOOOODODOODOO
m UDP (Port434) 0O 0O

4 BREROHER

3: BREK(FA-HA) NAUTAVTERE
[ \A
2:BHRER
DR 5. BIEE (HAFA) |
Lp® HA
FA
6: HERISE DR 1: &8 ZR(MN-FA) | Mobile Node (MN)
NAUT1TERE
1\
7. 8RS (FAMN | ———
Haddr =2.0.0.4
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goooobbbogooooon

R O0g000o0oobobooboood

)

Src=2.0.0.4 (Haddr)
Dst=1.0.0.1

HAB LUFAIK MN |
INTYRDEERIZIE | 7 Haddr =2.0.0.4 ¥

BEIZEASLAEL CoA=3.005 \“—
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OO0000D0O0000D0O00:HAODODO

B J0000HAOO:DOODOODOOODOOODO

B HAO HoAOOOOODODOOODODOoOOoOooooooo
O0000D0D0000000000000 CoADO
gooooooon

B FAODODOOODOODOOODOOOOOODOODn
googgo

g dst: Haddr oooo D'
CN ooooo /oo B

" FA
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IP-in-IPO 0000

B POO0OODOOOOOIPODOOOOODO

h7tILik w4 Src=2.0.0.2
(encapsulation) Dst = 3.0.0.5
IPAY4: Src =1.0.0.1 IPAY4: Src =1.0.0.1
Dst=2.0.04 Dst=2.0.04
TCPAYS TCPAYS
7% F—%

B J00000ooooon
» Minimal Encapsulation
» Generic Routing Encapsulation (GRE)
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FAOOOODOOODOODOO

g0 oo ouooooon

Src=1.0.0.1
Dst=2.0.0.4

Src=1.0.0.1
Dst=2.0.0.4

FA
3.0.0.5 (CoA)

FAIL. BAHCoAELTIEELIZZRLRETD
SNy MERELLZ T NITESIL
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FAODOOOOOODOOOO

R OJg000o0o0obooboboboooan

Hh7 LK

(decapsulation)

IPAYA : Src =1.0.0.1
Dst=2.0.0.4

IPAYA : Src =1.0.0.1
Dst=2.0.0.4

FAIX. A7 ILERLTHLONT-
INTIREMNAERIET B
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gooo

B O0000O0MobilelPOOOOOODO HA FAODOD
Ooobobabogobd

2 CN->MN D'

CN HA

MN->CN ko RIL

. —
MN FA
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FAODOOOOOODOOOOOOd

B O0000000000CoADOOOOOOO (OO

0 DHCP)
e

O00000D000D0 (co-located care-of-address)

00

» 00000000 FACCOOOOOOO
00

» 00000000

» DObOO0bOob0obooobobob
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gooobbooooggobo

B 000 HAOOOODOODO
B JO00MNOOOOODOOODOOOO

2 CN->MN ﬁ'
> |
/ .
MN->CN /

CN FERER(MN-HA) I-Vi‘A
| |~>*»)

(src = CoA)
kAN/ ——— BHRIEE (HA-MN) |
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MobileIPvdO OO0 OO OO0OO

B Mobile IPv40 00O

» 000000 OD0OO0 (source address
spoofing attack) 0 0 0 O
dodoboooooooooooooooobod
NATOOOO
00000 (Fast Handoff)
dooodobooooouooon

v vyYyy
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ODO0O0O0OO0OO0O0O0O000d (source address
spoofing attack)

B ddoooobobooooouoboooboobooooa
gooooooon

» POOOODOOODOOODOODOODOOODO
» Jooooooon

B OO00000000 (ingress filtering)

» Jdoodoooooobobobboboobbbn
gboogobod

» J0000000O000D0000oooooon
gogooooon

B Jdddd0ooooooon
» J000ooooooooboboboobon
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gooooobood

EMNODOODOOOOODOOOOoooOoooooo
HAOODOOOODOODOOoOooOoOooooo

m RFC3024

MN->CN E'

N
CN e MN->CN

....... k—»W Eﬁﬁ

ko)L

otb}fﬁ%ﬂ%linﬁlziié
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goooo

B jddddooooooooooboboboooo
CN

B 0000ogooo
» J0ooooooon

» PinIPOOO0OOOO .
0oooooQ bl
CN->MN
MN->CN\ g

NAVTF42Y DS |’:A"N/
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NATOOOO

B O00tnnelingDO00OOONATOOODOOOOOO
oooboobogn

B UDP (Port434)0 0000 TunnelingO 00 0O
» J00oooooooon

m RFC3519
8 bytes
Type, Next-Header Outer IP Header
4 IP-in-UDP
47 GRE-in-UDP UDP Header
55 Minimal-IP
ta MIP Tunnel Data
Message Header
IP Header IP Header
—_—
IP Payload IP Payload
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VPNO O ODO

B VPNOOOOODOO MobilelPOOOODOOOOO

draft-ietf-mip4-vpn-problem-statement

Foreign Agent 1
'
Mobile Node ﬂ' VPN Gateway ~ Home Agent
- A N —— -
\4\ V)
\ . VPN !
HoA ™ Con '
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Fast Handoff

Mobile IPOODODOOOOODOOOOODOODOO
coobobobobooboon

B HADOOOOODOOOOoooOoOoooboooooo
Ooobooogon

B 0J00goooboobooooooooooooo
OHAOODOOOOODOOO

.

goooooooooooo
000 MobilelPWGOOODOOODOOOO
O00000draft 0000000000
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Fast Handoff (cont’d)

B FastHandoff 00O OOOOOOOCOOO0O
R IPO0O0OOOOCODOOO

» JOO0ooooogo

» e.g. Regional Registration

» JUO0ooooog
B IPOOODOOOO (Micro Mobility)

» D000 0o0o0oooooooooon
» e.g. CellularIP
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Fast Handoff

B draft-ietf-mobileip-lowlatency-handoffs

B 00d0dodooouooooo:

» Pre-Registration Handoff

* Network-Initiated Handoff
- Source Trigger, Target Trigger

* Mobile-Initiated Handoff

» Post-Registration Handoff
* Two Party Handoff
* Three Party Handoff
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Fast Handoff ((1)

B Pre-Registration Handoff
B [ 3 Handoff 0 0 OO0 O L2 Handoff

Old FA o New FA . )
1. Agent Solicitation 5. Registration

BN

2. Agent Advertisement

3. Proxy
Agent
Advertisement
L/

Home

Agent

4. Registration (or GFA)
Request
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goooobobbgd

R O0g00gb00o0obooboboboobooooboobon

B gggooooogooaouooobobooad
gbogobooobbooobboon

B MobilelPOOOOODOOODOOOOOODOODO
Oooboobooboon

B FAO MNOFAO HAOODODODODOO
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gobooobod

m MNO HA(OOO FA)OOCOOOO
m 00000000000000000

IPODODO
HO ,ODDOOOO)=000
ubPO OO 4 I
"""""" / 1
4 /
oooooono - /
' ///
ooooog 7
............ //
oooo | __—-—"
ooo «

R Og000o0o0obobobobooobono
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gooooobood

R OgbO0bO0obobobobooboboooooooon

gogooon
FA

MN > FA |« HA
FA
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goboobooooood

B dgooooobobodooooobooooa
HEN

B 0gogooooaa

.

AAA: Authentication (FRiE)
Authorization (557]) | DE A
Accounting (GR&)
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0000000000 Mobile IP

mISP:000000OMNOOODDOOOOODODOO
ooooooooo?
" 000000000000000000000000
MNO ISPOOODODOOO?
R 0000000000000 000O000000
ISP R—LRryrDT—2
FA FA HA

MN MN
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Mobile IPO 000 0 AAA

® DIAMETER Mobile IP O O

m AAADOODO
» 0000000 (0O00O0ISP) 0000000
(0CoO0Oo0)

» DO0OISPOODOOOOOODOOO

® DIAMETEROOOOOOD
» RADIUSO OO

B 00o00oooon
» Network Access Identifier (NAI) O 0O O
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NAI: Network Access Identifier

B OO0 MobilelPODOODOOOODOOODOO
» JO0Oooooon
» 000 Home AddressCO 0000000
B Network Access Identifier (NAI)
» JOooooooooo
» e.g. foo@bar.com

m RFC 2794

Internet Week 2003: Copyright (C) 2003 TOSHIBA CORPORATION, R&D Center — p.44/119




Summary: MobilelPv4

B O000000000DOIPOODOODOOODOOOO
» Home Address0 0 0000000000000
> 0000 ooooooooooooooao

B Home Agent(HA) OO O0O0OOO0O0O
» 3000

B Macro Mobility
» JOOoooon

» 0000000000 nooboooogogooa
googodg
¢ Fast Handoff
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Mobile IPv6
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IPva IPv6 O OO

R O00J00o0Ooooon
» IPv40 32bit, IPv6 128bit
» Joso0000s6800006000

R Og000o0oobobooboooboan
B J00OgOoooo
B QSOOI 0000000ODOO0OD0OD0O0O000OoOooon
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goooooon

R 0000000000000O0 (Aggregatable
Global Unicast Address)

B J0e64bit000000ODO0OODOOOO

B O0e64bit000O0OOCO0O0OODOCODO
» OO0 MACOOOOOOOOODOODO (EUI-64)

64 bits 64 bits
TLA NLA SLA
FI% D | RES | D D Interface ID (EUI-64)
public topolog -
site
topology

l«—Nerwork Prefix—»
+IPv6 address (128bit)
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gooooood

B O00O00JOo0debit0onoooooonOond
3ffe:0501:100f:1048:0260:97ff:fe47:9bd2
ff02:0000:0000:0000:0000:0000:0000:0001

B JJJgooooooog
3ffe:501:100f:1048:260:97ff:fe47:9bd2
ff02:0:0:0:0:0:0:1

B 00000000000 o=0o0o0o0n0oo

ff02::1
IPv6 100
32bits
Ver | k52494452 28—3X)L
R4O—KRE RAVE | Ry TRRE
F{ETT KL R (128bits)
5858 7 KL X (128bits)
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00000 (Extension Header)

B IPv60000000000O0ODOO0OOOOOOOO
goooooboboboon

B ddddoooooooon
» TCP/UDP/ICMPOOOODODODODODO

B | ~AYF—DRE

0 | Hop-by-Hop option

6 |TCP

17 | UDP

43 | R EEHI#A~v4 (Routing Header)
50 | IPsec ESP

51 |IPsec AH

60 | #mA T3~y (Destination Option) ($R¥% )
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goodooooobn

R O0g000o0oobobooboood

[IPve~vs [TCPAVE | 1—7—4 |
~_ "

RAYF=TCP
[IPv6~y% | @EHIE~S | TCPAYSE | 1—7—%
W

RAVE=HZFRFNE ~ RANVE=TCP
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Routing Header (0O OO0 O0O)

B ddddooooooon

src=S |
src=3S
dst=1 dst=D
RH=D
RH =1
(st=1) -7t (SL=0)
src=3S
dst=D
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IP security (IPsec)

B IPOOOOCDODOOODODOO
B Authentication Header (AH)
» JOooooooad
» IPOOOCDOOO
B Encapsulating Security Payload (ESP)
> JUOUO0o0ooooooon
» IPOOOCODCDOOODO
» ESPO0OD0ODOODODOO0ODODOOO
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Mobile IPv6

B 00d0ooooooo
» draft-ietf-mobileip-ipv6
B Mobility for IPv6 (mip6) WG O O O

» Chairs:
* Basavaraj Patil (Nokia)
* Goral Dommety (Cisco)
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Mobile IPv4 0 Mobile IPv6 I 0 00O

B 0000000000000 O00O0
» |Pv6 Extention Header O O O

B O00000000 CoADODOO
» Ingress Filtering O O
» JO0000D00ODOOO00ODOOO

B Foreign Agent 0 0 O
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Mobile IPv6 O 0 [0 O

B 000 MobileIPv40 0O

CN CN->MN(ODOD0OD0D0D00000) HA

ooooooooo

IPv6-in-1Pv6
Tunnel

oooooooaon
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iPv6 D OO0 OO00OODOOO

B 000 (Destination) 0000000000000
000

B MobilelPv6 OO OOOO100000000DOO
g

» DObOOobOoooooon
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goboobboooooad

B MobileIPv6 O OO DOODOOOCOO CoAD OO

B JJ0doobobobboooooouobooobooooo
ggd

B dggoooobobboooooouobobooboboooo
goooobobobbobobobbooboodaboooon
gboobooboobobooboboobuooboon
googooooooobobobooon
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IPv6 Mobility Header

B Mobile IPv6e O 0 00O OO OO O O Extention Header

B MobileNodeOOOOOODOODOODOODOOOOOO
oooOdo

Binding Refresh Request (BRR)

Home Test Init (HOTI)

Care-of Test Init (HoTI)

Home Test (HoT)

Care-of Test (CoT)

Binding Update (BU)

Binding Acknowledgement (BA)

Binding Error (BE)

+ Mobility Option
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vV VY vy VY VY VY VvYYVvYyYy




CoAD OO

B Stateless Address Autoconfiguration

B J0d0d0d0d000oooboobooouoouo
OO000O0oooooooo(@mooog)

R O000000D000DO0OIDbODODOODOODODOO
HEN

» DHCPOOOOOODOOO

IW—RRE: (RILFFrARE)
CoA =

| FL 499 =2000:/64 |—’ 2000:: 260:97ff:fe47:9bd2
= {
\_— | Interface ID- = 260:97if:fe47:9bd2
Mobile Node (MN)

Router
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HADOOOOOOOOOOO

B Binding Update message 00 O O
R O00000IPv6eO00O0OODOODOODOODOOO

Binding ﬁ! HA
CoA <->HoA \
EIDDEIIZIDEIEID‘— ooo I
SIC=CoA<« ~
dst = HA
- ggooooodan
Home Address Option
HOA <+ - -- src = HA
dst = CoA
ESP Header - °
— Routing Header
Binding Update HoA
ESP Header
MN Binding Ack
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goboobooodgooo

goooooobobobobobboon
godoooobobobobobobobbbooooooon
ggd

» Jdoooooooon

B OOggoooooooooooooooaa

» Jdodoooooobobbboboobbbo
gbooooboooboog

OO00HAQOODOOODOODOOOODODOODO
» MNOOOOODOOODOOoDoooo
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godoobobboogooad

B 00000000 CoA
B gdudoooooooon

B g ooooooooboboboooo
0o

Src = CoA
dst=CN *--1---- HoAO O
0 0

Home Address Option/ - -

-

HoA <~
Data
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00000000000 (000000000000
ooooo)

R O000000000DO0OOHADODOO
B (IPv6-in-IPv6 OO O 0O)

src = CN
dst=CoA -~ -[~-—-~-*> HoAD O
_--»0000oooooo

Routing Header _L -
HoA -~~~

Data
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goooon

R Og00o0ooobooboboobon
» JbOO0bOobO0oboboboobobobobon
» JbOobobooboooboobobog

B |P Security (IPsec) 00O 000
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0on..

B 2001/03/190IESGUI OO0 OO OO OO mobile-ip O
MLO OO O IESG Security Concerns with MIPv6

B "The IESG strongly recommends that the WG find
an alternate approach that is not tied to IPsec/AH"
» SAODODOO overhead O O O
» |IPsecO 00000000

B HA-MNOOOOOOOOOOODODOoOooOo
» JO0O00O0OD0OODOOO:IPsecO0DOOOOOnQ
B MN-CNOOOOOOOODOO

» IPsec000000O0O0DOOOOODOOODOO
u
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Return Routability(RR)

MN-CNO OO

gooon
» HA-CN,MN-CNOODOODOOoooooo

OO0 PKIOODODODDODOOOODOOODOODOO
godoooobobobobobooboboooooood

& 1 g

----- s

----- HoT
cookiel] 200 00 MNO 0 O
CoT

— CNOOOcookieDOOODOOODOOO
Binding Updat ‘
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Return Routability(RR) (1/3)

B CNORROODOOODOO

SIC = HoA ﬁ'
dst = CN ’

HA
HOTI /
Home Init Cookie
src = CoA
dst = HA
SIC = CoA _ ESP _
dst = CN sfc'="HoA
COTI MN dst=CN

Care-of Init Cookie

HOTI
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Return Routability(RR) (2/3)

B CNOOBUOOOOOODOOOOOODOODOO

Src =CN m
dst = HoA i

HA
HoT
Home Init Cookie
HKey Src = HA
dst = CoA
Src =CN
dst = CoA _ESP
CoT UISICECN
Care-of Init Cookie coinidst="HoA:
CKey HDHoT

home keygen token (HKey) = H(Kcn, (home address | nonce | 0))

care-of keygen token (CKey) = H (Kén, (care-of address | nonce | 1))
Ken:CNOOOOOO
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Return Routability(RR) (3/3)

B (KmOOOOODDOOOOODOOODOOOBUDO

CNODOOOO
Src = CoA m
dst = CN -

HA
Home Adress Option
HoA
Binding Update
MAC

Binding Key (Kbm) = H (Hkey | Ckey)
MAC = H (Kbm, (CoA | CN | BU))
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O0000000O MobilelPv6 O OO OO OODO
ooooooo?

B 0000o0oooooo
» All nodes MUST (no requirements)

» All nodes SHOULD be able to participate in
Route Optimization

» All nodes MAY be a mobile node
» All routers MAY be a home agent

B 000 Home Address Option 00 00000000
0o

B BindingCache 00000000000
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Binding Cache 0 00O 00O

B OO0 HAOODOOOOOoOOO
» HAO tunnelO O IPsecO 0000000

Src = CN
dst = HoA
data
Src = HoA ﬁ'
dst = cN F——— / HA
data dst = HA
SIC = HoA Src = HA
dst = oN dst = CoA
data Src =CN
dst = HoA
data
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Mobile IPv6 O O O

B O000overheadOOOOOOOODO

» J0bO0bOobOobOoooboboboboooo
ooooboog

» MobileNode O OO OOOOOOHAODOODO
B 0000 ooooooon

» J000oooooooobobobbobobooboon
O0000000D000000000 44byte O
goooooon
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Mobile IPv6 0 0 O (cont’d)

mIPV4000OFAOODOODOOOOOOOODODOO
HEN

» AAADODODOOODoOg
» JUooooon

B 0000000 MobilelPv6e DO DOOODOOOOOO
0o
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Summary: Mobile IPv6

oooboobobobgobobooood

OO0O00O0 MobilelPvaC 0 O0O0ODO
» FAOODO

» JO0O00oooooooooo
* Binding Cache

IPv6 Extension Header 0 O O O O signaling
» HADOOODO

B J00d0oooooo

» MN-HN: IPsec

» MN-CN: Return Routability(RR)
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LING: Location Independent
Networking for IPv6
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19

LINA (Location Independent Network Archi-
tecture) D 0000

R Og000oo0o0ooboobobooboood
» JObOO0bOobOoboooboobon

B J00O00boooobooo
» JOO0bbOoobboon

B End-to-End0 00O
» Mapping Agent 0 0 O




gobbobboboboogooooobbo

goooooooo

gooooooo
goooooo

g LT
oooo
'
B 0000
» J0dodoooooobobobobobooboboon
B 0QO0Od

» Joooooooboooooboon
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gooooobood

gboboboobooobobobobon

B O000000
0000
00000000 (? 00000
DooOooooooooo:
0ohoo
000200 0000000001000000U000d

goooon
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gobobbbooooooooobn

B 0000 =Mapping

B Mapping Agent(MA) 0 0O O
» MAO OO
e JUOODOOOOOOODOOODOOOOO
e JUOOOOOOOOUOOODODOOUOO
» JOogooon

e JO0ODLODOO0ODLOOODLDOODLD
e JOOOOODODOODOOOOOOO
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LING6: LINAC IPv6 O O O

gbobob:obobobgobd
B Pve00O0O0O
» OO0 64bit: OOCOOOOODODOOO
» OO0 64bit: OOOOOODOOO
B LIN6ODODOO
» 128bitO0O: 00000
» J00O00D00OD 64bit: DODOOOO (LING ID)

64 bit. 64 bit
TCA NLA SCA
AGUA |FR "HRes| N - Interface ID (EUI-64)
[«public topology»> site
‘topology]

——OO00000o0o0ooo—

LINeO O OO oooooooooooog LIN6 ID
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LINGOOOODOO

oo oo
Jore [ONeD 000 0] | |
Uppn  [LIN6OOOOO LIN6O 0 00D IPvé0 000
X |
PO oo ——mapping table 0o LING :
I g YY) GP Doooooj;
mapping ] !
LIN6 ID]-~ g EDDDDDDDDDD‘ LING ID i
@ 000o é i
ooog . T i i
oooo
LIN6O 00 O [LINeD D OO | [IPvéOOOO |
) )

|
v I v
B LINGOODOOO
» JUoodoooooboboboboobbon
B LINOODOODOO
» JUogoooooobooooo
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LINOODOOOOGOO

|:| N1 LINeDOOOD

LIN6ID= ID-1 -

R
ke

? LIN6ID= ID-2

r's
SRC: LING-Prefix+ID-1(64bits) Transport SRC: LING-Prefix+ID-1(64bits)

DST: LIN6—Pre|fix+ID—2(64bits) layer DST: LIN6—Pref1x+ID—2(64bits)
v I
(mapping) substitution
prefix-2 ~<«—— ID-2 LING-Prefix «—— prefix-2
(src addr selection) Network substitution
prefix-1  <—— ID-1 layer LING-Prefix «—— prefix-1

!

SRC: prefix-1(64bits)+ID-1(64bits)
DST: prefix—2(6;1bits)+ID—2(64bits)

SRC: prefix-1(64bits)+ID-1(64bits)
DST: prefix-2(64bits)+ID-2(64bits)
| AN

~, Link '
\,
N layer
LINeO O OO
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Mapping O 00 O

(LIN6Prefix: 64-bit constant)

N2.toshiba.com IN AAAA LIN6Prefix+ID-2
ID-2+LINGPrefix IN MA Mapping Agent's addr (similar to reverse lookup)

2. query & reply
— (hostname to ID and

ID to Mapping Agent)

Name Server | 4. data packet
/3. query & reply Target Node
(ID to Prefix) /

host name = N2.toshiba.com
ID =ID-2

N2's Mapping Agent 1. Registration of Mapping (Mapping Update)

ID-2 -> prefix-2
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goooob:-oboboogoad

B J000000D0OoO0Od
» Mapping Update
» Prefix Refresh Request
B (0000 update
» Mapping O lifetime expire
» ICMP unreach
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Mobile IPv6 D O O OO O

B MAO HAOODOOODOOOOOODOOODOOOO
HEN

» Jogaag
» Jooooooon

B jdddoooooooooooon

» MobilelPv6 O OO DOODOOOOOOODO
Routing Header+Home address option [
48byte 000D ODOOODOO

B O0gogooooao
» Jddoooooooooon
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Summary: LING

gboogobooobooobooon
MAOODOODOOODOO
gogoooobobbooboboobood

oo
» |ETF draft: draft-teraoka-ipng-lin6-02.txt

» Source code is available at http://www.lin6.net/
* Running on
- BSDs (NetBSD, BSDi, OpenBSD,
FreeBSD)
- Linux
- Win2k
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Ooooooooooon:
Performance Enhancing
Proxy
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Performance Enhancing Proxy (PEP)

B O000000O0O0TCPOOOOOOOOOOOO
ooobodobobobod

B JO00O00o0bOo0obboobboobobooon
Ooooooooogooo?

» Transport Layer (TCP)
» Application Layer (Web, Malil...)

B PEPOOOOCOOO
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TCPOOOOOO

R TCPOO0ODODOOODODODOOOODOOO

B TCPOOODDOOOUOODDOOOOOODOO ACKO
goon

B 00dddoooooaon
» J0dodoooooobobobboboobboon
u
B idddgdoooooooooonbon

» TCPOOOOD0ODODOODOOOOODODODOOO
goooooooon

» RTTOOO0OO0OOO0O00OO000DOODOO000DOO
oooo

TC P D D D g&rnle:ll’\’elegzogl C(m[]yriglgoglm QSI—JT_BJA QEPQATION\ R&D Center - p.91/119

Congestion Window (cwnd)

B JO0000000 window
» D000 Window Size D OOOOOODODO

B 0000000000 windowsizeOOQOQOGQOQO
cwndOOOODOoOoooooooooo

» cwnd 00 0000000000000 0000O
oo(@oooo)

B cwndOOO0OO0ackOOOOODOOODO

B gggoooboobbooooguboboobobbooad
ood

» cwnd OO OOOO - congestion avoidance

Internet Week 2003: Copyright (C) 2003 TOSHIBA CORPORATION, R&D Center — p.92/119




TCPOOOODOOO

TCPOOOOODODODDOOODOODOOODOO
gooon

B 0000000000 ackO RTO (Retransmission
TimeOuw) D00 0DO0O0OO0OO0OD0OO0O0O0OOO lostO
goooooon

RTOODOOoOoOooooOo
oooboobobobooboood

000000000000 0dewndO 1MSSOO OO
slowstart 0 O

B 00dddoggo
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Fast Retransmit/Fast Recovery

ooobdoboboboooo:-oobobobgn
ood

0 O ack:
» JO0Oogoogg
» JO00ggdoooogg

30000 ack0000O000O0ODOODODODODO
gooon

cwndOOODOODO
goooooooon
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Randomerror TCPO OO OO OOOUOOOO
00

000000000000 - FastRetransmit OO
googano...

gogoooobobooon
cwndOO0O - 000000000

O0000000000(@OoDoOooo0dn)cwndO
goooooon

oobooboboobooboboboboboooon
oooo
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TCP-Aware Link Layer: snoop

B O000PEPOOOOOODOOOOOD

g TCP state -
b ~ (cached segments)
fioe EE/—F m PEP g =

7=y 7 r—ay 7=y
rSURR—k rSoRR—bk rSoRR—bk
FykT—% k=4 [/ FukT—
2 B EEE mey (P70
oy >y mm >y

/ TCP Connection

EffackDREELET AVIDEE
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snoop

B PEPO LinkDDO TCPOODODOOOOODO

B J0ackO000: 0000000 akO00OO0O0O
bbbl oooooon
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snoop 0 0 [

B J00000000o0poooooogogooooon
» 000000000000 oooooguooono
good
B endto-end D00 000OOOOO
» JO0000D0ackOOODOOOOOOOOoOoOoO
Joogdoonooooogoooooogno
B JO0dogogno
» JO0O0O00O00 PEPOODOOOOOOOO

» JO00O0O PEPOODOOOOODODOO(EOOODO
Oo0oooooo)TcPOODDODDODOO
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snoop 000

Bl ooooooooon
» J0oooooooobobobboboobooboon

» JO0000O0O0ODOOODOO0OOOOOOO(@O
Oo0oog)ooo

» JUooooooooooon

B 0000000000000 disconnectDO0OQO0O
0 0O (disconnect handling)

» J00oooooooobobooboo
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PEPOOODOOO

IPsecO0O0O0000O0O
» snoopd ESPOOODOOOOOOOO

gooooooooooooo

end-to-end 000000000000 PEPOODO
single-point of failure 0 O O
doooooooooga
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Summary: 000000000 TCPO PEP

B O0IlinkO0O TCPOOOOO

» TCPOOOODODODOOOOOODOODOOO
gad

» Jddoodoooooobobobboboon

00
» JUoooaoon
» OO0 PEPOOOOO
B gggo
> e.g. single-point of failure
B PEPO0OOOOSACK(RFC2883) 0 0000000

O00000IlnkOD TCPOOOOOOOOOODO
gooooon
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Robust Header
Compression (ROHC)
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Robust Header Compression (ROHC)

B dgoooooooboboogooboooooa
goobobobobboooooobobbbooooon
goon

» rfc1144, rfc2508 0 0 000000

» SACK[rfc2018] 0 O TCP option O O O 0O O
m |[P/TCP/UDP/RTPOOOODOO
m 3GPP/3GPP20 000

B |[ETF WG:
http://www.ietf.org/html.charters/rohc-charter.htmi

Internet Week 2003: Copyright (C) 2003 TOSHIBA CORPORATION, R&D Center - p.103/119

O0000000: e.g-. RFC1144

B aka VJ Compression or Compressed TCP(CTCP)

B TCP ConnectionO 0O O

» c.f. RFC2508 (CRTP): Compresses
IP/UDP/RTP

» RFC11440 000000
B ddodoooooooooboon

B J00000000OOsequentialD 0000000
goon
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IP/TCPO OO

B O0000000000@O)Doooo

NrokgR
BAT

sequence Number

ACK Number TCP .
window /\\y/;'l

checksum urgent pointer
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00 (context) 0 O O

B O0O0ooog
» connection0 00O (0OOOO)TCPAPODOO
goooooo
B 000000000 Context ID (CID) 0 OO

» JO0O0O00O0OO0ODOoOoOoCIDODOOoOOOoon
godn
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goooo

0| |C|I|P|S|A|W|U

1 Context ID (C)

2

3 TCP Checksum 0000 bitO
oooooooo

4, Urgent Pointer (U) i gooooo

o A window (W) .

g I

i Aack (A) |

i I

i A sequence (S) !

i I

: AIPID (1) :

Data

ooooad
3<=n<=16
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goooooon

B O00g0go0oooooan
» TYPE-IP: TCPOOOOOOOO(@DOODODOO)
» COMPRESSED-TCP: 000000000

» UNCOMPRESSED-TCP: 000000000
ogo

B LinkLayer 00000000 OO00O0ODOCODOOOO
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0000000000000 000 (out-of-sync)
goooo

B VJCompressionD OOTCPOOODOOOOOOOO

» Compressor [
e sequenceJ 0O 0OOOO0O0O
* duplicate ACK

B 000000 0O0OUNCOMPRESSED-TCPOOOO
0000 refreshOd O

m CRTPOOOODOO signaling0 0000
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ROHCO O DODOODOOOOOOoOooooooooo

B Long-Thin Piped OO
» 000 (Long Delay)
» 000 (Low Bandwidth)
» OOOOO0DO0OO (High Error Rate)

B 000000O0000DOO Long-Thin Pipe
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Long-Thin PipeO OO OO OOOO

B 000ddo:oudooouoooad
» out-of-sync 000000

B O000:outof-sync00000000
» JOO0oooooogo

B J00:outof-syncd00000000O0O
» contextD DO OODOODOOOOOOOOOOO

B long-ThinPipeOOODOOOOO
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ROHC (RTP)

RFC3095 (draft-ietf-rohc-rtp-09.ixt)

00000000000
» RTP/UDP/IP

» UDP/IP

» ESP[rfc2406]/IP

gogdooooobooboboooboboooon

O000000000000O0000 (Robust) O
gooon

TCPOODOO
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ROHC (RTP) (cont’d)

B RobustnessOO0:0000000O00CO Encoding
» Window-based LSB Encoding
» Scaled RTP Timestamp Encoding
» Offset IP-ID encoding

B 000000 encoding OO
B CRCUOUOO HeaderreconstructD OO OOOdd
B 00000000000 profile 00O

Internet Week 2003: Copyright (C) 2003 TOSHIBA CORPORATION, R&D Center - p.113/119

LSB encoding

B O00000000O0OLSBkbitOOOOOOOOO

Compressor:

Decompressor:

B Decompressor OO0 O0O0O0DOOOOOODOOO
gooooobon
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Window-Based LSB encoding

B Compressor0 000000000 (Sliding Window)
B 0000000 o00ooooooooo

B L= max(g<v7 Vmin)ag(va Vmax))
» D00 viui,vmex 0000000 O0ODOO
» ¢)O00D00ODDODODODODAKOODODOOOO
B Compressor 0 0 Decompressor 0 00000000

000000 (eg. D00 ackODOOO0OO0OODO)
oooooooooo
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ROHC (RTP) (cont'd)

LnkOOOGOOoOOO 300000
Unidirectional mode (U-mode)

» CoDOOO0OpathOOOCoOOnO
Bidirectional Optimistic mode (O-mode)

» 0000 C- DOOOOOerror recovery OO0
00000 DOO feedback

» feedback channel O sparse 0 0 O

Bidirectional Reliable mode (R-mode)
» 0000 D-COOO (e.g. context update ack)
» RobustnessO0 000
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ROHC (RTP) (cont’d)

B 000000300000000

m e.g. Compressor
» Initialization and Refresh (IR)
» First Order (FO)
» Second Order (SO)

ACK
ACK —ACK__ |ACK
IR State FO State SO State
—
Static-NACK NACK/Update ‘
Static-NACK (in Reliable Mode)
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goooon

®m Signaling Compression
» SIP O O O signaling packet 0 0 0 00O

B Universal Decompressor Virtual Machine (UDVM)
» 000000 virtual machine 0 O

m TCP
» RFC30950 00

» JO0000D0O0ODOOO00ODOOO
* e.g. Context replication

» TCPoptionsO 00O : e.g. SACK

B | ower Layer Guidelines for ROHC

» JO00000000OCelular0 0000000
0d
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Summary: ROHC

B J000000000000000O00O00O overhead

gon
» 00 paylo,ad 00O 0OOOODOODO voice
streaming O
B Long-ThinPipe OO OOOOOOOOOODOOODO
gon

R 000000000000 (Robust)
» e.g. LSB encoding

B J00O00b0bOo0obooon
» JOO0Ooooo
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