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WebHY—E X

WebHY—E X : 28 AT L

SOAP (XMLZOr3JL, RPC)
WSDL:WebHY—E R -/ A8 T1—RAESH
UDDI:WebH—E XD E LR
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SECTODHAT L

DCE RPC (Remote Procedure Call)
OSF 1980F & %
JAas—o%
DCEIRIZICEAL 4. BZILiEh 7=

CORBA IlIOP (Internet Inter-ORB Protocol)
OMG 1990F K (X
DEATOTIR

MS DCOM (Distributed Common Object Model)
Windows D FRIZEAL S

W nEHBDIREZRIIREL TS

TCP Socket EdDAE—7GZZ7OrajL
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WebH—E X BREESHE B AT L
inuﬁ‘iﬁ C/C++
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-4./I~77?~JI~

B

“TCPVYvyk

’ DR AT LDINSFE LT

WebH—E X

-BREEE

=TSy IA—LIEKE
-SEIEKE

A3 —2Yk
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WebHY—E X

OS. 77VRAREFBIIRTFLAL

XMLE3R/ SOAP
HTTP

3 J'L} o
R g g 1)
S T—>ay

HTTP
XMLIZ/ SOAP

{51 : OS UNIX

=z #l: OS Windows
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WebHY—E XD IL—LT—5

WebH—E XD %

UDDI LY XK

Universal Description,
Discovery and Integration
Web Services Sleiot / t
Description Language
HF—ER BARR N\ g
DR WSDL = 2
WebH—E X
B3R >
JOIRZ | 4 P AT C)

SOAP/RPC
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WebHY—E X

W3C WebH—E R;EE)
http://www.w3.0rg/2002/ws/
WebH—EX-7—xF%TIF v
WSDL1.2
WebH—EX-ZJOka)jL

SOAP1.2
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SOAP XMLAvyt—ox#7Ooka)L

SOAP (Simple Object Access Protocol) 1.2
W3C Recommendation 24 June 2003

ZREEHF:W3C
http://www.w3.0rg/TR/2003/PR-soapl2-part1-20030624/

XMLAR—Z D Ayt—I T AL (RPC)
SOAP:WebH—ERXRTHERASINSIAYE—DT—2T74+— V0,
Ayt—U DNE )L —)LEFEDHT-BERN. ToRO—T D4k
SOAP 1.1(W3C Note)h bRecommendation

V1.2 (Fv1.1DEBEREFRE

IRE. ZLDEREHIVIITITHNTLNVS
SOAP 1.2 11#%

SOAP Version 1.2 Part O: Primer

SOAP Version 1.2 Part 1: Messaging Framework

SOAP Version 1.2 Part 2: Adjuncts

SOAP Version 1.2 Specification Assertions and Test Collection
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SOAP D41

DA TOTIONMITIORRTB=HD AvtE—
LR Y
Ayt—TDIAA—T
AT —ERT 4
HOPZZEMITOMT T oL a3 BT LAY
e, XM, EHES

S RR—rTZORa)LEEIEIL
HTTP
SMTP

SOAPALIE(Z&FED ToolMIBEEN TLVS
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SOAP T AO—7

O

SOAPI AO—TJNEE

SOAP
IToRO—7J

L <?xml version="1.0" encoding=" utf-8_"?>
~ <SOAP ENV: Envelope xmIns:ENV =

"http://schemas.xmlsoap.org/soap/envelope/">

<SOAP-Env: Header>

lGE
</ SOAP-Env: Header>

IR —NGEEADIER, EFXa)Tab—0=—

<SOAP-Env: Body>
IIXMLAYE— SAMLZZED ORI <
</SOAP-Env: Body>

~—~——

</SOAP ENV: Envelope>

ANYHT—
IW—T 12T &R
T3y

_ L Y

T4
Ayt—I KK
Wh7E
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SOAP over HTTP(ZE3)

Example 1 SOAP Ayt—I B REFHTTPIZE,

E\l.
N

POST /StockQuote HTTP/1.1

Host: www.stockquoteserver.com
Content-Type: text/xml+soap; charset="utf-8"
Content-Length: nnnn

SOAPAction: "Some-URI"

HTTP

<SOAP-ENV:Envelope

<SOAP-ENV:Body>
<m:GetLastTradePrice xmins:m="Some-URI">

xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"
SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">

SOAP

<symbol>DIS</symbol>

</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

</m:GetlLastTradePrice> ] litr-Ea k=¥ oXc

Aytz—o

Copyright ¢ 2003 Entrust Japan.
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SOAP over HTTP (5 %)

Example 2 SOAPAYtE—UIEEZHTTPIZEE 5

HTTP/1.1 200 OK
Content-Type: text/xml; charset="utf-8" HTTP
Content-Length: nnnn

<SOAP-ENV:Envelope
xmins:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"
SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"/>
<SOAP-ENV:Body> SOAP
<m:GetLastTradePriceResponse xmIns:m="Some-URI"; Ay —
<Price>34.5</Price> .
</m:GetLastTradePriceResponse> mEzEZ5
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

Vv
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SOAPT

SOAP RPC

Ty —

2K

—

XML over
SOAP over
HTTP

WebH—/\

>

L2

HTTP
AnzE

>

SOAPZOtyH—

EXFIvy

sANYRE— IRTAD
XMLAYE—IFREHT
T T)r—aun
XMLAYE—T%IEES

“FI)r—3a DR
MI5SOAPHESTHEAIL T
HTTPI & IZHAA AT

FI)r—Lay

XMLAYE—T 5
Y HIEEITD

FEREXMLAYE—D
ELTSOAPT Oty
~NIRY
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SOAP RPC

RPC YE—rT7OL—Tva—)L
{5 : int GetPrice (string name)
SOAP ZE3R (A YRIEFEUHL)

AR BTERAIC
INGA—RFFERIC

<?xml version="1.0" encoding="utf-8"?>
<soapenv:Envelope xmins:soapenv="http://www.w3.0rg/2001/12/soap-envelope”>
<soapenv:Header>
</soapenv:Header>
<soapenv:Body>
<r:GetPrice «AYYRAIZHIET H2ERA
soapenv:encodingStyle=“http://www.w3.0rg/2001/12/soap-encoding”
xmlns:r="http://example-market.co.jp/2003/10/quotes">
<r:name>MIKAN</r:name> —/A\TA—2 G Moo -BEXRA
</r.GetPrice>

</soapenv:Body>
</soapenv:Envelope>

Copyright ¢ 2003 Entrust Japan.
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SOAP RPC &
EER(E<rperresult>EXZ TiRENS

<?xml version="1.0" encoding="utf-8"?>
<soapenv:Envelope xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Header>
</soapenv:Header> CEEXRAL
<soapenv:Body>
<r.GetPriceResponse soapenv:encodingStyle=
“http://www.w3.0rg/2001/12/soap-encoding”
xmlns:r=http://example-market.co.jp/2003/10/quotes
xmins:rpc=http://www.w3.0rg/2002/12/soap-rpc>
<rpc:result>r:price</rpc:result>
<r:price>100</r:price> <« GEHER
</r.GetPriceResponse>
</soapenv:Body>
</soapenv:Envelope>

Copyright ¢ 2003 Entrust Japan.
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SOAPALEE

SOAPALIH
SOAPTE X BEHT
IS—HLIE:SOAPIA— )Lk

<Fault>
Code ERI—FZFitihd 5
Reason AN FHENHDIS—EHREERT S
Node I5—®AETDURIZFHRT D
Detail SOAPAKRIKICEART A7 T)r—avBADIS—EHRETLLRT S

XMLAYtE—DREL, 7T —auABliEL
R DOSOAPHESHAAIL T, HTTPA YA A H
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SOAPALIET o0l

KIEDToolH F
Apache AXIS 1.0

I TED

http://ws.apache.org/axis/index.html
SOAP 1.1/1.2%t)is

WSDLABJava Code R,

SUN JAX-RPCHE #

SUN JAXP, JAX-RPC

SOAPHSA T [4—

$—EZ
WSDL | «— AR

stab

Tier

JAX RPC <“:

Run Time

SOAP ’ JAX RPC
HTTP :> Run Time

Copyright ¢ 2003 Entrust Japan.
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WSDL (Web¥—E RFEit 558

WSDL (Web Service Description Language)

WSDL 1.1

IBM, Microsofti>hY W3C Note& L T2
WSDL 1.2 W3C RecommendationZ B#§L T
IRTEDraftsk & 1 (2003K ITHEZEAN)

CORBA®MIDL (Interface Description Language)|Z
YT HA 27— REEhEFR
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WSDL (Web Service Description Language)

WebH—E X~DA 27 —X 50k
CORBAMIDLE X
AZECiR T HDM?
WebY—E XD
WebH—E XD Ayt—IT4—I YN AHRITDESR)
WebH—E XA AWSEETOrIIL
WSDLZ Oty Y TAYYRD A AT —REHENERL
SBFEEEAYYREHLODEDHEEFIELL
—SBHEROTEEELHD
WSDL® A&

WebH—ERXDA AT —RENHT A ETRRAENEHEIC
WebHY—ERXRZFIHATEALIIZTHS
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WSDLD#& &

W it o S5 N B

]

WSDL X =

Wi it aﬂﬁ)lﬂﬂ

<wsdl:definitions>

<types>

]

=

<message>

Ayt—TDITF—TIrDEZE
RMIZEET D

WebHY—ERXTCERT ZAVE—D
DIA—IVEEHRMIZEERT S

\NEER\NEER\N

BIET HIRFEVEFEDICLT-iH
RGR—FEEERT D

<portTypep
|_ <operation>

<binding>

1\

ADERAETHILENAYE—DHE A E
TO5NEBO 1B THAIREEHMERL

[CEETD

<Service>

—

<port>

|~
1

portType ER TEERINT=R—F2A
THOE < DMERHTIREIC, BIK
BB ETOraLEN(URT S

-

\I

PotERTEELI-R—FDBEET S
R—beFEH-—EREZEET S

1

J
/

bindingBERTEEL=/N\M>T1VT
(2. BIEIVRRAEDRYRT—2S
FRLRZEIINAVET S
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UDDI (WebH—E XD EFFERER)

UDDI (Universal Description, Discovery and
Integration)

UDDI.org v1.0 (2000)
http://uddi.org/

OASIS UDDI v2.0, v3.0(19 July 2002 )

http://www.oasis-
open.org/committees/tc_home.php?wg_abbrev=uddi-spec

WebH—E RIZHE D IBEHZEE %A B
FMABIRR., Y —EREZRIT5
/\T1)v4ZUDDI
HTENBETES, X1 TAHABE
754 ~_R—kUDDI
HO0—XGEERAN., TEBTER

Copyright ¢ 2003 Entrust Japan.
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— >

UDDIET /L

WebH—E XZEMRA.

5 BH

auh

<BusinessEntity>

R EARE

H—E XD L Fh

<BusinessServices>

H—E AURI

<bindingTemplates>

<tModel>

H—E ARt HRER BA

Copyright ¢ 2003 Entrust Japan.
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UDDI API

UDDI#&R R . & ExAPI
FITAPI
[EERDEFFAOHIBR, A —H —EBEEF1TO=5H DAPI
BLAPI
[BERDREZFAOCEMBRODIEIGSEITO=HDAPI

tﬂF:LUT»fjierAPl
Bitr |:|.|._|:|‘ 7./‘ Eﬂ?éAP'

ERBELUFBIERZREAPI
businessEntityFx = [FtModel#EEND EE LT BIEZRET S
=D API
IR Ta AP
UDDIL Y AR [CIMAGNI-ZEEZBET D= DAPI
EtYRAPI
ZEREICME U H S -keyedReference DIENH M ESH
ZRET H-ODAPI
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WebH—E XD H E A4

WS-I
http.//ws-i.org/
Basic Profile 1.0 specification 2003/08/08

EXMEREERMED=-ODTO77/1ILIRE
WS-Basicl

XML Schema 1.0

SOAP 1.1

WSDL 1.1

UDDI 2.0

HoTIL. TARToolDiZ{
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CADTE

Apache AXISERUV=SOAP/N\A VT 424
YU TIWIZATNTAT S A
Y T IY—N\TOyS A
WebH—E XD ENERER

XML over SOAP over HTTP
JOTRE/LVRARADRL—R

7

BHt

= =l
R

ISR INY
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WebH—E XD txXa)TF4EK

XMLE £
XMLEES

EHY—EX)

XKMS (XML

Copyright ¢ 2003 Entrust Japan.

28



WebH—EXDtEFa) T4
ZAE L H{A W3C&EO0ASIS

W3C (http://mww.w3.org/)
XMLAR—ZXDEF 1) T12EERTE . EXRLH
XML T4 3 ILE % (RFC 3075)

XAdES; REAZEA 7+—< vk

XMLEE &

XKMS (XMLAR—Z D & 18)

SOAP (Simple Object Access Protocol)

OASIS (http://www.oasis-open.org/)
Organization for the Advancement of Structured Information
Standards (XMLAR—ZX D FAZLELFK) : i ALk
SAML (Security Assertion Markup Language)

XACML (XML Access Control Markup Language)
WSS (Web Service Security)
DSS (Digital Signature Services)
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WebH—E XDt F*) T+«
EDRR-TIT)r—a0 QEBA

WebH—EX-txal) T/ D E
A3 —2R YN TOWebH—E X
X2 T A AHZXLDYIE
WMSARE ., RERDETE
tXalT4-TAFI)LDESE - PKIDOF|
XMLT4IRILEH
XMLRES S
XMLAYE—o 24 -JOka)L
WebH—E XX )T1Z2ENIXITEAD

2% WebY—E XD EFx)T7sDEEER (8 K)
@IT Security Forum

http://www.atmarkit.co.jp/fsecurity/rensai/webserv03/webservOla.html
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’\\Zd)’lzj\:1')7_'4'7l/—lA'7_7
» G-

WebH—
—(ERETEAXMLAYE—D

ECRAT7TI)r—3>

T r—av (FE#H T
PKIIZBE9 SR04 %

|:|l..n . _.I-'l‘ #E@{EE
WEELZRLY

Trust Context (Protocol)
SAML, XACML, DSS. WSS

HTTPGE

Trusted XML Messaging
XMLZE % . XMLEES . SOAP

JOTRA

HBELAL DD e ToRO—T
BIDRKAL A~ & e KT PKIIZBE 9 87T
REE, ROl B REE, STAENIE
FEHREITET S X7 T)r—30hn

15 ILSOAPHE

BREEDT I —X

RS, SHAEBDXKMS
H—/\TUNEINS

RO AvE—208
(24— VRSN,
HTTPTERX9 5

Trust Services
XKMS (X-KISS)

> Pk
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Web H—E X XMLtFx ) T8 X

Signature Validation\ =,

Organization Signature\

XKMS 2.0

TIML (XML Time Stamp)\

Digital Signature Services Cananicalization (C14N)

Exclusive Canonicalization
DSS XAdES 1

XML Signature \ ---------

XML Encryption

Secure
Web Services

XML Security

Liberty 1.1

‘‘‘‘‘‘

W3C

OASIS
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3

N

XMLTAFILERL —XMLEFX) T DE A

Z#E{b: W3CEIETFD R {E%

XML-Signature Syntax and Processing
W3C http://lwww.w3.org/Signature/ Recommendation (2002.2)

IETF http://www.ietf.org/html.charters/xmldsig-charter.html
XML Digital Signature: RFC3075

XMLEEX TTAVRIVERZRAT EHE
CMS SignedData (ASN.1) IZERREBLZ DRI Z1ET
XMLXEEDEH
BFHRFEIA—LEGEISER
ZADRANIXMLIEDIERIE(CTAN BB E
XMLEBR DEEME(ER. ZITHEEIZANLNE)FRS

Canonical XMLVersion 1.0 W3C Recommendation (2001.5)
RFC3076

Exclusive XML Canonicalization 1.0 W3C Recommendation (2002.6)
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XMLZE 2 D4

<Signature Id=“MyFirstSignature” <—E&E%
xmlns="http://www.w3.0rg/2000/09/xmldsig#">

<SignedInfo> <1, FAEH
<CanonicalizationMethod <SignedinfoZE 3% M IF R1L1EFER
Algorithm="http://www.w3.0rg/TR/2000/CR-xml-c14n-20001026"/>
<SignatureMethod —ERAE

<Reference URI="http://www.w3.0rg/TR/2000/REC-xhtmI1-20000126/"> —ZE & * &R

<Transforms=> —EBARNEXEDIEHRILA (C14N)
<Transform Algorithm="http://www.w3.0rg/TR/2000/CR-xml-c14n-20001026"/>
</Transforms>

<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<DigestValue>j6lwx3rvEPOOVKtMup4NbeVu8nk=</DigestValue> s\ a1l
</Reference>

</SighedInfo>

Algorithm="http://www.w3.0rg/2000/09/xmldsig#dsa-shal”/> —Z&£& 7/JL3")

R L

<SignatureValue>MCOCFFrVLtRIk=...</SignatureValue> 2. Z4{&

<KeyInfo> 3. ELRAETRR (F723)
<X509Data> abSxgv4yrk </X509Data> <—X.509/\Ef$EsIEAE
</KeylInfo>

<Objects> ....</Objects> —4. ZEREEFR (FTav)

</Signhature>
Copyright ¢ 2003 Entrust Japan.
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XMLZE 25 D 451K

FEEDT7AILDERZ (XMLUAND T 74 ILEOK)
XMLOFEDIL AL, ATV~ DESR

E AR EE 2 EHR<Keylnfo>[ZX.509certX>
Kerberossk—o i EHXRETES

STBRZNEMNMEITBEILAZ O (ABEEIZELLN T 55—
REFIEIXKMSEEIZEE D)

O
3ALTDXMLE S - J
- 1| O N L 1s
Detached Signatures i‘””’*ggg@%’fb*?//l £ 450
Enveloping Signatures Xt
Enveloped Signatures EXRER B

—_ . — )
EREXEITHT D — .
QAR | JEE 2 FRLK

y
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XMLELZND3DNDZAT

XMLEZEAXE XMLELZ X E
EXE HEHR BLNE
ave XML X &

5% 000 ) FREED

T—4
ELER BHER |
<Signhature> <Signhature>
\ monzsm WL e
(x|

/4

DetachedE £ EnvelopedE4
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ERER

<Signature>
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REAZE A DRALDERE—EE DPKERIEDRR

BE DPKIIRIE
SEEAEA RN S EERRIIA TSI !
B EDBRIFERHRIESNAL
K 3NEER (CRL) WA TELELES
ELFRDEETEAFRIFERIEL
ERRIFE A TERISN TGN =D MDA
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PKIRETOTURILELZ DB

REBAE RBRIL, BEDNKRILATIZERSNT=D, K
NRICERSNI=D DDA

‘l_-_

EBAE AN HARIA EBAE A MHARR
< > « >

FH0DH ?dll"i"a"é”] 2D 4A DR T

B+ F%&

>
re+0tr 1 7 NAIR L
EZ =z sl zZ = = e
2 2 38 % % NAER S maops
£ g 5 K K % G A Al T 4E
Mot 5 ;T :
? - BRER
O "X 7
e &g ?
ERERIK
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XAJES REREZERA D I7A—< vk

REIZFAZADIA—T vk SIRE. AHIERD

ZRIE( Y aE)

XAdES-X -

.............................................................................. P
Elect. Signature (XAO ES)  .ceee.e., oooooo
Complete
0ooooo oooo 000 certificate
Signature Signed Digital and
Policy ID Attributes Signature revocation
--------------------------------------------------------------------------------- Data
BEAEL T — RYEAI1—Ivh:
29k (ES) HEAE L Ir—TYMES) RIET SR ETF I
(E584 LAV T&H33 FNEFNDCRL, ARLE

FATURE
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REAGCERD =D D EFES

M+ FLERFIT HERXE(Archive)

EEMENERIE,. BAT7ILI)XLDFERILIZLKSEBLEBEXHS
XAdES-A

BB ARDBERI R INAIIIH - TELELAF R DA N EZIRIET

Z5AR (ES-XIZT—hAT 3 L= R2THFT5)
XAJES-ADQER A%

DT —NAT 34 LREZTOENEARTINATC, BRIAED B EHE
BOE=OFHLWNT—HAT - FA L-REAVTEHFMT S

Archive Archive Time Archive Time
ES-X Time Stump Stump Stump
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XMLEE S

XML Encryption Syntax and Processing
W3C Recommendation (2002.12)
ER=RISSES
EEDT771L(FEXMLAED) DIES1E
FEEDXMLIL AV, AV TURDIEEIE

XMLEE S 7 0ty hBEiE#R<Keyinfo>ZE (T REDERESEL.
<CypherData>IZEE# X 5

xtFRBE CHE 51k
NS THIRERE S

XMLES 7Ot yH hi<CypherData>%JTIZRES
FRTLHIEIIELLVEDET S

—>NHBOANEREFEDLEHRDNETITS
—>XKMSZZEIZIEE D
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XMLEE= Dl

BELIEILAVMEESE (W3CIZEE DR IRERRES)

XMLEE S {EDH (NET—3)

<?xml version="1.0"?>

<employee id="123456">
<name>#i K {8 —</name>
<title>CTO«</title>

<salary>TL AV+D
RNA M <EncryptedData>
ILAVKC
BEENhAbnd

H€*B81D:123456

K£: #AkE—
AALKJL: CTO

#85:| AbCd..XyZ

<salary>

<EncryptedData xmiIns=*http://www.w3.0rg/2001/04/xmlenc#’

Type="NodeList">

<CypherData><CipherValue> AbCd..XyZ </CipherValue>

</CypherData>
</EncryptedData>
</salary>
</employee>

N

=R Ay (W]

Copyright ¢ 2003 Entrust Japan.

WBEITER

H%E %ﬂ:

43



XMLE £ . iS5 Toolkit
£t MDToolkits, SDKA$H S

Baltimore

DataPower

Entrust/Toolkit™ ; for Java™
IAIK XML Signature Library (IXSIL)
IBM XML Security Suite
Infomosaic

Microsoft

NEC XMLDSIG

Phaos

RSA BSAFE Cert-J
Ubisecure

VeriSign

Entrust Security Toolkit for Java (6.1)
B Javad AT S LTXMLE S . XMLIE S Z 4 X
XML Digital Signature L2
3L T DXMLE R Y R—F
XML EncryptionfL3H7R—k
ERREL. B ESNELYR—k
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XKMS

XKMS XMLEEEE

(e

XML Key Management Specification 2.0
W3C Draft Last Call (2002.4)
WebR—XDW|EEH—EX
2DMNHY—E R (BRELE)
HIFEHRY —E R (X-KISS :Key Information Service)
XMLE A, IEEDRIERICEATIMEHLELELE
RIFHROANEMEHE (REBAZS L)
&Y —E X (X-KRSS :Key Registration Service )
BOEHFIONIL GIRAERITEXR)
INYIDIURDPKIED o r—
DSAT b —n\Avt—U U F [XSOAPIZE 5
http://www.w3.0org/TR/xkms/
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XKMSH—E X

X-KISS ($E

I

7247k

PKI
H—EX

RO BN ERREE)
WebH—/\
DSk ekcs > LDAP
LB E EETED
= st -Ij-_t\\x
< [Ny
REROAMM P

Tier 1 AEBAEREL
Tier 2 KIFT VY
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XKMS X-KISS (##[&FshH—E X)

DS5AT UMD XMLE L DEIFRICDOLNT DU

7 XKMS

H— NIRRT (AFRARIBAZE O ENMERELEE)
<ds:KeyInfo>TL AUMZDWTOREHERE

X.5095EFAE D & X FEHT

TALIN)MSEERRE | CRLEES

KINEHDIRELE

HHITAWE - £ - H
Tierr—EXETIL

Tier 0 :PKIZZE TrustH—E RZ AUV TRIEREZSS

Tier 1 :#2FTEHEE#HRY—E X (Locale)
Tier 2 : AxN4HREE Y —E X (Validate)
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XKMS X-KRSS (#2& 8% H—

X-KRSS
A—HYEOARBEEZOTONL
BRTEISATUNERDIGE
BRT7HEY—IN\TERDIGE
PoP#:E
BER T E K
BEEEY—EX
INYFREZHFT—ERX

ICH—KF®D/\ LY FET
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XML
Z4
TE

XMLEF 2T DERTE
(XMLZE & EERAFREL)

XMLZE & &£ X
Z 2 ToolDENE
XMLZE & D FREE
SERAE DRET
WEADEH

==

i

3

= r=—
-3y /7N

1

ISR INY
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WebH—EXDEFxa)T1DIGFFE

SAML(Fxa)T4-7H—3>)

Liberty GEH#£SSO)

XACML (7R1) & —Eg k)

DSS(BRAXER. |il. FM LRAV T H—E X)
WSS (WebH—E XEBDtEX)T4)
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SAML ( Security Assertion Markup Language )

SAML 1.1 OASIS Standard (2003.9)

— % EREREI IR BHDBAE TOeARANGE
PKFII TE D (Role) > (Rule)
W £ b T e
Authority ¢ ¢
%;&%F—;ézt) Authentication Attribute Policy Decision
: i » Authority Authority Point (PDP)
. 4 = 4

—————

SAML P Sattt i v i
%A;]'\‘QL Authentication Attribute Authorization
Assertion Assertion Decision Assertion
|

System Entity

Policy Enforcement
Point (PEP)

TI)r—iavER

DA TRE=IE 2 &H|EHDELT
FORRERER T — B L DS
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SAML Assertion

SAML Authority[CXk5FREE. B 1E. FRR[IRE DELEEA

<Assertion>
AssretionE 4
IN—230FES 1.0
AssertionID :
Issuer :AssertiondDFHEITH
Issuelnstant :AssertionF 1T B
<AuthenticationStatement> : #23F Statement
<AttributeStatement> : &4 Statement
wdnm|® <AuthorizationDecisionStatement> : R R[JRTE Statement

120
AT—hAk
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SAMLZ Ok

JL(ER, w&7akaj)

ER. HE7ORI)L
SOAPIZTARA—TJ

<AuthenticationQuerie>
<AttributeQuerie>

B3R <AuthorizationDecisionQueriex
<Request> /
<xxxQuerie
> EE
ZRE (FR/N(4A)
(JOITRA) | < SAML Authority
<Response>
<Status> OK

<Assertion>
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SAMLY ¥ —2 3> LN FBEIEAE

SAML7 Y —o 3>
EREBIEIZX 9 HEEHA
HRHMWAER®DtEYI 3> THE)

5 (B ~ EERE)

/NBRASESERAE . X 509/F 4 EEBAE
NBRASRSIERAE  SubjectE N FREEZES
X.509/Z 4 EEBAE : SubjectEEHEDES
ZHM
RFHdn
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SAML7 Y —< 3> R1)< ECP/CPS

CP/CPS: PKITODRYIIRE
CP: FEBAZERYY
CPS: FERIEERTE
SAMLTOR)IRFE
SAML AuthenticationMethodE 14 URL
X )T DEE R)IRE
SAML ConditionE*
SAML Authority®D E{F 5% E
SAML AdviceZE
TH—aVBBEADEE
SAML SubjectConfirmationE 3%
PRI R (UINRT—KHPKIAY)
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SAMLO a7+

SAMLIZBED X)) T fTIIRELLZL
INAT)—F Kerberos. PKI

E7toE 7 IRiE
SSL-U-_/\I:IL n.l._ttt J/E/O)H 1t-—6+§3\
TH—1a T o3I ERLEVELLLEL

TORINEBLEDNLERGS

<Request>, <Response>, <Assertion>[ZT 2 ILEH
Ayt—U WY —N\—REEEYSIEE
TY—3 &Tva9 555

TORILERIEXML Enveloped £4
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SAML®MD {# A% (SS0)

SSO(CookiefRsF&EELVRAM U ZFHALND)
SSO Pull Model

J—R TATAR—3y

Weba—y WebH A~ WebH A~

: G >
TRATAH— /az?ﬁ‘fniﬁ

: < |:|L. uIE;‘Eﬂgllﬁ#& =
; . mEER

g

SAMLEBEEER
SAMLEESFR

>

B
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SAMLD{E A% (BRR[H—E X)

7o) r—ia3 - FI—>

: TI)r—ay
‘\ WebH—/\ PDP tXal)7~4
uifemat—rur PEP BAMERT 5 SRF Ly

RIEER
: P

|:|L. uj.E;%Egllﬁ#&

l
l u
u
u u
u u
u u
u u
[ - [
. 3= S .
u N u
u
u u
u u
u u
u u
u

T AR E R

SAMLEBEEER

>

4 SAMLERET {2t

p BIET IR

| (BT LRI
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SAML over SOAP over HTTP(Z k)

SAMLAYt—LEFSOAPTIVARAO—JLHTTP TEni% (ER)

POST /SamlService HTTP/1.1 Host: www.example.com HTTP
Content-Type: text/xml

Content-Length: nnn
SOAPAction: http://www.0asi s-open.org/committees/security

<SOAP-ENV:Envelope SOAP
xmlns.SOAP-ENV =" http://schemas.xml soap.org/soap/envel ope/” >
<SOAP-ENV:Body>

<samlp:Request xmins:samlp:="...” xmins.saml="...” xmlns.ds="..."p
<ds: Signature> ... </ds:Signature> <—XMLTIAILES
<samlp:AuthenticationQuery>
</samlp:AuthenticationQuery>

</samlp:Request>
</SOAP-ENV:Body>

</SOAP-ENV:Envelope>
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SAML over SOAP over HTTP(i: &)

HTTP/1.1 200 OK 331
Content-Type: text/xml
Content-Length: nnnn

HTTP

<SOAP-ENV:Envelope SOAP
xmins: SOAP-ENV =" http://schemas.xml soap.org/soap/envel ope/” >
<SOAP-ENV:Body>
<samlp:Response xmins.samlp="...” xmlins:saml="...” xmins.ds="...
StatusCode="Success’ >
<saml:Assertion>
<saml:AuthenticationStatement>

</saml:AuthenticationStatement> $AML
<ds.Signature> ... </ds.Signature> <«<—7H4—avIcXMLFZHILES
</saml:Assertion>
</Response>
</SOAP-Env:Body>
</SOAP-ENV:Envelope>
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Grid Computing®t+a') T«

Globus project

http://www.globus.org/
HSYyR-aEa1—T124 DAlliance

Argonne National Laboratory, the University of

Southern California's Information Sciences

Institute, the University of Chicago, the University

of Edinburgh, and the Swedish Center for Parallel
Computers,

HYyk-avEa—T420DEx) T4
X)) T ARV EE
SAMLOD LR
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OGSA tz¥a!')T«Load Map

Iljnttrustl.on Secure IdCreger]I_tiaI ard. Access Control AL:;”
etection . entity Translation
Conversations (Sirlujlle Loman )' Enforcement Non-repudiation
Anti-virus
Management
. Service / End-point Mapping Authorization Privacy
Policy Polic Rul i i
Management y e Policy Policy
(authorization,
privacy, - %
federation, etc) c o
%) c
Policy Expression and Exchange - o
S || =
o
o
User o Q
S «Q
Management 5
Q
Bindings Security
Key .
Management (transport, protocol, message security)
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Grid Service :SAMLDOtFx) T+

~

Initiator
(user or another
service)

\

/

@)
Authentication
and request

/ Target Resource/ PEP\
> (Grid Service)
Locd
State
\ g
) ©)
Authorization Authorization
Decision Decision
Request Response
(SAML) (SAML)

>

\ 4

a T

0

Authorization Service/

PDP
\_ (eg. Permis, Akenti) /
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Liberty Alliance Project

Liberty Alliance Version 1.1 Specification (2003.1)

IR EPhase2 M 1E 3 (2003.10)
http://www.projectliberty.org/

Liberty1.1 D#4EE
TILFARUASSOZERIHEIZT B

SAMLZAN—X[ZSSOREREZR1L
AR A4 E (Federated Identity)
F23LE (SSO)
Sda—n\J)Lagrok
AVTORM X)) To
X2 T4 RO D—HDHER

Liberty
SSO SA_ML SAML ]
GO 7Y —3Y Bk, 22T
k _/
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Liberty Alliance Project (Federation)

Identity Provider/H¥Service Provider&EET 5
AVN—DAERNEREEEBELENT A/ HER)

10000 Circle of Trustl
I;::Sili:cprovider O ....................... ﬁ;“ntnﬁ;l,"gmvider
O Q ng .D 0o0O
O 0 .OyY

CarRental.Inc
Service Provider
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Liberty Alli

ance&.NET Passport

E S RRE:

HESSOANNDEXKR

TERI AT LMD EREEA
Liberty Alliance Project 1.1
SAMLA—X DFederated SSO
SAMLEZEE7 H—2a>r DimE
PKIEDEEE
SHOERRANEIFINS (1501 L LD A /3—)

.NET Pass

port 2.0

A0V INREDY—EX

Kerbeross
CR=RIA =

5.0—XMSS0O
LY FX—DInE

BRIZZ<DREBIND D
WS Federation

IBM. Microsoft, RSA= -+

LibertyE 35 &
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XACML

XACML 1.0 OASIS Standard (2003.2)

OASIS eXtensible Access Control Markup Language
7 AHIH DR S —FE ik (SAML PDP®DHER)
M)TJLwhk <Target> Subject+Resource+ Action
BERELE

TR <Request>

<Subject>

<Resource>

<Action> read

>
PEP PDP
<
ISE <Response> T

<Result>

<Decision>Permit

i

PAP RS D&%
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XACMLT—A7 ETI)L

ERERERERERERF
good —> PEP <«
godod
0000008
A
Igation
Obligation oo 00
Service Ooo0gd
[0 0 0 Context ] 00 0 Context
\ 4
PDP PIP
Polic A
L Foficy 0 #0i00goo0

PAP {Subject] [Environmen} [Resource]

Copyright ¢ 2003 Entrust Japan.




XACML7R L S Bt &

4 <PolicySet> - ——— 1
- Policy I
e IR 27 Gombining |
........... /// L Algorithm |
............ 'S el T TTTTT
(Target> [ > <Policy> < <Obligations>
'y H S
e AN - : Rule :
«—— I Combining |
{Subjects> | | <Resources> | | <Actions> L'A_‘I’Z_‘"I‘h_m_ _
<Rule> <Condition>
A
{Target>
/ |
oooooo
ooooon <{Subjects> <Resources> <Actions>
............................ oood
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XACML®DPolicy d

<?xml version="1.0""?>
<Policy>
<Target>
<Subj ect s><AnySubj ect / ></ Subj ect s>
<Resour ces><AnySubj ect / ></ Resour ces>
<Act i ons><AnyAct i on/ ></ Acti ons>

</Target >

<Rule>
<Target>
<Subject> <uid>Suzuki</uid> </subject>
<Resource href="creditcardnumber” />
<Action name="write” />
</Target >
<Conditions>...</Conditions>
</Rule>
</Policy>
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SAML, Liberty, XACMLt ity 3 &

Z<DHRmMMSAMLFf i, FzTx G FRAZLT
AYs

Entrust GetAccess 7.0
Netegrity SiteMinder 5.5

Sun ONE Identity Server 6.0
VeriSign Trust Services Integration Kit (TSIK)

Baltimore SelectAccess Version 5.1
RSA Security CLearTrust
Etc.

TILFARUS—HEERMS
AL L
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DSS (Digital Signature Service)

OASIS DSS TC

RAEREPDEE
(X [XRequirementMFEEFE S (2003.5)
XA JoI

Corporate Signature Envelope
HBRKREDEZ T —/N
RHPEL IA+—<YEXAESDTOT7 ()L
ESRANEDRBICHE

XML Time Stamp Protocol
XMLE & EDHE
TIML (Temporal Integrity Markup Language) I2ZENZ 7k

Signature Validation Service
REMICIEERANEDERERIIT AV —EX
X-KISS D i35k

Ll
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WSS (Web Services Security)

OASIS WSS TC
INEREPDIEXE
IBM, Microsoft, VeriSignMD TR H 50ASISA
FERR
Coreft#k
SOAP Message Security Draft 11 - (3/03/2003)
WebH—E X - Ry —IDSOAPAYS —ERHY
JAaJrAI)lL
SAML Token Profile Draft 6 (2/21.2003)
SOAPAYA —TMOSAML7 H—o 3> D FAE
X509 Token Profile Draft 3
X.5095EBHE D LY
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XMLX%TASN.1

IETF PKIX, SIMIMEZ2ZE[FASN.1IXN—X
ASN.1IEBEGEO—F{EA AT EE
Toa—RULf=T—4RIZ/ 1 F1) > A SE AL |
ASN.1E & 1Z# T+ —< vk XCMS SignedData
LAL.ASN.1DIEEE M DL

XMLTASN.1EF—BXEEKRF TN TES
XMLIZT L EANBIZRFEMEZEED
XMLOEFEEFIEZ L
FASHILBLZDERIZIIXMLELG VBN S

PKIBEIZ4EZX 2 TEXML TR T HHV?
HEEEAE(TASN.1
7)) r— a2 EXML
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Q&A
— e

i N

suzuki@entrust.co.jp
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