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20045 M Topic

o 48 : TCP Vulnerability
BGP MD5ME &

o 5A :&EHEI
MEE11A D R (ZE5EHKEE
rST49H DFD

o 8A :HYAN—TOKE
FOAEMSDDDOSKE
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IL—T+4>% Update

o IPVAFZER DTN ILIEFR <&
PrefixM £ AR MNIER L RELEL (T
Upstream®Policy Z B2 & 5 I D — B RO74: 40
(VERIO)

o IPVGHERR (IHRE M &N
A—y/\OEMER AN B ILD
6bone block MiFE4
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20084 tE(Z (S 4byte DR AV EK 2

o 1IASHT-YDREZBEMH 2004 F(IEMER A~

Copyright © 2004 Tomoya Yoshida 5

es (FIB2

Active BGP entri
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IPVAD 3 IR

2aa8a8

18A8A8 [
160008 —
148888 [
120008 —
100008 —
20008
60008
40086 —

20008

L]
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Active BGP entries (FIB)
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Date
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EEEET]

18008

16008

14a08

12088

16888

Unigue ASes

ELL

coan

ELL:L:)

2006

2004/12/2

98
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Date
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ASDE|Y L TIK;

ARIN AS Blocks

RIPE AS Blocks

APNIC AS Blocks

LACNIC AS Blocks

AfriNIC AS Blocks

1-1876, 1902-2042, 2044-2046, 2048-2106
2138-2584, 2615-2772, 2823-2829, 2880-3153
3354-4607, 4865-5119, 5632-6655, 6912-7466
7723-8191, 10240-12287, 13312-15359, 16384-17407
18432-20479, 21504-23551, 25600-26591,
26624-27647,29695-30719, 31744-33791

1877-1901, 2043, 2047, 2107-2136, 2585-2614
2773-2822, 2830-2879, 3154-3353, 5377-5631
6656-6911, 8192-9215, 12288-13311, 15360-16383
20480-21503, 24576-25599, 28672-29695
30720-31743, 33792-34815

4608-4864, 7467-7722, 9216-10239, 17408-18431
23552-24575

26592-26623, 27648-28671

<none>

2004/12/2
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SEMHRFIREL | AS

2004/12/2

Auerage entries per origin AS

°

@

a2 83 24
Date

http://www.cidr-report.org
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a 5808 18888 158808 2aRae 258806 308806 35880
A5 Humber
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AS%#a (cont.)
Fapaa T T T T T T
"AS distributiong" b4
coaos - 1
seoaa - i
L 4pooa - 1
5
H
£
E
2
@
T zapoe [
2ooaa -
1oage |-
a . . . . . .
a 2eag 4086 £AEA 2080 16886 126806 14868
Number of ASes
2004/12/2 Copyright © 2004 Tomoya Yoshida 12




4

IPVAD I D ZEL

20045118158

/1:0 /2:0 /3:0 /4:0 /5:0 /6:0
/7:0 /8:19 /9:3 /10:7 /11:15 /12:61
/13:138 /14:314 /15:553 /16:8113 /17:2270  /18:3933

/19:9818
/25:252
/31:0

/20:10402 /21:8007  /22:11066 /23:12707 /24:82382
/26:239 /27:130 /28:69 /29:54 /30:120

/32:40

20034118 %X~20044%11 8158 0%k

/1:+-0
/7:+-0
/13:+38
/19:+1102
/25:+70
/31:+-

2004/12/2

/2:+-0 /3:+-0 /4:+-0 /5:+-0 /6:+-0
/8:+-0 /9:-1 /10:+1 /11:+1 /12:+4
/14:+37  /15:+50 /16:+607 /17:+441 /18:+599
/20:+1153 /21:+1351 /22:+1680 /23:+1764 /24:+10841
/26:+6 /27:-26 /28:-1 /29:+33 /30:+70
/32:-1

Copyright © 2004 Tomoya Yoshida 13

IPVAD I D ZEL

- 2003k 20043K -7 - 2003k 20045 i34
/ 0 0 o /17 1829 2270 441
/2 0 0 0| /18 3334 3933 599
/3 0 0 0| /19 8716 9818 1102
/4 0 0 0| /20 9249 10402 1153
/5 0 0 0| /21 6656 8007 1351
/6 0 0 0| /22 9386 11066 1680
/1 0 0 0| /23 10943 12707 1764
/8 19 19 0| /24 71541 82382 | 10841
/9 4 3 -1 | /25 182 252 70
/10 6 7 1| /26 233 239 6
/11 14 15 1| /27 156 130 -26
/12 57 61 4| /28 70 69 =i
/13 100 138 38 | /29 21 54 33
/14 277 314 37 | /30 50 120 70
/15 483 553 70 | /31 0 0 0| | 2003 : 130873
/16 7506 8113 607 | /32 41 40 -1 | | 20043 : 150712

2004/12/2
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IPVAD#ZFRE DL (BIF)

- 20035% 2004 i - 20035% 2004k i
/1 0.0% 0.0% 0.0% | /17 1.4% 1.5% 0.1%
/2 0.0% 0.0% 0.0% | /18 2.5% 2.6% 0.1%
/3 0.0% 0.0% 00% | /19 6.7% 6.5% -0.2%
/4 0.0% 0.0% 0.0% | /20 7.1% 6.9% -0.2%
/5 0.0% 0.0% 0.0% | /21 5.1% 5.3% 0.2%
/6 0.0% 0.0% 00% | /22 7.2% 7.3% 0.2%
/7 0.0% 0.0% 0.0% | /23 8.4% 8.4% 0.1%
/8 0.0% 0.0% 0.0% | /24 54.7% 54.7% 0.0%
/9 0.0% 0.0% 00% | /25 0.1% 0.2% 0.0%
/10 0.0% 0.0% 0.0% | /26 0.2% 0.2% 0.0%
/1 0.0% 0.0% 00% | /27 0.1% 0.1% 0.0%
/12 0.0% 0.0% 0.0% | /28 0.1% 0.0% 0.0%
/13 0.1% 0.1% 0.0% | /29 0.0% 0.0% 0.0%
/14 0.2% 0.2% 0.0% | /30 0.0% 0.1% 0.1%
/15 0.4% 0.4% 0.0% | /31 0.0% 0.0% 0.0% 20033 : 130873
/16 5.7% 5.4% -0.3% | /32 0.0% 0.0% 0.0% 20043 : 150712
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I8 BIZRT=-/24 D

4:4 8:11 12:1430 13:1 15:5 16:2
17:3 20:5 24:746 32:69 33:2 38:85
40:55 44:3 47:2 52:3 55:1 56:3
57:21 60:3 61:625 62:501 63:1855 64:2475
65:2072 66:2473 67:457 68:536 69:775 70:40
72:2 80:531 81:539 82:311 83:203 84:47

128:129  129:165 130:85 131:182 132:25 134:185
135:28 136:187 137:81 138:185 139:36 140:227
141:108  142:126 143:118 144:158 145:42 146:296

147:96 148:329 149:112 150:93 151:62 152:133
153:68 154:2 155:131 156:58 157:69 158:133
159:164  160:60 161:73 162:380 163:80 164:216
165:162 166:115 167:221 168:357 169:123 170:310
171:9 192:5659 193:2936 194:2163 195:1529 196:601

198:3912 199:3297 200:3844 201:23 202:4881 203:5769
204:3557 205:2074 206:2337 207:2624 208:2117 209:3085
210:1518 211:652 212:1140 213:1222 214:225 215:31

216:3699 217:1046 218:176 219:82 220:281 221:65
222:22
58:0 AP /24 = 14,074
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IPv4 Address Space

IETF Reserved 20.08 /8s 7.84%

Multicast 16.00 /8s 6.25%
1ANA Pool 77.00 /8s 30.08%
APNIC 13.00 /8s 5.08%
ARIN 22.00 /8s 8.59%
RIPENCC 16.00 /8s 6.25%
LACNIC 2.00 /8s 0.78%
VARIOUS 49.92 /8s 19.50%
IANA 40.00 /8s 15.62%

http://bgp.potaroo.net/ipv4/
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RIRs Allocation

ARIN Address Blocks

RIPE Address Blocks

APNIC Address Blocks

LACNIC Address Blocks

AfriNIC Address Blocks

24/8, 63/8, 64/6, 68/7, 70/7, 72/8,
198/7, 204/6, 208/7 and 216/8

62/8, 80/5, 88/8, 188/8, 193/8, 194/7,
212/7 and 217/8

58/7, 60/7, 202/7, 210/7, 218/7,
220/7 and 222/8

200/7

196/8

2004/12/2 Copyright © 2004 Tomoya Yoshida 18




i I% 0D 5

O 0000000000 O0OO0OO0OO0OO0OO0O0O0

Analysis Summary

BGP routing table entries examined:
Prefixes after maximum aggregation:
Unique aggregates announced to Internet:
Total ASes present in the Internet Routing Table:
Origin-only ASes present in the Internet Routing Table:
Origin ASes announcing only one prefix:
Transit ASes present in the Internet Routing Table:
Transit-only ASes present in the Internet Routing Table:
Average AS path length visible in the Internet Routing Table:
Max AS path length visible:
Prefixes from unregistered ASNs in the Routing Table:
Special use prefixes present in the Routing Table:
Prefixes being announced from unallocated address space:
Number of addresses announced to Internet:
Equivalent to 80 /8s, 138 /16s and 252 /24s
Percentage of available address space announced:
Percentage of allocated address space announced:
Percentage of available address space allocated:
Total number of prefixes smaller than registry allocations:

150712
88832
71958
18426
16007
7505
2419
75

4.5

21

6

0

15
1351286008

36.5
58.9
61.9
69483

2004/12/2
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EEHEFED NS Ty EIN (FE215~3E)
IXEIFTIHMEBRDIRENHLIE->TETLNS

o ERIXDTotalkZ71v9H 100G

IXERIE, KRR KR = 4:1
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o 1HDFS74vI12% 1k
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MEDRASAFABDFS T 1Y)

28 T T T T T T T
139 zoe3 Dot
HSPIXP-2 Hourly Traffic 2003 Apr
1e 2aBz Dot
17 Copyright by kato@wide.ad.jpl?92 ARC
16 zeel Apr

Traffic (Smin Average in Gbps)
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IX Traffic

oKX
dix-ie
JPNAPE
JPIXE (B EHE)
o Pq
NSPIXP3
JPNAPHE
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IXDRZ 7490 DHEFZ

FST49ODRKIE : B (Gbps)

20014E 5K 20024F 3K 20034 3K 2004 ]I

dix-ie 55 125 16 17

JPIXE 6.5 20 32 37
®

JPNAPE 2 10 36 40

At 14 425 84 94

NSPIXP3 - 05 26 5

JPIXTE - - - -
i

JPNAPES - 0.6 4 12

At - 1.1 6.6 17
i) &t 14 436 90.6 11

7 W

3f& 2f& 1.2t
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dix-ie ( cont.)

2004/12/2

206kps T T T T T

MSPIXF-2 Projected Daily Traffic
Copyright by katofuide.ad. jp

18Gkps

3Gkps

1Ghps

IdaMbps

188Mbps

38Mbps

1akbps 1 1 1 L 1 1 L 1
Jan98  Jan®?  JanB@  JanBl  JanB2 JanB3  JanB4  Jan@s

http://nspixp.wide.ad.jp/2/
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JPIX Tokyo/Nagoya

2003,2/18 ~ 2004/11/16

406

2004/12/2

03/3 0373 0347 0z/9 03/11 04s1 043 045 047 04s9 04711

http://www.jpix.ad.jp/jp/techncal/traffic.html
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JPIX Tokyo/Nagoya ( cont. )

1998715 ~ 2004/11716

05 98/1  98/F 9951 99,7 {010 5 RN o1 R 5 A 1 2/ 027 031 037 041 047

http://www.jpix.ad.jp/jp/techncal/traffic.html
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JPNAP East

HIHILI0 T900 ¢ T00LIYY

bits/secand

Mow  Dec  Jan  Feb  HMar Apr  May  Jun  Jul  Aug  Sep Ot

W incoming max Cavg = 34,287 max = 43.155)
W incoming avg  Cavg 25,930 max = 33, 5500

http://www.jpnap.net/
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NSPIXP3

Traffic (Smin Average in Ghps)

n
T

HSPIRP-3 Total Traffic
Copuright (o} WIDE Project, A1l Right Researved

28201

2802/07 2am3B1 280307 280401 280407

http://nspixp.wide.ad.jp/3/
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NSPIXP3 ( cont. )
W
5
H
3
H
M
&
3
H
H
H
<
=
k)
s
3
g
£
MSPIXP-3 Total Traffic (logscaled
Copyright ¢c> WIDE Projects AlL Right Researved
5.1 L . . . , . .
208304 2883-87 2803-18 280481 208484 280487 280418 2885-8
http://nspixp.wide.ad.jp/3/
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dix-ie + NSPIXP3
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JPNAP E+W

IPNAP TOKYD + 0SAKA : Tong period

EO G

40 3

30 G

bits/second

20 G

36
et o >
Jan Apr Jul Oct Jan apr Jul ©ct Jan apr Jul oct Jan Apr Jul oct

W tokyo + osaka max (avg = 20,250 max = 52, 200)
O tokyo + osaka avg (avg = 14,520 max = 38, 320)

43HILA0 T304 ¢ T00LO3Y
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JPNAP E+W (cont.)

IPNAP TOKYD + OSAKA : 3 liner graph (yearly)

4IHTLI0 T40L ¢ T00LasY

ED G 1.5
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W jpnap osaka max  (min 3,320 avg = 70616 max = 12,100) current = 11,163
M jpnap tokyo max Cmin 23,190 avg 24,35 max = 43.180)  cCurrent 40, 395
W jpnap total max (min = 27,015 avg 4,925 max = 54,0200 current B1.555
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