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$ DNS

DNS IP
= BIND
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= Microsoft Windows

= Windows 2000 Advanced Server
(NLB)

= Linux
= Linux Virtual Server(LVS)

= Ultra Monkey
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(C)2004, Masakazu Tomari 11
SLB 3
(C)2004, Masakazu Tomari 12

(C)Masakazu Tomari




(C)2004, Masakazu Tomari 13
’ o
/
=K =
\
(C)2004, Masakazu Tomari 14

(C)Masakazu Tomari




(C)2004, Masakazu Tomari

15

(C)2004, Masakazu Tomari

16

(C)Masakazu Tomari




SLB

SLB WWW

(C)2004, Masakazu Tomari

17

(C)Masakazu Tomari




L4

“session” o Cookie
Switch e HTTP Header
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§ SLB

= Virtual IP VIP

. IP VIP
Virtual Server IP
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$ SLB

= Real Server

= Virtual Server
Server
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= Real Server IP
= Virtual IP IP
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— Virtual Server Real Server
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Virtual Service: http
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Real 4 RIP: 192.168.1.104

Real 5 RIP: 192.168.1.105

— Group
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= HTTP
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Web
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IP

NAT

Proxy
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$ cookie

. Cookie

Cookie Name = test
Cookie = srv-000, srv-001 , srv-002
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SSL session ID

= SSL ~

. IP SSL Session-1D

= Microsoft (1.E) default SSL
Session-1D

= Internet Explorer Renegotiates Secure Sockets Layer Connection Every Two Minutes
= http://support.microsoft.com/default.aspx?scid=kb;EN-US; 265369
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Real Server Group

XL Port:80 Y RIpP:10.1.1.101
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SLB

Client to Server Process Real Server
Src IP: 10.1.1.5 CIP) Src IP: 10.1.1.5 CIP )
Dst IP: 10.1.1.100(VIP) »| Dst IP: 10.1.1.101(R1P)IME
L8 > ‘ﬂ! —— RIP:10.1.1.101
Client < . /‘f
Client IP 10.1.1.5/24 L4/L7 Switch g
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Server to Client Process
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TCP/IP Connection
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TCP/IP Connection
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= SIP
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= HTTP SIP
SIP
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= GSLB(Global Server Load Balancing )

= BC(

= DNS
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telnet, snmp, syslog
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#1

(WWW, Firewall, Proxy, ...
(http https ftp rtsp etc...)

internet etc...

(OS Version
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= L4

. L4switch
= L4
= Routing

Default Gateway
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= (leastconn, hash, roundrobin, ...)

(URL, cookie, etc..)

= tcp, icmp, contents, script..
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||
= SNMP MIB )
= Syslog
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. (telnet,web)
. SSH  SSL
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Client
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VLAN10
]
NAT
IP
Yy
Server
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Client
n I P —T—
10.10.10.0/24
- LB VLAN10
LB
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:FTP
SMTP VLAN20
Server
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= LB VRRP Intranet
= VRRP
VRID
a STP(
)
LB
STP
= Active/Standby
Active/Active
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n

Cisco CSS

1. Active-Standby(Box-to-Box Redundancy)
. ~ VLAN
= CSS LinkDown -

2. Active-Active(VIP Redundancy)

= LinkDown

( )
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Active/Standby

VIP
192.1.1.100
VLAN2 VLANL
192.1.1.1 s 10.1.1.1 .
7,¢ A —
BACKUP
VLAN3
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<— VRRP Hello
/
o
VLAN3
11.1.1.253 MASTER
A/ A1/
4 -
"[c' vianz AN vian: "[c'
192111 [l 10111
<
VIP
192.1.1.100
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Active/Standby

Master VRRP

VLAN2 VLANL
192.1.1.1 Nytet
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BACKUP
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Active/Active

CSS Active VIP  Preempt VIP .
VLAN2 ;
VLANL ]
192.1.1.1 .
0 | 10111 :
h Iy H
—Z :
ACTIVE /mateway
4 VIP Active Redundant Interfa SEmmmmmmmmmmmwmewey
. 192.1.1.101 10.1.1.253

VIP Active
192.1.1.100

.’ -
4 : :
1/ E
: :
VLANz> _'< VLANL F
192.1.1.2 101.1.2 : Default Gateway =
VIP 192.1.1.100 CSs CSss '
VIP 192.1.1.101 Css Css
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Top CSS Bottom CSS

circuit VLAN1
ip address 10.1.1.1 255.255.255.0
ip virtual-router 1 priority 101 preempt
ip virtual-router 2
ip-redundant-interface 1 10.1.1.253
ip-redundant-interface 2 10.1.1.254
ip critical-service 1 VRRP-KAL
ip critical-service 2 VRRP-KAL

Circuit VLAN2
ip address 192.1.1.1 255.255.255.0
ip virtual-router 3 priority 101 preempt
ip virtual-router 4
ip redundant-vip 3 192.1.1.101
ip redundant-vip 4 192.1.1.100
ip critical-service 3 VRRP-KAL
ip critical-service 4 VRRP-KAL

circuit VLAN1
ip address 10.1.1.2 255.255.255.0
ip virtual-router 1
ip virtual-router 2 priority 101 preempt
ip-redundant-interface 1 10.1.1.253
ip-redundant-interface 2 10.1.1.254
ip critical-service 1 VRRP-KAL
ip critical-service 2 VRRP-KAL

Circuit VLAN2
ip address 192.1.1.2 255.255.255.0
ip virtual-router 3
ip virtual-router 4 priority 101 preempt
ip redundant-vip 3 192.1.1.101
ip redundant-vip 4 192.1.1.100
ip critical-service 3 VRRP-KAL
ip critical-service 4 VRRP-KAL

(C)2004, Masakazu Tomari 64

(C)Masakazu Tomari

32



( IP
cookie, URL, HTTP

DB

#1
, B
)ﬁ

(C)2004, Masakazu Tomari

rl r

65

#2

ﬂHTTP
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www

HTTP
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LB
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DB H

DB
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& HTTP #3
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Internet Mega-Proxy, Firewall

Proxy,Firewall

" IP
IP
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#1

Cisco CSS

configure

GLOBAL

ip redundancy GLOBAL

persistence reset remap
acl enable

snmp trap-source egress-port

username root des-password ngpbdgtdfg6cacfcccngihtblcoawhxe superuser
snmp trap-type enterprise

snmp trap-host 10.0.0.30 netone

snmp trap-type generic

snmp trap-type enterprise service-transition

snmp community netone read-only

logging host 10.0.0.30 facility 7

ip route 0.0.0.0 0.0.0.0 10.0.0.254 1
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! INTERFACE
interface el
bridge vlan 172
IEE G2 L2(Interface)
bridge vlan 10
. Vlan
interface e5
bridge vlan 192
phy 100Mbits-FD
description "Server Seg"
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73

! CIRCUIT
circuit VLAN172
ip address 172.16.0.253 255.255.255.0

redundancy-protocol

circuit VLAN10
redundancy
ip address 10.0.0.253 255.255.255.0

circuit VLAN192
redundancy
ip address 192.168.0.254 255.255.255.0

L3(VIan)
IP

VRRP
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#4

! SERVICE
service S001

ip address 192.168.0.1

protocol tcp

port 80

keepalive type http

keepalive port 80

keepalive uri “/alive.html"

active

! OWNER
owner example.com
content VIPOO1.http_rule
vip address 10.0.0.1
protocol tcp
port 80
url "/
add service S001
active

L3,L4,L7
VIP
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#5

! GROUP

group NAT
vip address 10.0.0.1
add service SO01 NAT
active

! ACL

acl 10

clause 10 permit tcp any destination 10.0.0.1 eq http
clause 1 permit icmp 10.0.0.254 destination 10.0.0.253
apply circuit-(VLAN10)

acl 72
clause 254 permit any any destination any
apply circuit-(VLAN172)

apply circuit-(VLAN192)
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[
] SSL(httpS) Client Server
- ClientHello —_—
Session-id)
[ ]
ServerHello
SSL Certificate*
ServerKeyExchange*
CertificateRequest™
ServerHelloDone
Certificate™
ClientKeyExchange
CertificateVerify*
(ChangeCipherSpec)
. Finished
(ChangeCipherS
pec)
+— Finished
= Session-id ApplicationData €= ApplicationData
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= LB 1
SSL HTTPS SSL)
() v
. SSL —
SSL
SSL HTTP
HTTP LB v
= SSL LB
SSL
( )SsL
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D SSL
S WWW Server
o e 7 192.168.1.1
(\ Internet / ssL
S
o E I WWW Server
) 192.168.1.2
Virtual
Virtual IP | Port Real IP Real Port
192.168.1.80 | 443/TCP ey 192.168.1.1(2)| 443/TCP
80/TCP == 192.168.1.1(2)| 80/TCP
s HTTP HTTPS
s HTTP X HTTPS
X
= LB 80/tcp  443/tcp
( ) -
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= HTTP HTTPS - http://www.hoge.com
—~ 1 —
VIP1
=
. https L =~ D
. LB - https://www1.hoge.com
VIP RIP 1 1
1 n
- https://www2.hoge.com
. VIP2 RIP1
VIP3  RIP2 - https://www1.hoge.com
VIP2
. wr— gy (]
RIP1 RIP2 ~ =~ ]
www1l
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HTTPS

#4 ()

Domain Name VIP

Port RIP

www.hoge.com 192.168.1.80

80(HTTP) 192.168.1.1(www1)
192.168.1. (Www2)

Domain Name VIP

Port RIP

www1.hoge.com |192.168.1.81

443(HTTPS) 192.168.1.1
192.168.1. (backup)

Domain Name VIP

Port RIP

www?2.hoge.com | 192.168.1.82

443(HTTPS) 192.168.1.2
192.168.1.1(backup)

URL
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HTTPS

HTTP  HTTPS
— 2 ~
1
“s1l”  “s2”
URL
sSL LB
URL

LB URL “s1” “s2”

URL cookie
URL

#5( )

- http://www.hoge.com

L2 j-<pe

- https://www.hoge.com/s1

- https://www.hoge.com/s2

- https://www.hoge.com/sl

N 1=

/

wwwl
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= WebCache
Internet G | A-E
. HTTP —
(80/th) LB Ngta\néﬁ;k F_H
WebCache
ey <
" M ) [ R
( URL ) @
_i [
I ! " -7
- = - ’—’
-{I'r', Clients I'r',!f
= -
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Web Cache
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-
'.l ar _'é
B Internet
|
Gache)
1. HTTP
2. LB  Web Cache
(WebCache )
Web Cache
Web Cache

#2

Ly L

Origin
Server

MAC
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& Web Proxy #1

= WebProxy

Internet —
"] HTTP Cache
( 8080/th) LB N(e:ta\néﬁ;k
WebProxy
—4 ache
n N NCathe
Proxy HTTP
WC g
IP LB IP
.';rfr' -;’Z,

T
-!I'r', Clients I'r',l
Ny -
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A-E
F-H
I-Q

R-Z
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& Web Proxy #2

— —
S ~ <
[ -
Internet

| Origin

Server
Network:
Cache

1. HTTP
2. LB Web Cache MAC
Proxy
GET /index.html HTTP/1.1 Proxy HTTP

GET http://www.hoge.com/index.html HTTP/1.1
3. Web Cache
4. Web Cache
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Real servers = B11, B21, B12, B22

Static routes: I/F B11 ----> EW1 Real. servers = Al1l, A21, A12, A22
I/F B21 ----> FW1 Static routes: I/F A1l ----> FW1
IIF B12 ----> FW2 IIF A21 ----> FW1

IIF B22 > FW2 A ﬁ Fw1 C: f I/F A12 ----> FW2

Bri IIF A22 > FW2
rimar -
Y Primary

Al \ B1
Secondary B21 Secondary
A2 S —\LB“>
I/F B22 B2
FwW2
= LB ( )
. -
. LB ping
= LB IP FW -FW NAT
(C)2004, Masakazu Tomari 85
VIR VIR
VIR 192.168.3.10 192.168.1.10 VIR

192.168.10.1 192.168.4.10 192.168.2.10 172.16.1.10

VLAN 1
S 172.16.1.12
VLAN 2
1921683 12 192.168.4.1 192.168.2.1 VLAN 2
VLAN 3 192.168.1.12
192.168.4.12 VLAN 3
192.168.2.12
u NAT LB FW
MAC
Alteon RTS(Return-to-Sender)
MAC
= Proxy WWW Proxy ping
LB
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#1

=RFC 2544 Throughput Test

IXI1A,

SmartBits A

= RFC 2544 Throughput Test

UDP
64,128, 256, 512,1024 1280,1518
v
= TCP/IP
aIMIX
( ) Packet Size Bandwidth
- (Bytes) (Load)
40 6.856%0
IMIX(Internet MIX) 576 56.415%
- 1500 36.729%
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= LB
" HTTP
= RFCxxx LB
HTTP
REQUEST
= TCP/IP
HTTP
SPIRENT RESPONSE
WebAvalanche  Antara.net
FlameThrower
n
Sl - v
| ]
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Switch GbE v

Switch-PC FE Client

—

LB 10.10.10.0/24

Link
VLAN10
HSRP
L3SW#1 (Active) ( L3SW#2 )
PFC&MSFC PFC&MSFC
( ) HSRP VLAN20

5/3

(Fail 10.10.20.0/24
7 arlover

L 2SwW#1] I\I, — Cable)
(2Ol 4= (S 410 1|

L2SW#2
(PFC
Only)

2 2
(Active) (Standby)

—-

10.10.30.0/24

L2SW#4 VLAN30

(PFC Only)

Server

—

www.hoge.com (10.10.1.80) St |
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Client

—

10.10.10.0/24

VLAN10

L3SW#1
(PFC&MSFC)

VLAN20

-

10.10.20.0/24

%
—f

5/1
STP blocking

L2Sw#4
(PFC Only)

10.10.30.0/24
VLAN30

Server

|.__

[ — —
server3 serverd
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#1 HSRP Failover

LB#1  Active

*L3SW#2 HSRP

Active Client

—

10.10.10.0/24

(PFC&MSFC)

L3SW#1

VLAN10
HSRP

L3SW#2
(PFC&MSFC)

HSRP VLAN20

o

10.10.20.0/24
(Failover
Cable)

)
n
(@]
o
S

<

g8 #

serverl0 server7
42 .

10.10.30.0/24
VLAN30

PC #1 T el Server

— ‘=
server8 server9
40 41

wn
5
vl
=2
(=)
g
Lg
Al
N
)
m
O
o
=1
<
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STP L2SW#3 2/2 — i
forwading Client
« Uplinkfast
LB 10.10.10.0/24
VLAN10
HSRP
L3SW#1 (Active) (PégZ‘,(n"gi o
(PFC&MSFC) HSRP | VLAN20
10.10.20.0/24
(Failover
'-lfFS(‘:N#l Cable) L2SwW#2 i
o) et A v (PFC Only)
<
5/
STP " J:STP blocking 10.10.30.0/24
 oows 12 sswia VLAN30
PFC (PFC Only)
Only) 313 3/4
g O Server
[ — —
si_erverl Server2 server3 serverd
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#3 LB Failover

LB#2  Failover
L2SW#1 = #2
Backup 12

| Client

10.10.10.0/24

VLAN10

| VLAN20

10.10.20.0/24

L3SW#2

L3SW#1 >
................ (PFC&MSFC)

(PFC&MSFC)

(Failover
Cable)

)
n
O
o
S

<

10.10.30.0/24
STP blocking ] L2swi4 VLAN30
(PFC Only)
Only)

Server
[ — e —7
serverl server2

(C)2004, Masakazu Tomari 93

#4 HSRP + LB + STP

L .
L3SW#l 1/1Down LDSW#2 _. = Client
VLAN10 Active HSRP Track
VLAN 20 Active
LB#1 L2S#1 LinkDown

10.10.10.0/24

LB#2  Active
G VLAN10
1/2
L3SW#2
L3SW#1 S
(PFC&MSFC) el Ip 0P ™ (PFC&MSFC)
VLAN20

10.10.20.0/24

...... . ASUET (PEC Only) T
2 : o

10.10.30.0/24
VLAN30

L2SW#1 314 (PFC Only)
STP

Server

Y a—
serverl server2
(C)2004, Masakazu Tomari 94

(C)Masakazu Tomari

47



= HDD

(C)2004, Masakazu Tomari

95

(C)Masakazu Tomari

48



