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o Web

= Authentication

o Authorization

¥ Confidentiality

¥ Integrity

M Non-repudiation




L e et e A = Qus

o dstumber
o kismet

= GPS

= SSID

http://www.wifimaps.com

o Netstumbler
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T e ) = War Driving Tool
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NetStumbler
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(1-1)  SSID

| | |
o 80211
SSID o
n
e} Any (]
o Closed System or Network SSID
n SSID
o
= 802.11
o Sniffer
o Kismet
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(1-2)  MAC
n MAC

o AP
o RADIUS
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= MAC
m MAC
NG B211 /b Combetarddi DI EiE|
Ea A T YR |
P o e T
e |

LY
FIVEFRONT

#ifconfig ethl down

# ifconfig ethl hw ether 12:34:56:aa:bb:cc
#ifconfig ethl up
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= WEP (Wired Equivalent Privacy)
(Confidentiality)

O

©)

©)

= What on Earth does this Protect?

(2) WEP

(Integrity)
(Authentication)
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WEP
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[ eV
ICV = CRC32(Data)
Frame Header Data FCS
Frame Header Data ICV FCS
"IV = 24bit
+ +
Key D= 2bit RC4 (IV + Key) D (Data + ICV)
IV +
Frame Header Data ICV FCS
Key ID
€—===== D I i ><€->
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Stream Cipher

)
£

Key =K

AN
7 |

\4

Pi

Property 1: If Ci=P,® K, Then P;® C = K

Property 2: If C,=P,® K, and C,=P,dK,
Then C,®©C,=(P,®K, © (P, ®K)= P, ® P,
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WEP
n 40bit
o Brute Force
o e.g. 104 or 128 bhits)
= ICV CRC32
o IcV CRC
O
|
O
" SN
WEP (cont’d)
|
@)
nlV l.e. 24bit
@)
0 1 200 bytes/packet, 10%
utilized 14
|

uFMS
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\Y
= WEP
- IV (KS)

= (M@ KS)D (M, DKS)=M,; © M,
o M; M,
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Bit Flipping Attack

= CRC XOR
CRC (M XOR )=CRC (M) XOR CRC ( )

(@]

= M

bit set

bit

clear
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FMS

S. Fluhrer, 1. Mantin, A. Shamir, Aug. 2001
Key Recovery

key

RC4 stream
v

Key Byte 5%

n Weak IV: (B+3, 0xff, N)

4,000,000 6,000,000

o

1,000,000
5Mbps, 200 bytes/packet

3125

40bit WEP
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WEP Cracking
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http://airsnort.

L L il i shmoo.com

bsd-airtools (dwepcrack)
http://dachbOden.com/projects/bs
d-airtools.html
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WEP

256

RC4
RC4
N + (256 > ¢)

D 2003 4
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128
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RC4

= WEP RC4

s RC4

= SSL/TLS

L] GTK over EAPOL

256

EE LT
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WEP

o RC4
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WEP

WEP

16

16

B

2004 9
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= 16 16
o ASCII 1
6
= 40 5 - 30
104 13 -~ 718
O
™ 25xn+12
o 40 5 - 245
o 104 13 - 445
o) 40 WEP
21
" D T
WEP
n 4 8 12

28
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WEP LAN
A 2004 9
©
g
802.11
STA AP = WEP
o AP  Challenge
o (128bytes)
Auth-Req Seqg#1l R 5 STA
B Auth-Chal Seq#2 WEP
R AP
Auth-Resp Seg#3  WEP o AP

Auth-Result Seg#4
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. aaaaa

STA e STA

2~ T T

Auth-Req Seqg#l Auth-Req Seqg#1
Auth-Chal Seg#2 Auth-Chal Seg#2
V] ~Auth-Resp Seq#3 |
_______________________________ > | Key Stream
Auth-Result Seq#4 v s e .
< i uth-Resp Seq :
Success! - v
Auth-Result Seg#4
Success!! - "
" S

WEP is completely broken!!

e

AN
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"
3-2 802.1X

= Port-Based Network Access Control

= a.k.a802.1aa
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802.1X
STA AP
l—— ‘
PAE PAE
Supplicant Authenticator

RADIUS

I
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Authentication

Server

o D)

34
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EAP (Extensible Authentication Protocol)

|
O
= Authenticator Back-end Server
= EAP Type

o MD5(4) EAP-TLS (13) EAP-Cisco Wireles(17) EAP-TTLS (21)
PEAP(25) EAP-FAST(43)
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T T T

TLS (Transport Layer Security)

= TLS Version 1.0
o a.k.a SSL version 3.1

o TLS ?7?

36
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802.1X

Supplicant
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|
— ’
-“-"Authenticator i Auth
Server
Start ——p»
d—— EAP-Reg/ldentity ——
EAP-Resp/ldentity —» Identity >

< >
[ Supplicant authenticates Auth Server
ﬁ ( < S 1 A
Auth Server authenticates Supplicant
l{— EAP-Success
< >V -
" S
EAP Windows
Type
MD5 < / =
TLS o o o
TTLS ) / o x
PEAP o / o o
LEAP ) / o x
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" JEE
TTLS PEAP

o TLS

|

= |dentity Protection
o 2

] TLS

n TLS

aaaaa
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TTLS / PEAP

= TLS

o TTLS: EAP

o PEAP :EAP MS-CHAPvVZ or GTC
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PAP, CHAP-MD5
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LEAP Lightweight EAP

o TLS

= TLS

@)

= MS-CHAP

@)
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LEAP

q.

4_

EAP Identity

EAP Request / LEAP
(w/ Peer Challenge)

EAP Response / LEAP

<4—— EAP Success
EAP Request / LEAP

< EAP Response / LEAP
‘ w/ AP Challenge Response
& Session Key via Cisco VSA

—>
(w/ username)

(w/ Peer Response) >

w/ AP Challenge >

|
— RADIUS
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Peer Response

01 2 3 4 5 6 7 8 9 1011 12 13
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Password
0 1 2 3 4 5 6 7 8 9 1011 12 13 14 15 MD4
Password
Hash &
01 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20
Padded
Password ¥0|¥0|[¥0|¥0|¥0
Hash

< EN EN

hd

Sa

hd

=

\

'
Peer Peer Peer

01 2 3 4 5 6 7 8 9 10 11 12 13 14 15

16 17 18 19 20 18 19 20

Peer
Response

43

" JEE
LEAP

= MS-CHAP

O (13 7
o Peer Response [16-23]

DES 16

n brute force 2

n 2 Password Hash

= LEAP cracking tool “asleap”
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Password Hash
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FAST (Flexible Authentication via Secure Tunnel)

= Post LEAP

O

e Cisco
= TLS

o TLS_DH_anon WITH_AES_128 CBC_SHA

= Crypto Binding
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e

2003
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F
WPA (Wi-Fi Protected Access)

= 802.11i

o 802.1X + EAP

o 802.1X
o TKIP

o Message Integrity Check (MIC) “Michael”

" JEET
WPA
|
= 802.1X PMK (Pairwise Master Key

TK (Temporal Key
GK (Group Key

48




LY
FIVEFRONT

J= :
= = Authenticator

Supplicant

Probe Request —————
@g§—— Probe Response + RSN IE

802.11 Open Auth Request ————p»
id—— 802.11 Open Auth Response

Association Request + RSN |IE ———p»
d—— Association Response (success)

49

"
802.1X PMK

_ [
b=
Supplicant H"Authenticator Lo
Start ———Pp
¢—— EAP-Req/ldentity ——
EAP-Resp/ldentity ——p| ———— Identity ————»
< >
Supplicant authenticates Auth Server
ﬁ[ < . . >
PMK Auth Server authenticates Supplicant
l{— EAP-Success
v« ol
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Auth
Server

PMK

50
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Temporal Key

ESupplicant

PMK

]

_

——  EAPOL-Key (ANonce)

e

EAPOL-Key (SNonce, MIC, RSN IE) —p»

L7

€—— EAPOL-Key (ANonce, MIC, RSN |E) ——

1
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4 way handshake

“~—_ Authenticator

D PVK

EAPOL-Key (SNonce, MIC) >
v Install keys

Group

Supp

Key 2 way handshake

licant

d—— EAPOL-Key (GNonce, MIC, IV, {GTK}) —

EAPOL-Key (GNonce, MIC) ——J»

G
i

LYl
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Authenticator

i

Install keys

52
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F
Pairwise Key Hierarchy (for TKIP)

Pairwise Master Key
(PMK)
256 bits

4L

-

aaa
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Pairwise Transient Key (PTK)
512 bits
EAPOL-Key EAPOL-Key | Temporal-Key Data
MIC Key Encryption Key 128 bits MIC key
128 bits 128 bits 128 bits

53
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Group Key Hierarchy (for TKIP)

Group Master Key
(GMK)
128 bits

4L

Group Transient Key (GTK)
256 bits

Temporal-Key
128bits

Data
MIC key
128bits

-

-

FIVEFRONT
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"
TKIP (Temporal Key Integrity Protocol)

m IV 24 -> 48 hits)

= Per-packet-mixing Function
= Michael MIC (Message Integrity Code)

44444
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" S
TKIP Frame Format
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< >
4 4 >=1 8 4
IV /Key ID Extended IV Data MIC ICV
dummy
RC[‘B’](EVRC[‘;'](QV Rcé'](ey Resv'd! | | Tsc2 | Tscs | Tsc4 | Tscs

1 1 1 1 1 1 1 1
I_T Extended IV flag

Bit 6 is set and
Bit 8 is cleared

56
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-
Per-packet-mixing function

TK

=

Ph#1 80 bits
Mixer

| Ivie | 1va2

@ 128 bits
WEP

IV + RC4 key
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" S
PreShared

= RADIUS
o
= 802.1X

o]
o PMK
o 802.1X
non-PSK
= PMK (256bits)

» Pass Phrase
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Key (PSK) Mode

(4 and 2 way handshake, TKIP

AP, STA
256 bits PMK

o PKCS#5 PBKDF2 (Password-Based Key Derivation Function)

58
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»
TKIP WEP
- B 2004 9
()
>
" S
Rekey (key update) in TKIP
= TKIP
m or Group Key
key update
o GTK STA
o STA BSS GTK update
o [ ] Group Key update
o GMK update
|
o GTK update GMK update

= 802.1X rekey

60
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Integrity Protocol

TKIP Temporal Key

WEP
[~
(A 2004 9 )
" J RiE-
TKIP
Temporal
\Y; 48bit
WEP
e
A
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s WPA

o WPA-PSK (Pre-
Shared Key) 128bit

olV  24bit  48bit

o) WPA-PSK IV MAC
ol
Web A 63
" S

What's Michael ?

= Niels Ferguson

= 8octets hash
= MSDU
|
o Destination MAC address

o Source MAC address
o Data

64
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F
Why Michael ?
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- CPU
o MD5 SHA-1
@)
m 20 bits
o) 2729
= Countermeasure
" S
HMAC-MD5 vs Michael
HMAC-MD5 Michael™
4,008 "2 1,280
3 5.1 1.8
<*1> Ferguson C++ C gcc3.22 -02
<*2> RedHat Linux 9.0  /usr/lib/libmd5.a md5.0 MD5 HMAC

<*3> 1,500 10

66
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Is Michael subject to DoS ??

[ |
[ |
o Micheal MIC IV counter
CRC32
= |V replay protection
o IV Per-Packet Mixing

= ICV

n DoS

o Disassociation or Deauthentication
o RF jammer

67

" JEEN FIvErKoNT
WEP
- 40Dbit
= ICV CRC32
-
-
= |V l.e. 24bit
-
= FMS
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IEEE 802.11i

= 802.11i 2004 6

= CCMP (Counter-mode with CBC MAC Protocol)
o AES
o TKIP

n WPA

o PMK caching
o Pre-authentication

69

F——
CCMP

= Counter-mode CBC-MAC Protocol
o AES “Counter mode”
o AES “CBC-MAC”

= RFC 3610

70
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Counter-Mode

Counter O

Counter 1

Counter 2

J J )
ﬁ ﬁ ﬁ
|
pl 1

poico

2
L@

L o

aaaaa

—>PH— —>PH— —
: > AES
CBC-MAC
po pl p2 pn
J J J J
v —>@ ——>®D ——>@ P
- 2 |2 2
cO cl c2

cn (MAC)
72
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CCMP Encapsulation

1Y

[ [ nR—
DR
AES

Pl b

EFTO
— MIODEE Terile BEY

T MPD U~
DEM | [MICHEFFMDU

I
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1 1 6 6 2
flag | Pri Source Address (TA) Packet Number (PN) Dlen
—

——
Nonce

n MAC

o Pakcet Number

??

74
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= S
CCMP Frame Format

A

aaaaa

8 >=1 8 -
RSN Header Data MIC
PNO PN1 Resv’'d Resv’dé ;; PN2 PN3 PN4 PN5
1 1 1 1 1 1 1 1
Extended IV flag
" JE FIVEFRONT
WPA2
= WPA2 802.11i WiFi
Alliance
o WPA2 802.11i
= 2004 9
o 10 Personal &
Enterprise
(@)

76
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"
WPA or WPA2 (802.11i)

= WPA2
WPA2

o AES
e.g.

VS

JJJJJ
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WEP, TKIP and CCMP
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WEP TKIP CCMP

RC4 RC4 AES
(bits) 40/104 /128 104 128

(bits) N/A 64 64

v (bits) 24 48 48
CRC32 Michael CCM
Michael CCM

Anti-Replay-Attack

78
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]
o ICV CRC32
o RC4
)
o MS-CHAP
)
]
o
L] WEP
=  WPA/802.11i
]
o
o
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FIVEFRONT

79

= 802.11

or

LYl
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AES
AP
CBC
CCMP
CFB
CRC32
DoSs
EAP
EAPOL
ECB
ESS
FCS
GK
GMK
Icv

v
LCG
LEAP
MAC
MD5
MIC
OFB
PAE
PBKDF

PEAP

Advanced Encryption Standard
Access Point

Cipher Block Chaining
Counter-mode CBC MAC Protocol
Cipher Feedback

Cyclic Redundancy Check 32bits
Denial of Service

Extensible Authentication Protocol
EAP over LAN

Electronic Code Book

Extended Service Set

Frame Check Sum

Group Key

Group Master Key

Integrity Check Value
Information Element
Initialization Vector

Linear Congruential Generator
Lightweight EAP

Message Authentication Code
Message Digest 5

Message Integrity Code

Output Feedback

Port Authentication Entity
Password-Based Key Derivation
Function

Protected EAP

PKCs

PMK
PPP
PRF
PRNG

PSK
PTK
RADIUS
RC4
RSN
SHA1
SSID
STA
TA
TK
TKIP
TLS
TTAK

TTLS
WEP
WPA
WRAP

XOR

LY
FIVEFRONT

Public Key Cryptographic
Standard

Pairwise Master Key
Point-to-Point Protocol

Pseudo Random Function
Pseudo Random Number
Generator

PreShared Key

Pairwise Transient Key

Remote Access Dial-Up System
Rivest Code (or Cipher) 4
Remote Secure Network
Secure Hash Algorithm 1
Service Set ldentifier

Station (client)

Transmit (MAC) Address
Temporal Key

Temporal Key Integrity Protocol
Transport Layer Security
TKIP-mixed Transmit Address
and Key

Tunneled TLS

Wired Equivalent Privacy

Wi-Fi Protected Access
Wireless Robust Authenticated
Protocol

Exclusive OR 81
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