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DNS

@ http://internetweek.jp/
4
@ http://210.199.223.86/

*
*

@ http://[3ffe:504:100:2ff:1234:5678:fedc:ba98]/
L 2
L 2

GOMMURICATHNS
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NS ()
L 2 ?
4 <->|P
€ DNS 1
L 2 NIS
¢ WorldWide
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DNS
€ WWW Email

L JON]

L 2
¢ /etc/hosts

@ slave
L 2
L 2

GOMMURICATHNS
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L 2
@ the Internet DNS

L 4
* ?
4 DNS BIND

*
¢ DNS /

4 DNS /
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agenda

[We’re Herel!]
€ DNS

€ BIND
@ BIND9
4 BIND8

4 DNS
@ Advanced topics

GOMMURICATHNS
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4 DNSSEC TSIG IDN Dynamic update

4 BIND UNIX
@ Internet Registry
L 4 politics
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COMMUNICATIONS

DNS
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top down

4 Domain Name System
L 2 ?
L 2 <->|P
.

2
@ Layer6 Layer3

L 4 DNS

GUMUNICATHMS
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top down DNS( ) !.Rl

’ [ . £l
*
¢
*
*
* authority
* 1
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GUMUNICATHMS
L 4
4 authority
L 4
*
*
2 C |
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¢ ) IRI

@ authority
L 4
*
authority
¢ co authority >
* WorldWide
L 2
L 2
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¢ ) IRI
L 4
®jp. 1 .(root)  JPRS authority
®adjp. 1 jp. authority
& nicadjp. 1 ad.jp. authority
@ internetweek.jp. 1 ip. authority
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.(root)

96>N ip kr

example

thomas edward henry gordon james percy

GOMMURICATHNS
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15

L 4
4 (RR)
. >Ip (A AAAA)
el > (PTR)
* (MX)
2 (SOA)
@ authority (NS)

@ alias(CNAME)

GUMUNICATHMS
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¢ ) IRI
L 2

example_.co.jp- IN SOA thomas.example.co.jp- root.example.jp-(

2004120201
3600
1200
3600000
900)
IN NS thomas.example.co._jp.
thomas IN A 172.16.7.153
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que ry GOMMUNICATIONS
@ query
L 2
@ recursive query
2
@ non-recursive query
4 authority
4 11
.
.
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GOMMURICATHNS

@ resolver
0 query

4 recursive
query
@®UNIX  /etc/resolv.conf
€ MacOS Windows
2 DHCP IPCP
¢ RFC1035 stub resolver
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¢ ) IRI

4 BIND resolver oS
4 BIND9
L 2 link
L 2 oS

@ CA-2002-19(Buffer Overflows in Multiple DNS Resover Libraries)
resolver

L 2
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¢ )

2 (resolver)  query

@ root RR
non-recursive

®root
L 2

* RR
. RR

*

GOMMURICATHNS

authority
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21

@ root

@ named
(named.root) root

L g root root
L 2

GUMUNICATHMS

(BIND9 )
1
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2 GOMMURICATHNS

2 recursive query
4 WorldWide
@ resolv.conf
€ RFC1035  recursive

@ cache
V.S.
L 2
& WorldWide authority
4 NSRR
@ authority contents
L 2
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C ) M
!
.(root)
example
thomas edward henry gordom james percy
A 172.16.7.156
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resolver: RFC1035

GOMMURICATHNS

resolve

stub >
resolver

(root) authority

jo authority example.co.jp authority
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GO MUNICARHRNY
€ DNS
¢ <->|P
L 2 ->
&< ?
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@ 1P(v4)
€ 210.199.223.86
.
. !
@ 1P(v6)
.

GOMMURICATHNS
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o[ ] ()> (1
¢IP
o[ ] -> [ ]
‘ .
*
2
€ 86.223.199.210.in-addr.arpa.

489ab.( )ff2.0.0.0.1.0.4.0.5.0.e.f.f.3.ip6.arpa.
* ip6.int.

GUMUNICATHMS
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¢ ) IRI

in-addr.arpa.
210
199
223
12.. 68 ...253 254
Copyright© 2004 Koh-ichi Ito, All rights reserved. 29

/24 IRI

€ 172.16.7.0/25: A

€ 172.16.7.128/28: B
€ 172.16.7.144/29: C
€ 172.16.7.152/29: D
& 172.16.7.160/27: E
& 172.16.7.192/26: F

@ ClassC
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/24

*
4

@ 7.16.172.in-addr.arpa.
¢ 172.16.7.0/24

) GOMMURICATHNS

Copyright© 2004 Koh-ichi Ito, All rights reserved.

31

RFC2317

¢ RFC2317
Classless IN-ADDR.ARPA delegation
(Best Current Practice)
€ 0/25.7.16.172.in-addr.arpa.
(A :172.16.7.0/25)
& 128/28.7.16.172.in-addr.arpa.
&B  :172.16.7.128/28)

@ 192/26.7.16.172.in-addr.arpa.
& (F :172.16.7.192/26)

GUMUNICATHMS
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32
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RFC2317( )

€ 7.16.172.in-addr.arpa.
1.7.16.172.in-addr.arpa.
->1.0/25.7.16.172.in-addr.arpa.
2.7.16.172.in-addr.arpa.
->2.0/25.7.16.172.in-addr.arpa.

129.7.16.172.in-addr.arpa.
->129.128/28.7.16.172.in-addr.arpa.

CNAME

GOMMURICATHNS
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/24

in-addr.arpa.

172

16

GUMUNICATHMS
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/24 IRI

in-addr.arpa.
172
16
7
12..126 127 129 130...
/25 8/238
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/24 ¢ > IRI

€ 7.16.172.in-addr.arpa. ?
L 2 ISP
L 4 PTR
4 GUI ISP
PTR
* Cal DNS
Copyright© 2004 Koh-ichi Ito, All rights reserved. 36
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RFC2317( ) M

¢

ISP

@ 157.156/29.7.16.172.in-addr.arpa.
@ 157.156.7.16.172.in-addr.arpa.
@ 157.d-group.7.16.172.in-addr.arpa.

€ ISP
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recursive
COMMUNICATINS
@ localhost.
@ root
@ root
L 4
4
L 2 NXDOMAIN SOA NS
L 4
4 A 192.168.0.1 pc001.site-a.co.jp
4 B 192.168.0.1 printer.site-b.co.jp
4
@ recursive Authority
L 4 AS112
@ http://www.as112.net/
4 BGP IGP
Copyright© 2004 Koh-ichi Ito, All rights reserved. 38
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GOMMURICATHNS

@ Resource Record: RR

®A
4 ->|Pv4
thomas IN A 172.16.7.153
&® AAAA
4 ->|Pv6

thomas IN AAAA 3ffe:504:fedc:ba98::1

Copyright© 2004 Koh-ichi Ito, All rights reserved. 39

¢ ) IRI

¢IP ->
153.7.16.172_in-addr.arpa. IN PTR thomas.example.co.]jp-
L 2 ->
example.co.jp. IN MX |10, gordon.example.co.jp-
IN//MX/,ZO henry.example.co.jp-
@ prefenece
Copyright© 2004 Koh-ichi Ito, All rights reserved. 40
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¢ ) IRI

€ CNAME
®alias->
www.example.co.jp- IN CNAME edward.example.co.jp-
¢ CNAME RR RR

www.example.co.jp- IN CNAME edward.example.co.jp-
IN MX 10 gordon.example.co.jp-

41

Copyright© 2004 Koh-ichi Ito, All rights reserved.

¢ ) IRI

€1 alias
www IN  CNAME gordon.example.co.jp-
IN CNAME james.example.co.jp-

®BIND8  multiple-cnames yes
BIND9
O®NS MX CNAME
alias
®RFC974
®RFC2181 must not be an alias

42
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¢ ) IRI

€CNAME CNAME

L 2
®RFC > >

4BINDS8 8 BIND9 16

@ dnscache(djbdns) 4 « )

*
4 BIND9 16 djbdns
5

Copyright© 2004 Koh-ichi Ito, All rights reserved. 43

¢ ) IRI

*

@ user@example.co.jp

@ IN SOA thomas.example.co.jp- root.example.co.jp- (
2004120201
1h
15m
30d
15m)
CNAME gordon ; MX

Copyright© 2004 Koh-ichi Ito, All rights reserved. 44

22



¢ NS
4 ->authority

example.co.jp. IN NS thomas.example.co.jp.

L 4
* authority
@ authority
@ slave( )

4
4 authority
®slave authority

GOMMURICATHNS
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45

¢ SOA
g ->cache slave

example.co.jp. IN SOA thomas.example.co.jp. root.example.co.jp. (

2004120201
1h

15m

30d

15m)

& cache slave

L 4 type RR

GUMUNICATHMS
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GOMMURICATHNS

2 (RFC1035)
@ label: 63
@ name: 255

name

thomas _example_co.jp

T A =

label

Copyright© 2004 Koh-ichi Ito, All rights reserved. 47

¢ ) IRI

€ RFC1035  label
L 2
* =( )
*

& RFC1123 1
@ 3com.com 0123.co.jp ...
€ RFC2181  8bhit clean

Copyright© 2004 Koh-ichi Ito, All rights reserved. 48
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¢ ) IRI

‘ x_’
®BIND4.9.x slave(secondary)

4BIND8 9.3 (RFC1035)
@ zone{check_names ...;};
@ warn,fail,ignore
4BIND9.0 9.2 (RFC2181)
2 /
@ internetweek.jp
@ InternetWeek.JP

Copyright© 2004 Koh-ichi Ito, All rights reserved. 49

slave BTy

4 DNS
L 2 ?
@ single point of failure
2
4 authority
@ slave(v.s.master)
* secondary (v.s.primary)
®query
@ fallback

Copyright© 2004 Koh-ichi Ito, All rights reserved. 50
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slave(

4 master
4 SOARR
@ serial
*
@ refresh( )
4 retry(
@ expire( )

)

)

GDHHUHMIL

Copyright© 2004 Koh-ichi Ito, All rights reserved.

51

slave(
serial
X master
refresh
serial
->
refresh
serial
retry )
serial
refresh
serial

)

GDHH-UHH'.&I!

serial

serial

serial

serial

expire

I serial
v serial

->expire

Copyright© 2004 Koh-ichi Ito, All rights reserved.
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slave( )

€ NOTIFY
¢ RFC1996
@ master
& slave refresh( )
4
@ best effort

& NOTIFY slave

GOMMURICATHNS

slave

Copyright© 2004 Koh-ichi Ito, All rights reserved.

53

slave( )

*

@ primary secondary

*

* primary
@ master slave

*
4 master
€ secondary

@ primary master

GUMUNICATHMS

secondary

slave
master slave

Copyright© 2004 Koh-ichi Ito, All rights reserved.
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cache

L 4 root
4
4
4
@ recursive RR
L 2 RR TTL
@ authority invalidation
* TTL

GOMMURICATHNS

Copyright© 2004 Koh-ichi Ito, All rights reserved.

55

TTL

& TTL ?
. RR

¢ RR
thomas 1d IN A 172.16.7.153

& $TTL RR TTL

$TTL 1d

GUMUNICATHMS

Copyright© 2004 Koh-ichi Ito, All rights reserved.
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e ) IRI

€ 3TTL
¢ RFC2308
4 BIND 8.2
4 $TTL RR
4 named
@BIND9.0.x 9.1.x
¢ SOA minimum
¢ BINDS.2 TTL
€ BINDS8.2 negative cache

¢ BINDS.2 RR $TTL
minimum
€9.0x 9.1x

Copyright© 2004 Koh-ichi Ito, All rights reserved. 57

negative cache e

®query RR
RR query cache
L 2
4 RR cache

€ RFC2308

Copyright© 2004 Koh-ichi Ito, All rights reserved. 58




negative cache( ) s

L 4
2
€®NXDOMAIN
4 type RR
@®NODATA NXRRSET
€ BINDS.2
& $TTL

€ SOA minimum

Copyright© 2004 Koh-ichi Ito, All rights reserved. 59
negative cache( ) N
€ minimum RR query

negative cache

negative cache
named.conf

L 2R 4

@ max-ncache-ttl

Copyright© 2004 Koh-ichi Ito, All rights reserved. 60
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SoA IRI

MNAME RNAME

example.co.jp. IN SOA|thomas.example.co.jp4|root.example.co.jp.|(
2004120201 serial

1lh refresh
15m retry
30d expire
15m) minimum
Copyright© 2004 Koh-ichi Ito, All rights reserved. 61

SOAC ) IRI

4 MNAME
*
@ primary secondary
¢ RNAME
L 2
*0@
@ hostmaster@example.co.jp.->hostmaster.example.co.jp.
L Z@) (origin)
*0Q . ¥,
@ Sir.Tophamhat@example.co.jp.->Sir¥. Tophamhat.example.co.jp.

Copyright© 2004 Koh-ichi Ito, All rights reserved. 62
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SOAC )

L 4
@ 32bit unsigned int
L 2

@ serial
¢
L +
L 2 1
& slave master

GOMMURICATHNS

Copyright© 2004 Koh-ichi Ito, All rights reserved.

63

SOA( )

@ refresh
@& slave master

@ retry

@ refresh
@ expire

@ retry

€ minimum
# negative cache

GUMUNICATHMS
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SOAC )

¢ RFC1033
@ refresh: 3600(1 )
@ retry: 600(10 )
@ expire: 3600000( 42 )

4 minimum: 86400(24 )
* $TTL

¢ RFC1912
@ expire: 2-4 weeks
@ minimum: 1-5 days

GOMMURICATHNS

Copyright© 2004 Koh-ichi Ito, All rights reserved.
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SOA ( D

@ expire < refresh

& slave refresh master
expire
g slave

refresh

expire
—_—

— e S— e S— e — e

GUMUNICATHMS
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SOA
& scrial
2
*
. 1
L g
* NOTIFY

¢ 2 IRI

Copyright© 2004 Koh-ichi Ito, All rights reserved.
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SOA ( 2 - ) COMMUNICATIONS]
@ serial
@ 32bit
€0 4,294,967,295=(2"32)-1
. n 2,147,483,647(=(2"31)-1) n
&n 2,147,483,647 n
4,294,967,295 0
2004120201
+2147483647
=4151603848
0 2004120201 W 42949672295

Copyright© 2004 Koh-ichi Ito, All rights reserved.
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SOA ( 2: ) Mﬁl

94294967295

Sep 4 14:43:18 thomas named[35341]: general: error: dns_rdata_fromtext: localhost:3: near
'4294967297": out of range

Sep 4 14:43:18 thomas named[35341]: general: error: zone localhost/IN: loading master file
localhost: out of range

42004120201 3004120201
reload -
43004120201 2004120201

®slave
42004120201
®slave

Copyright© 2004 Koh-ichi Ito, All rights reserved. 69

SOA ( 2: ) M

4n=3004120201+(2"31)-1=5151603848>2"32
@ n'=n-232=856636552

3004120201 < n'

n' < 2004120201

3004120201 (2732)-1 n

— |

2004120201

70

Copyright© 2004 Koh-ichi Ito, All rights reserved.
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GOMMURICATHNS

€ SOA $TTL
€ w(week) d(day) h(hour) m(min)

€ ARM  Setting TTLs

@ All of these TTLs default to units of seconds, though units can be
explicitly specified, for example, 1h30m.

?)
Copyright© 2004 Koh-ichi Ito, All rights reserved. 71
G MURICATHR
€1 1RR
®(.)
€ RFC1035 SOA

4BIND8 AAAA

®RR
@ $ORIGIN(RFC1035)
@ $INCLUDE(RFC1035)
@ $TTL(RFC2308)
© $SGENERATE(BIND )

Copyright© 2004 Koh-ichi Ito, All rights reserved. 72
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L 4
L &
@ UNIX
4 DNS Jeeves UNIX

#named.conf

GOMMURICATHNS

TOPS-20

Copyright© 2004 Koh-ichi Ito, All rights reserved.
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®RR

<owner> [<TTL>] [<class>] <type > <RDATA>
@ <owner>

*
® DNS

2 owner
& <TTL>

4 $TTL
@ <class>

2 class
& <type>,<RDATA>

€4 SOA NS A, AAAA MX,PTR,CNAME,...

GUMUNICATHMS

Copyright© 2004 Koh-ichi Ito, All rights reserved.
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¢ /
*
®owner NS,MX,CNAME,PTR RDATA
®A AAAA RDATA
L

GOMMURICATHNS

Copyright© 2004 Koh-ichi Ito, All rights reserved.
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4 ORIGIN
*

4 @
. SOA RNAME @

L g named.conf
ORIGIN

€ $ORIGIN

GUMUNICATHMS

Copyright© 2004 Koh-ichi Ito, All rights reserved.
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¢ RR ‘£’
@ IN SOA ..(.)
IN NS thomas.example.co.jp
IN NS ns.myisp.ad.jp

@ IN SOA ..(.)

GOMMURICATHNS

IN NS thomas.example.co.jp-example.co.jp.

IN NS ns.myisp.ad.jp-example.co.jp.-

Copyright© 2004 Koh-ichi Ito, All rights reserved.
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@ tips
L
L
@ owner RDATA

2
@ etc

GUMUNICATHMS

Copyright© 2004 Koh-ichi Ito, All rights reserved.
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2004120201
1h

15m

30d

15m)

thomas.example.co.jp.- IN A 172.16.7.153

example.co.jp. IN SOA thomas.example.co.jp. root.example.co.jp. (

example.co.jp. IN NS thomas.example.co.jp.

GOMMURICATHNS

Copyright© 2004 Koh-ichi Ito, All rights reserved.
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ORIGIN
v

L SOA(
2004120201
1h
15m
30d
15m)
s

N
] A 2.16.7.153

"

GUMUNICATHMS

Copyright© 2004 Koh-ichi Ito, All rights reserved.
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GOMMURICATHNS

2

*

2.5
Copyright© 2004 Koh-ichi Ito, All rights reserved. 81
( ) GOMMUNICATIONS

$ORIGIN example.co.jp-
branch IN NS toby.branch.example.co.jp-
toby.branch IN A 192.168.0.1

glue
$ORIGIN branch.example.co.jp-
@ IN NS toby
toby IN A 192.168.0.1
henrietta IN A 192.168.0.2
Copyright© 2004 Koh-ichi Ito, All rights reserved. 82
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( ) COMMURICATIONS
L 4
$ORIGIN example.co.jp.-
toby.branch IN A 192.168.0.1

henrietta.branch IN A 192.168.0.2

Copyright© 2004 Koh-ichi Ito, All rights reserved.
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COMMUNICATIONS

BIND

named

Copyright© 2004 Koh-ichi Ito, All rights reserved.
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BIND9 M

& ftp://ftp.isc.org/isc/bind9/  get
. 9.3.0

2 configure
4
@ ANSIC
@ basic POSIX support
@ 64bit integer type
UNIX require

€ COMPAQ Tru64 UNIX 5.1B FreeBSD 4.10,5.2.1 HP-UX 11.11
NetBSD 1.5 Slackware Linux 8.1 Solaris 8, 9, 9(x86) Windows
NT/2000/XP/2003 build

®IsC
L 4 README Building

Copyright© 2004 Koh-ichi Ito, All rights reserved.
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BIND9 C ) M

@ --prefix ?
4 Jusr/local
@ --prefix=/usr {usr/sbin /usr/bin
*
@ /etc/rc*
. (G
4 make installworld(FreeBSD ) oS
@ --prefix=/usr/local/bind-9.3.0 9.3.1(?)
9.3.0
*
@ /etc/rc*
* symbolic link -9.3.0

Copyright© 2004 Koh-ichi Ito, All rights reserved.
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BINDY C )

@ --sysconfdir ?

®named.conf rndc.conf

@ resolv.conf (fetc )
* BIND9

4 ?
4 DNS & BIND Jetc
2 Jetc

€0S ?
@ FreeBSD  /etc/namedb

@ --prefix $PREFIX/etc

@ --prefix Jusr/local/etc

letc

GOMMURICATHNS

Copyright© 2004 Koh-ichi Ito, All rights reserved.
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BIND8

@ ftp://ftp.isc.org/isc/bind/src  get
2 8.4.5

@ configure
@ src/port/OS/Makefile.set
@ src

make depend
make all

2 src/INSTALL

GUMUNICATHMS

Copyright© 2004 Koh-ichi Ito, All rights reserved.
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9.3.0 845

BIND

GOMMURICATHNS

ARM

Copyright© 2004 Koh-ichi Ito, All rights reserved.
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BIND

& named.conf

4
@ master/slave
* (master)/dump
*
4 /
@ (nndc
named

GUMUNICATHMS

(slave)

Copyright© 2004 Koh-ichi Ito, All rights reserved.
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B I ND ( ) COMMURICATIONS
4 configure --sysconfdir
®BIND8  src/port/OS/Makefile.set
4 named -c filename
4
# ( )
// ( )
/*
*/
Copyright© 2004 Koh-ichi Ito, All rights reserved. 91
B I ND ( ) GOMMUNICATIONS
€ master
L 2
L 2 named.conf
Copyright© 2004 Koh-ichi Ito, All rights reserved. 92
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BIND ( ) M

€ named.root
@ root
¢ BIND9 lib/dns/rootns.c

4 BINDS
4 ftp get

@ ftp://rs.internic.net/domain/named.root
@ ftp://ftp.nic.ad.jp/internic/rs/domain/named.root

*
*

root.cache

(named.conf )

Copyright© 2004 Koh-ichi Ito, All rights reserved. 93

BIND9 M

@ rndc.conf
@ rndc
4
4 named named.conf
@ rndc.key
& dc  named
4 named.conf rndc.conf rndc named

4 BIND8 rndc ndc

€ UNIX
permission

€ BIND8  INET

@ named.conf controls{...}

Copyright© 2004 Koh-ichi Ito, All rights reserved. 94
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BIND

@ resolv.conf

@ named
* recursive query
4 RFC1035 stub resolver
*
2 ( ) DNS

€ Windows MacOS

GOMMURICATHNS

Copyright© 2004 Koh-ichi Ito, All rights reserved.
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L R 4

* primary master
@ example.co.jp
@ 152/29.7.16.172.in-addr.arpa
€ 89.a.b.cd.ef4.05.0.eff3.ip6.arpa

* ns.myisp.ad.jp secondary
¢ World Wide
4 recursive
* primary master
@ localhost
@ 127.in-addr.arpa
4 1.0.0.0.( ).0.0.0.0.ip6.arpa(::1
*
*

GUMUNICATHMS

Copyright© 2004 Koh-ichi Ito, All rights reserved.

96

48



¢ ) IRI
L 2

L
L
@ Advanced topics
Copyright© 2004 Koh-ichi Ito, All rights reserved. 97
named.conf AANE
options {
‘directory "/usr/local/etc/namedb™;
listen-on-v6 { \\
any,
3 named
¥ chdir()
%
A
named V6
Copyright© 2004 Koh-ichi Ito, All rights reserved. 98
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named. conf( )

GOMMURICATHNS

controls {

¥

unix "/var/run/ndc" perm 0600 owner O group O;

BIND9 rndc.key

BINDS

Copyright© 2004 Koh-ichi Ito, All rights reserved.
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named. conf( )

include "conf/martian.conf";

(/usr/local/etc/namedb/)conf/martian.conf

GUMUNICATHMS

Copyright© 2004 Koh-ichi Ito, All rights reserved.
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named. conf( )

zone "." IN {
type hint;

file "named.root";

BIND9

GOMMURICATHNS

Copyright© 2004 Koh-ichi Ito, All rights reserved.
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named. conf( )

" wigNg
zone "localhost™ (IN{

type master;
file "master/localho
}:
zone "127.in—addr.arpaf“§
type master;

file "master/127.in-addr.arpa";

GUMUNICATHMS

Copyright© 2004 Koh-ichi Ito, All rights reserved.
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named. conf( ) A

zone "1.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0
.0.0.0.0.0.0.0.0.ip6.arpa" {

type master; £
file master/1000.0000.0000.0000.0000.0000
-0000.0000.1p6.-arpa’;

¥
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named . conf( ) AR

zone "example.co.jp" {
type master;

file "master/example.co.jp';

zone '"'152/29.7.16.172.in-addr.arpa”™ {
type master;
file "master/152 _29.7.16.172.in-addr.arpa’;
}:
zone "8.9.a.b.c.d.e.f.4.0.5.0.e.T.f.3. ip6.arpa™ {
type master;
file "master/89ab.cdef.4050.eff3._ip6.arpa’;
}:
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conf/martian.conf

& named.conf
include
€ named.conf

zone "10.in-addr.arpa” {
type master;
file "master/empty";
}:
zone '"'254.169.1n-addr.arpa” {
type master;

file "master/empty";
}:

GOMMURICATHNS
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conf/martian.conf( )
zone "16.172.1n-addr.arpa"” {
type master;

file "master/empty"’;

: 172.16/12

zone "31.172.i1n-addr.arpa"” {
type master;

file "master/empty"’;
}:

GUMUNICATHMS

octet-boundry
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conf/martian.conf( ) Bt

zone "168.192.In-addr.arpa’ {
type master;

file "master/empty";

Copyright© 2004 Koh-ichi Ito, All rights reserved.
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master/empty SR

@ IN SOA thomas.example.co.jp. root.example.co.jp- (

2004120201

1h

15m mC ) hC ) dC ) wC )
4w

15m )

NS thomas.example.co.jp-
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master/localhost

$TTL 1d

2004120201

1h

15m

4w

15m )
NS thomas.example.co. jp.
A 127.0.0.1
AAAA  ::1

@ IN SOA thomas.example.co.jp.- root.example.co.jp- (

GOMMURICATHNS
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master/127. in-addr.arpa

$TTL 1d
@ IN SOA thomas.example.co. jp.-
root.example.co.jp- (
2004120201 1
1h
15m
4w
15m )
NS thomas.example.co._jp.
1.0.0 PTR localhost.

GUMUNICATHMS
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master/1000.0000.0000.0000
-0000.0000.0000.0000. ip6-arpa

GOMMURICATHNS

$TTL 1d
@ IN SOA thomas.example.co.jp- root.example.co.-jp- (
2004120201
1h
15m
4w
15m )
NS thomas.example.co.jp.-
PTR localhost.
Copyright® 2004 Koh-ichi Ito, All rights reserved. 111
master/example.co.jp B vt
$TTL 1d
@ IN SOA thomas.example.co.jp-
root.example.co.jp. (
2004120201 1
1h
15m
4w
15m ) ‘
NS thomas.examplé.co.jp.
secondary ~—>NS ns.myisp.ad. jp-
MX 10 gordon.example.co.jp-
MX 20 henry.example.co.jp.-
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master/example.co.jp( ) B

localhost CNAME localhost.
thomas A 172.16.7.153
AAAA 3ffe:504:fedc:ba98::1
edward A 172.16.7.154
henry A 172.16.7.155
gordon A 172.16.7.156
AAAA (< BIND9
3ffe:504:fedc:ba98:1234:5678:9abc:def0)//
James A 172.16.7.157
percy A 172.16.7.158
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master/152 29.7.16.172.1in-

addr.arpa

$TTL 1d

GUMUNICATHMS

@ IN SOA
root.example.co.jp- (

thomas.example.co.jp.-

NS
NS

2004120201 1
1h

15m

4w

15m )
thomas.example.co.jp.-

ns.myisp.ad.jp.
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master/152 29.7.16.172.1in-

addr.arpa
153 PTR thomas.example.co.jp.-
154 PTR edward.example.co.jp.-
155 PTR henry.example.co.jp-
156 PTR gordon.example.co._jp-
157 PTR James._example.co.jp-
158 PTR percy.example.co.jp.

GOMMURICATHNS
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master/89ab.cdef.4050.eff3.ip6.

arpa
$TTL 1d
@ IN SOA thomas.example.co.jp. root.example.co.jp- (

2004120201

1h

15m

4w

15m )

NS thomas.example.co.jp.- 1

NS ns.myisp.ad.jp- ‘//////
1.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0 PTR

thomas.example.co.jp.
0.f.e.d.c.b.a.9.8.7.6.5.4.3.2.1 PTR

GUMUNICATHMS
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rndc.key(BIND9 ) m

@ $PREFIX/shin/rndc-confgen -a
@ /etc/rndc.key
4 named

@ /etc/rndc.key
@ controls{} localhost
@ controls{} keys allow

@ rndc
@ /etc/rndc.conf Jetc/rndc.key localhost

*

@®named.conf controls{}
@ /etc/rndc.conf
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rndc.key(BIND9 : ) m

€ FAQ:rndc-confgen

4 FreeBSD NetBSD
@ /dev/random
*
@ /dev/urandam ( )
@ -r keyboard( ? )
4 rndcontrol (FreeBSD/i386 )

@ /etc/rc.conf rand_irgs
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rndc-confgen(BIND9 ) !.Rl

thomas# rndc-confgen —a -r keyboard

start typing: \\\\\\

stop typing.
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rndc.key(BIND9 : ) !,Rl

@ rndc.key root rndc
4 permission
®-2
2 wheel su rndc

€ BIND8 named.conf controls{...}
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named-checkconf

GOMMURICATHNS

& named.conf
@ lint  apachectl configtest
¢ BINDS BINDS named.conf

thomas# named-checkconf ./named.conf
-/named.conf:49: missing ";" before "file"
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named-checkzone

GUMUNICATHMS

@ zone
@ Expire Refresh
4
¢ BINDS8 BINDS8

4

thomas# named-checkzone example.co.jp.
example.co.jp

dns_rdata_fromtext: example.co.jp:21: near
"localhost.": bad dotted quad

zone example.co.jp/IN: loading master fTile
example.co.jp: bad dotted quad
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named-checkzone( ) Y
4 BIND9.3.0 named-checkzone

thomas# named-checkzone -k check-names
example.co.jp example.co.jp

example.co.jp:20: percy.example.co.jp: bad owner
name (check-names)

zone example.co.jp/IN: loaded serial 2004120201
OK

€ man (RT#1727)
-k mode

Perform "check-name"™ checks with the
specified failure mode. Possible modes are "fail",
"warn' (default) and '‘ignore™.
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named (BIND9) m

thomas# /usr/local/bind-9.3.0/sbin/named &; tail -f
/var/log/messages

[1] 83877 1

Oct 6 12:16:24 thomas named[83880]: starting BIND
9.3.0

Oct 6 12:16:24 thomas named[83880]: loading
configuration from "/etc/named.conf*

Oct 6 12:16:24 thomas named[83880]:
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rndc (BIND9) m

thomas# rndc status

number of zones: 27

debug level: 0O

xFfers running: O

xfers deferred: O

soa queries in progress: 0O
query logging is OFF
recursive clients: 0/1000
tcp clients: 0/100

'server is up and running |
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named (BINDB) m

thomas# /usr/local/bind-8.4.5/sbin/named &; tail -f
/var/log/messages

[1] 83826 1

Oct 6 11:56:40 thomas named[83826]:
(/usr/local/etc/namedb/named.conf). named 8.4.5-REL
Fri Oct 1 12:22:57 JST 2004
kohi@thomas:/.amd_mnt/alphonse/u/share/usr/local/src/b
ind/bind-8.4.5/src/bin/named

Oct 6 11:56:40 thomas named[83826]: master zone
"10.in-addr.arpa”™ (IN) loaded (serial 2004120201)

Oct 6 11:56:40 thomas named[83828]: Ready to answer |
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ndc (BINDB) m

thomas# /usr/local/bind-8.4.5/sbin/ndc status

named 8.4_.5-REL Fri Oct 1 12:22:57 JST 2004
kohi@type95:/._.amd_mnt/alphonse/u/share/usr/local/src/
bind/bind-8.4.5/src/bin/named

config (/etc/named.conf) last loaded at age: Tue Oct
5 15:37:34 2004

number of zones allocated: 64
debug level: 0

xfers running: O

xfers deferred: 0O

soa queries in progress: 0O
query logging is OFF

'server is up and running|

Copyright© 2004 Koh-ichi Ito, All rights reserved. 127

GUMUNICATHMS

@ ps auxww | grep named
2 ?

2
L 2 ?
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dig
€ DNS
€4 BIND9  nslookup

@ dig @server name type
*

GOMMURICATHNS
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dig

2
@ authority
* ?
* authoritative answer ?
* ?
L 2
®PTR NS thomas.example.co.jp.example.co.jp
4 ?

L 4

GUMUNICATHMS
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d i g COMMURICATIONS
@ authority

thomas# dig @127.0.0.1 thomas.example.co.jp

T~

—

; <<>> DiG 9.3.0 <<>> +norec ©127.0.0.1
thomas.example.co. jp

;> global options: printcmd
;> Got answer:

;; —->>HEADER<<- opcode: QUERY, status: NOERROR, id:
6590

;5 Flags: qr(é@)ra; QUERY: 1, ANSWER: 1, AUTHORITY: 2,

ADDITIONAL: 2 \\\\
Authoritative Answer
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dig «C ) !,Rl

;> QUESTION SECTION:

;thomas.example.co.jp- IN A
;> ANSWER SECTION: NS A
thomas.example.co.jp- 86400 | IN A 172.16.7.153
;5 AUTHORITY SECTION:
example.co._jp.- 86400 | IN NS thomas.example.co._jp.-
example.co._jp.- 86400 | IN NS ns.myisp.ad.jp-
7 NS ?
////// ns.myisp.ad.jp.example.co.jp ?
$TTL
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dig

thomas# dig @127.0.0.1 example.

; <<>> DiIG 9.3.0 <<>> @127.0.0.

;> global options: printcmd

example.co.jp.
root.example.co.jp. 2004120201

example.co.jp. 86400 IN
example.co._jp.- 86400 IN
example.co._jp.- 86400 IN
example.co.jp. 86400 IN

/SOA thomas.example.co.jp.

GOMMURICATHNS

co.ip AXFRI©

1 example.co.jp AXFR
m,h,d,w
(dig

8600 900 2419200 900

NS ns.myisp.ad.jp.-

NS  thomas.example.co.]jp-

MX 10 gordon.example.co.jp-
MX 20 henry.example.co.jp.-
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dig

edward.example.co.jp. 86400 IN
gordon.example.co.jp. 86400 IN
gordon.example.co.jp. 86400 IN
:ba98:1234:5678:9abc:def0

henry._.example.co.jp- 86400 IN
jJames._example.co.jp- 86400 IN
localhost.example.co.jp. 86400
percy.example.co.jp- 86400 IN
thomas.example.co.jp. 86400 IN
thomas.example.co.jp. 86400 IN
example.co._jp.- 86400 IN
root.example.co.jp. 2004120201

GUMUNICATHMS

A 172.16.7.154
A 172.16.7.156
AAAA 3ffe:504:fedc

A 172.16.7.155

A 172.16.7.157
IN  CNAME localhost.

A 172.16.7.158

A 172.16.7.153

AAAA 3ffe:504:fedc:ba98::1
SOA thomas.example.co.jp
3600 900 2419200 900
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dig (

L 4

€ 153.7.16.172.in-addr.arpa PTR ISP
4

€ 153.152/29.7.16.172.in-addr.arpa  PTR
4

€ 7.16.172.in-addr.arpa  authority
2

@ 152/29.7.16.172.in-addr.arpa  authority
2

GOMMURICATHNS
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dig (

thomas# dig ©127.0.0.1 internetweek.jp

; <<>> DiG 9.3.0 <<>> @127.0.0.1 internetweek.jp

;: global options: printcmd

;5> Got answer:

;; —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 59235
; flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 2,

ADDITIONAL: O

;7 QUESTION SECTION:
;internetweek. jp. IN A

;; ANSWER SECTION:
internetweek.jp. 86400 IN A

210.199.223.86

GUMUNICATHMS
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dig(
& +trace
€ BIND9 dig

@ which dig
@ full path
4 dig

)

BIND8 BIND9

named

GOMMURICATHNS
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dig(

kohi@thomas[8]% dig +trace internetweek.jp

; <<>> DiG 9.3.0 <<>> +trace internetweek.jp

;5 global options:

printcmd

518134
518134
518134
518134
518134
518134
518134
518134

IN NS J.ROOT-SERVERS.
IN NS K.ROOT-SERVERS.
IN NS L.ROOT-SERVERS.
IN NS M.ROOT-SERVERS.
IN NS A.ROOT-SERVERS.
IN NS B.ROOT-SERVERS.
IN NS C.ROOT-SERVERS.
IN NS D.ROOT-SERVERS.

GUMUNICATHMS

NET.
NET.
NET.
NET .
NET.
NET.
NET.
NET.
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518134
518134
518134
518134
518134

IN
IN
IN
IN
IN

NS
NS
NS
NS
NS

COMMUNICATI0NS
E.ROOT-SERVERS.NET.

F_.ROOT-SERVERS .NET.
G.ROOT-SERVERS.NET.
H.ROOT-SERVERS.NET.
1 _.ROOT-SERVERS .NET.

;5 Received 436 bytes from 127.0.0.1#53(127.0.0.1) in 11 ms

ip- 172800
ip- 172800
ip- 172800
ip- 172800
ip- 172800
ip- 172800

IN
IN
IN
IN
IN
IN

NS
NS
NS
NS
NS
NS

.DNS.jp-
.DNS.jp-
.DNS.jp-
.DNS_jp.
.DNS.jp.
C.DNS.jp-

W > m O T

;5 Received 229 bytes from 192.36.148.17#53(1.ROOT-SERVERS.NET)

in 336 ms
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dig(C )

IN
IN

NS
NS

GUMUNICATHMS

ns2.nic.ad.jp

nsl.nic.ad.jp

;; Received 108 bytes from 2001:2¥8:0:100::153#53(F.DNS.jp) in

internetweek. jp. 86400
internetweek. jp. 86400
20 ms

internetweek.jp. 86400
internetweek. jp. 86400
internetweek. jp. 86400

IN
IN
IN

A
NS
NS

210.199.223.86
nsl.nic.ad.jp.-

ns2.nic.ad.jp.-

;5 Received 124 bytes from 202.12.30.133#53(ns2.nic.ad.jp) in 9

ms
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dnswalk

* /

@ http://www.visi.com/~barr/dnswalk/
& perl

@ Net::DNS
L 4 V6

& cron
L 2

GOMMURICATHNS

diff
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¢ Q:
®A:
4 DNS root

* ?
4 (RFC1035 resolver
forwarders ?

GUMUNICATHMS

root

ISP
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€ Q: slave IP
®A( )
4 slave A

®A( ) ?
@ allow-transfer{}
L 4 /
*
4 1W2002 DNS Day

@ http://www.nic.ad.jp/ja/materials/iw/2002/main/dns/PM1-
morishita.pdf

GOMMURICATHNS
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L 2R 2

A own risk

GUMUNICATHMS
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rndc(BIND9) m

¢ named

thomas# rndc -help

rndc: illegal option -- h

Usage: rndc [-c config] [-s server] [-p port]
[-k key-file ] [-y key] [-V] command

command is one of the following:

reload Reload configuration file and zones.
reload zone [class [view]]
Reload a single zone.
refresh zone [class [view]]
Schedule immediate maintenance for a zone.
retransfer zone [class [view]]
Retransfer a single zone without checking serial
number .
freeze zone [class [view]]
Suspend updates to a dynamic zone.
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rndc(BIND9: ) m

thaw zone [class [view]]

Enable updates to a frozen dynamic zone and

reload it.
reconfig Reload configuration file and new zones only.
stats Write server statistics to the statistics file.
querylog Toggle query logging.
dumpdb Dump cache(s) to the dump file (named_dump.db).
stop Save pending updates to master files and stop
the server.
stop -p Save pending updates to master files and stop

the server

reporting process id.
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rndc(BIND9: ) !.Rl

halt Stop the server without saving pending updates.
halt -p Stop the server without saving pending updates
reporting

process id.
trace Increment debugging level by one.
trace level Change the debugging level.
notrace Set debugging level to O.
flush Flushes all of the server®s caches.
flush [view] Flushes the server®s cache for a view.
flushname name [view]
Flush the given name from the server®s cache(s)

status Display status of the server.
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rndc(BIND9: ) !,Rl

recursing Dump the queries that are currently recursing
(named.recursing)

*restart Restart the server.

* == not yet implemented

Version: 9.3.0
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rndc(BIND9: )

@ reload
*
@ reload [zone [class [view]]]

L 2
@ reload example.co.jp 152/29.7.16.172.in-addr.arpa
@ 152/29.7.16.in-addr.arpa  class

@ reconfig
@ named.conf
¢
@ flush
*
@ flushname name [view]
*

GOMMURICATHNS
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ndc(BIND8)
L 2 named

thomas# ndc

Type help -or- /h if you need help.

ndc> help

(builtin) start - start the server

(builtin) restart - stop server if any, start a new one
getpid

status

stop

exec

reload [zone] ...

reconfig [-noexpired] (Just sees new/gone zones)
dumpdb

GUMUNICATHMS
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ndc(BINDS: )

stats [clear]
trace [level]
notrace
querylog
qrylog

help

quit

args

GOMMURICATHNS
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COMMUNICATIONS

DNS

named
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DNS

€ DNS
*
*
.
.
.

GOMMURICATHNS
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DNS C )

*

4 authority
@ Internet Registry
*
*
*
* (master slave )
@ glue IP
2
€ NSRR thomas.example.co.jp

ns.example.co.jp

GUMUNICATHMS

Copyright© 2004 Koh-ichi Ito, All rights reserved.

154

77



s () IRI

@ slave
*
2
@ master IP
@slave
€ NSRR
¢ RFC2317
* ISP/
*
* (master slave )
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s () IRI

4 RR
L 2
®RR
* TTL
4 serial
* slave
L 2
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DNS

®RDATA

& slave

TTL
+serial

GOMMURICATHNS

NOTIFY

A

RR / \

RDATA TTL
+serial +serial
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157

DNS

L g

& NS
@ slave

& named.conf
2

@ rndc reload

Copyright© 2004 Koh-ichi Ito, All rights reserved.

file "branch._example.co._jp";
}:

GUMUNICATHMS

glue A

zone "branch.example.co.jp" {
type slave;
masters {

192.168.0.1;
¥
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DNS «C )

4
4 NS RR glue
@ Internet Registry
*
4 lame delegation
@ slave master
*
* expire

GOMMURICATHNS
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DNS C )

L 4
2 ?
@ authority

@ dig +norecurse domain.name
@ authoritative answer  ?
L 2 MRTG

GUMUNICATHMS

?

RR no-recurse
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s () IRI

< 2
4 master
¥ slave authoritative answer ?
@ serial ?
* refresh
* ?
€ NOTIFY slave
* refresh

xFer-out: info: client 10.12.34.56#1425: transfer of
"example.co.jp/IN": AXFR started

security: error: client 10.12.34.56#2073: zone
transfer "example.co.jp/IN" denied
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s () IRI

4 slave
L 2 serial ?
<
* ( ping )
4 DNS
®expire ?
L 4
*

general: debug 1: refresh_callback: zone
example.co.jp/IN: serial: new 2004120201, old
2004120201

general: info: zone example.co.jp/IN: refresh:
failure trying master 172.16.7.153#53: timed out

general: info: zone example.co.jp/IN: refresh: retry
limit for master 172.16.7.153#53 exceeded
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S I a.ve GOMMURICATHNS

@ P reachability ?
4 DNS
2
?
€ DNS src/dest 53 BIND4
4 BINDS active open
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slave ( ) SAME

@ allow-transfer{} slave
?

*

security: error: client 10.12.34_.56#2073:
zone transfer “example.co.jp/IN® denied

xfer-in: error: transfer of “example.co.jp/IN® from
172.16.7.153#53: failed while receiving responses:
REFUSED
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slave

*
@ RFC2317
.

€ master authority

2
@ dig

flags aa

124

GOMMURICATHNS
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DNS

4 authority

¢’ NS

GUMUNICATHMS
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DNS : ( )

COMMUNICATIONS
L 2
@ named.root ?
L 2
*
L 2
& BIND4 53
2 BINDS8
@ query-source port 53;
Copyright© 2004 Koh-ichi Ito, All rights reserved. 167
COMMUNICATIONS

Advanced topics
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*MX MTA

@ logging

tips

L 2R 2R 2K 4

*
L 4
@ -t(chroot)
@ -u(setuid)

GOMMURICATHNS
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MX  MTA

€ MXRR
*
& MX MTA

¢ MTA
@ local configuration error

L MX

@ preference

GUMUNICATHMS
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MX  MTAC )

L 4 MX
L 4
2
L 4
& MX MTA
2 MX
¢ISP MX
* (?)
* third party relay

GOMMURICATHNS
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MX  MTAC )

& MX
€ DNS mail
2 mailbox
MX ?
¢ RAID mailbox
L g MX
g

GUMUNICATHMS

spool

mailbox static

)
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MX MTAC ) :!..:.BJ@

POP/IMAP/etc

preference
i) < —

preference
=20
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MX MTAC ) !:.BJ@

POP/IMAP/etc

a

d

preference
=20
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MX  MTA(

)

»preference

preferenceg
=20

v i
=10 .'~.
0..
POR/ IMAP/etc
.O
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*

A

spool

u
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$GENERATE
\ 4

$GENERATE 193-254 dhcp$ A 172.16.7.$%

dhcpl93 A 172.16.7.193
dhcpl94 A 172.16.7.194

dhcp254 A 172.16.7.254

GUMUNICATHMS
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$GENERATE( ) M

$GENERATE 193-253/2 dhcp${-192,3,d} A 172.16.7.%

dhcp001 A 172.16.7.193
dhcp003 A 172.16.7.195

dhcp061 A 172.16.7.253
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$GENERATE 193-254Y/2

%
dhcp${-192,3,d
P3 b 193,195,197, . . .
{o,d,X,x}
- 1=193-192
dhcp001] A 172.16.7J193]

|
3

$GENERATE( ) M
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2

€ (RFC1035 resolver

L 4

?

4 authority ?

L 4
@ allow-query
@ allow-transfer
@ allow-recursion
@ recursion

GOMMURICATHNS
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allow-query

@ query
& options{} zone{}
& zone{}
L 4
2
@ query
slave
2

GUMUNICATHMS
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a. I I OW—que ry GOMMUNICATIONG

leak

) Outside
example.co..jp
authority
. . T
hidden.example.co.jp. _» cache DMZ

(allow-query )

I
slave query allow )
Inside

hidden.example.co.jp
(allow-query )
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allow-transfer S ANE

L 4
@ allow-query options{} zone{}
& slave
4
* O.K. expire
*
L 4

@ localhost acl
* V6

@ Brute Force

& slave
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allow-transfer( )

L 4
@ DoS
4 query  datagram
fallback TCP
@ SYN flood
L 2
@ options{transfer-out N};
*
@ options{tcp-clients N}:
. TCP

TCP

GOMMURICATHNS
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@ resolver
4 allow-recursion
@ allow-query
@ authority
@ recursion off
@ localhost.
4 slave allow-transfer

GUMUNICATHMS
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logging
€ named.conf logging{}

@ category
4 named
@ database,security,config
@ category channel
.
4
channe
@ channel
4
* file,syslog,stderr,null
* facility

default

GOMMURICATHNS
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logging( )

logging {

channel channell {
file “filel”;

}:

channel channel2 {
file “file2”;

};

channel channel3 {
syslog daemon;
severity debug;

GUMUNICATHMS
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logging( )

category database {
channell;
channel3;

};

category security {
channel?2;
channel3;

};

category config {
channell;
channel3;

};

category default {
channel3;

};

};
Copyright© 2004 Koh-ichi Ito, All rights reserved.
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logging( )

channell channel2
database =

" N
security =p Q
config =p C)
default =p 1
\ v
filel file2

GUMUNICATHMS

channel3

=)
Q)
Q)
Q)

-

syslog
(daemon)
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logging( )

€ named named.conf
syslog(daemon)
4 BIND9.3.0
daemon

¢ BIND8 823

@ logging{} channel
channel

GOMMURICATHNS

facility
README
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logging( )

@ named.conf
category severity

2
logging {

channel to_syslog {
syslog local3;
severity info;
print-category yes;
print-severity yes;

¥

category default {
to_syslog;

j 3

¥

GUMUNICATHMS
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GOMMURICATHNS
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L 4
*
2
L 4 ?
@ severity
& null

*
L 4
L 4

GUMUNICATHMS
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#!/usr/bin/perl(sed  ruby  ...)

2
@ pid
&file syslog
@ active open
2
| sort | unig | mail
L 4 S/IN  (signal/noise)

GOMMURICATHNS
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zone “‘example.co.jp” IN {
file “slave/reg/e/example.co.jp”;

}:

2

@ “ja/co/example.co.jp”

L 1 namei()
named )

2

GUMUNICATHMS
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tips(

# named.conf
include "conf/slave/reg"
include "conf/slave/v4inv"
include "conf/slave/v6inv"
¢l
*
*

) GOMMURICATHNS
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*
L 4
&slave dump
* master
¢
@ master
@ config
* i

master

.. (/\I\-

GOMMURICATHNS
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4

*
4 named

&slave dump
*

@ master

@ config
L 4

*

GUMUNICATHMS
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2 Ivar

& slave dump
L 2

¢ ) IRI

Ivar
symbolic link
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L 2R 2R 2K 4

L 2

GUMUNICATHMS
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€ RCS
@ SCCS SCCS
2 CVS
g
@®CVS
¢l checkout
®named

¢ > IRI
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L 4 DNS traceroute IP
L 4 2
*
.
*
4 DoS
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¢ ) IRI

L

& DNS /
@ s0-6/0/0 ->s06-0-0

*

®US. ISP IATA

@ seasjc,nyc...
* nrt!
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¢ ) IRI

¢ 1

@ foundry2.otemachi.example.ad.jp
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¢ ) IRI

¢ 2

@ sjc3-nrt3-stm4-2.sjc3.example.net
A

(PR?)
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¢ ) IRI

¢ 3
@ 506-0-0-2488M.br2.PAO2.example.net

A

(PR?)
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€ ISP-A ISP-B
@ ISP-A
4 10.11.12.12/30
®ISP-A:10.11.12.13
4ISP-B: 10.11.12.14

ISP-A \

ISP-B

10.11.12.12/30
13 14
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ISP-A \

ISP-B

10.11.12.12/30
13 14

$ORIGIN 12.11.10.in-addr.arpa.

13 PTR gel-2.router.jp.isp-a.net.
14 PTR isp-b.peer.isp-a.net.

) GUMUNICATHMS
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ISP-A

¢ HIRI

\ ISP-B

10.11.12.12/30

13

$ORIGIN 12.11.10.in-addr.arpa.

13 PTR gel-2.router.jp.isp-a.net.

(14 NS ns.isp-b.ad.jp. |

™~

14

$ORIGIN 14.12.11.10.in-addr.arpa.
@ IN SOA (

)
NS ns.isp-b.ad.jp.-
PTR ge3-0.router.isp-b.ad.jp-

4octet(/32) A
4octet(/32)
Copyright© 2004 Koh-ichi Ito, All rights reserved. 209
_t(Ch rOOt) COMMUNICATIINS
€ named -t
4 sandbox chroot()
€ named
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-t(chroot) C ) !.Rl

¢ BIND8 named slave named-xfer
@ sandbox named-xfer
L 2 0S sandbox
L 2 Idd
2
Copyright© 2004 Koh-ichi Ito, All rights reserved. 211

-t(chroot) C ) !,Rl

4 file
4 syslogd $SANDBOX/var/run/log
@®FreeBSD  syslogd -1 OpenBSD -a
* syslogd
¢ BIND8
¢ BIND9
@ named.conf (logging )
@ rndc reload (logging )

@ /dev/random mknod
@ cp /etc/localtime $SANDBOX/etc

@ FreeBSD (O8] FAQ
* uTC
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-t(chroot) (

& Nvar ?

€*BSD  nullfs?
*

4*BSD
€ FDD newfs
@ raw device dd UFS Ivar
@ vnconfig $SANDBOX/var mount

4 oS o )
¢ $SANDBOX  /var
@ In—s /etc/RCS $SANDBOX/etc
@ $SANDBOX/etc/RCS/named.conf,v Ivar
4 CVS
4 mount localhost:/var $SANDBOX/var

GOMMURICATHNS
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-u(setuid)

@ named -u
& UID
@ root named

2 root named.conf
@ (r)ndc reload setuid
named.conf
*
@ rndc.key

GUMUNICATHMS
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further readings

€ RFC1033
4 DOMAIN ADMINISTRATORS OPERTIONS GUIDE

€ RFC1035

4 DOMAIN NAMES - IMPLEMENTATION AND
SPECIFICATIONS

& RFC1912
4 Common DNS Operational and Configuration Errors
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further readings( )

€ RFC2308
@ Negative Caching of DNS Queries(DNS NCACHE)

€ RFC2317
@ Classless IN-ADDR.ARPA delegation
€ BIND9 Administrator Refence Manual

€ BIND9.x doc/arm(XML,HTML )

@ http://www.nominum.com/resources/
documentation/BvOARM.pdf(PDF )

4 BIND9 DNS

@ http://www.nic.ad.jp/ja/materials/iw/2003/proceedings/T11.pdf

*
*

GUMUNICATHMS

Copyright© 2004 Koh-ichi Ito, All rights reserved.

216

108



SOl

#62 hostmaster@example.jp
#105 #107 file "empty';

#152,#153

GOMMURICATHNS

hostmaster@example.co.jp

file "master/empty";
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