U,J_!J_\IW" <
i,

HKBRA— )L FRERIDELI=A—ILO R T LIEE
BiS ISP #&

**Et‘%*i/r/ﬂ TINZSTT4T
Jo4s ’JH’E;E
TR
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Agenda

B Abuse message [ZEH9 5IRIK

B XFREIM

B spam FITENRA

B ISP LLTORYEH

B Abuse message M REBZT-A— LV AT L
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Abuse message [ZR§9 HIRIK

11J
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Primarily North American Problemsmuls

Australia/ Spouth
Oceania America

Africa 1.6% 129  Asia
0.1% 7.6%

Europe
10.4%

North America
79.1%

» Spam appears to be a primarily North American problem to-date
+ Claimed country of origin is 80% North America

» Growth accelerating from CHINA and EASTERN EUROPE as
sources of hybrid spam/virus threats

Source: January 2004
As measured by Probe Network
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Spam and Abuse Originating From

Vietgiam
Thailand : New Zealand
% %

Taiwan | Australia
% 3%

Other S.A.
0%

Singa}aore

0,

0

Pacific Islands
%

Philiﬁ}:ines
Ma;a‘%sia

China
44%

Korea
31%
Hong Kong
%
Indongesia
0% Source: January 2004
As measured by Probe Network
IIJ Copyright © 2004, Internet Initiative Japan Inc,
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Worldwide 73IR4K

W 3t EfERE
— EEL email AMEZELSLND spam &
— ISP/F¥ ) T7RIOXIEARANMEIIBEKRT 5—FA
B R, BAIKIFEAETAITITLNS
- ZITHTHSHL, BFRFICHE->TLVDS

B ERCO->THES BIELELN
- ;Hséhfbiof:ﬁluriiU’DI'J'fohf:ﬁ'lj@Fﬂﬁ’éﬁﬂ)ﬁ%ﬂiﬁb\&b\ﬁ'
AR
— Trusted and Clean SMTP network

IIJ Copyright © 2004, Internet Initiative Japan Inc,
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Worldwide 75E4K (cont.)

B Outbound Port25 blocking

— BB IP address M54 FEITIZ port25 THTITITHWKSIZT S
o FTARTD email (L ISP M MTA M
— US TIE—RRMGFEICHEYDDOHD
— LU= &KSGFELT, ZITRYAITER IP address BEH oD SMTP
connect Z refuse THELNSIFEFHOTWNSEZALHD
- Ql: INEWPBHERB A, LNETH?
— Q2 CNEDDHEMBEREEEZEZDAN, LWETH?

IIJ Copyright © 2004, Internet Initiative Japan Inc,
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ERNOELEN

W FLET' S L TITB#IF
— ISP ZiEYH<
— MEAEEANMDSAELL FLET' S £E[L b oz (£HEEEFL

B Zombie V7T ARAAMBDBEASY—)LIZKEHKIREL
spam XL FEE

— spam Z¥ =BT TIEEL, KED spam DFFRELTDIS—A—
IWRYSEELTHRIASINST—REE

- ZOE®HEYIIEYEEKE>TE:
B N\—ARIXTAT(TRLRRE)LEFH
B Social Engineering B spam
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—

Social Engineering &L\2 DMk . —

A=)l (RAE 425 ) e
[ai yﬁ 7 ? @ Q. maki
SBICER %% 8 75UEHPE #BEA-LTESL A=y 2 REBRSR

BEOEE, —WTLEON64EORDELE

M. EHA -] ZiEAK 4
= maki_ful-- SO TA—ILLTHELE. Sep 17,2004 11:44 AM
= me_maki- A—JLBUBESTEOET. TH Sep 17,2004  1:23PM
= me_maki- CAJEALL Sep 17,2004 11:10PM
= me_maki-+ BlEEIZTNET Sep 18,2004 12:22 PM
= me_maki- SEMSRoTEELE, E5TT Sep 18,2004 11:04 PM
= me_maki-- EELIZS HA Sep 18,2004 11:31 PM

[ zoxve—yuaBA-L0L5TT. () (4 %s

A0 ) (ERBA=LTHERLN )

From: maki_fulcolor@yahoo.co.jp
Subject: WIKBEOTA-NLLTHFELE.
Date: September 17, 2004 11:43:20 AM JST

To: owner-nadare@iijnet.or.jp

Reply-To: maki_fulcolor@yahoo.co.jp

XADPSEATOHEBC R TMESIRSHLEDT
A=LEHLTRELE. ZOTELATONATTR?

-ty
4
IIJ Copyright © 2004, Internet Initiative Japan Inc,
~ —

SB[z
o000 HEA =L (GREAE 425 #5) —
B Fﬁj m 7] ? }"c_—-;] Q- maki
BiE  EE SBIERE EE FE JSUEMEE EBEA-LTERL A= w2 A A
BEORE, —WTAE0N 6HROMDELIE
e EHA #& ZiRAR A
= maki_ful--  RIA2EDTA—ILLTHELE. Sep 17,2004  11:44 AM
= me_maki- A—LBUMEITENET. TH Sep 17,2004  1:23 PM
= me_maki- CAMEALL. Sep 17,2004 11:10PM
= me_maki- BlEESCTOET Sep 18,2004 12:22 PM
= mc_maki- PEMSRoTEELL, FE2TT Sep 18,2004 11:04 PM
= mc_maki- EEZTHA Sep 18,2004  11:31 PM

f5] zoxve—vrzBA-—LOL>TT. (7) (< +

O ) (EBA-LTRERAEL )

From: me_makina@yahoo.co.jp M

Subject: X—=JbBDHESTENET, TH
Date: September 17,2004 1:21:43 PM JST
To: owner-nadare @iijnetor.jp
Reply-To: mc_makina@yahoo.co jp

o TEoTRMASL L3N T &1, THAMLEL
BOADTETREEICH T L ebipblil o TIE
BUETLR?

5. BeoMMRLTWVEEREDZETHATT, BOALEIES
ESRIOP U THN TR L IER L TEATTIE -
TONSTEA— L THEEL 12U B0 o TR UER DML ?

P

—————————————————————————————— Sl £ --
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ShlTEh(.

000 HREEA—IL (REAE 425 1) (=)

87 ¢ T I
E EE 2AKEE WE R TIIEMEDE EEA-LTEEL A=y 2 AR

BEOER. —Bi500F 6RO ELE

e EHA k-] ZiEAR =

= maki_ful  RITEADTA— L THELIE. Sep 17,2004  11:44 AM

= me_maki--  A—JLBUBIESCENET. TH Sep 17,2004 1:23 PM

= me_maki-- AL AL, Sep 17,2004  11:10FPM

= me_maki- BlREITHNET Sep 18,2004  12:22 PM

= mc maki- FEPhSRoTEELL, FETT Sep 18,2004 11:04 PM

= me_maki--  BLRLICS A Sep 18,2004  11:31PM

[l zoxye—vpgB—LokS>TT, (3) (A Enart ) (EBA—LTERL )

I

From: mc_makina@yahoo.cojp
Subject: BRE3ZENVET
Date: September 18, 2004 12:22:01 PM JST
To: owner-nadare@iijnet.orjp
Reply-To: mc_makina@yahoo.co jp

EFINAFACEAFETL N, BFICEREITLTLELST
RIS

ZAiIEE) A TRIIZATY. SEBMERET/(FELT
WTH FbEEERO FM2EITToTET.

— RO T YA —ERIEL TAATT L. MR SO XK EE
BLWATTIFER.

BIEFEDIEHIPLEA TELWTT. BINEEEOCAEMIEZTIVES
EALEIME:
THEMD TN TEYSELNTY . ErfC T A—IILETR.

EIHA .

11J B
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—ILVOMDH-T...

B UoMFEETDA— )L DARIOIZITEEENZL
B GO THEHEAIZCLY
B HFEYITEBDXETL, phishing D K512 URL
signature ZLEMNBHIE T HEHELLY
— antispam filter TU2MIFIZKLY

B E0LVOMDBDAFEBNNDIEA5LH... (7
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HARNDIRIK(cont.)

B IRI—HLUARLTIHEAELNKREL
— Spam Divide
— EBANFILOIEVKBEEE/ BITE, ELEWDANITEREZELFEALE 0)
- Q AN, HAWIEELTLYS mailbox ~B spam DEZEE LY TLY
NOT/A— L F—STHA THEED
B ISP LRNLTIH. . FEGAENT>TLNSME
— FEMNCEEKIE-TETLNS
— THEZFEIZELSIZFETIETAELN
B LHL, BEANENNEELVKRIZES>TOLDIXBEFS A

IIJ Copyright © 2004, Internet Initiative Japan Inc,
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BIEDEE

B Sender ID G E [T FBINSAFLULVE M AT — L
B XFEA

— MAAWG (Messaging AntiAbuse WG)
— Anti Phishing Working Group
AMY(AOL, MSN, Yahoo)
RBA— LT R E
MAAWG-J (IR #: BFFTEAEEFE)
— OECD antispam workshop
mEHIE
— CAN-SPAM Act
— ITPEA (Identity Theft Penalty Enhancement Act)

IIJ Copyright © 2004, Internet Initiative Japan Inc,
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MAAWG # 2

B MAAWG (Messaging AntiAbuse Working Group) iL%5 E
[F (2004 &£ 1 A 14 H press release)

B Abranet, Adelphia, Bell Canada, BellSouth, Cox, IIJ, IIJ
America, NII Holdings Inc., NTL, TELUS, Openwave
Systems Inc, ftt 9 ¥t A% Founder £LTirH EIF

W 2004 &£ 6 A &Y NPO ELT:EENG

B IRFEDOSMAV NG,
Bell South, EarthLink, Verizon Online, Bell Canada,
Charter Communications, Cloudmark, Cox
Communications, Goodmail Systems, IIJ, Openwave,
TDS, AOL, France Telecom, MX Logic

IIJ Copyright © 2004, Internet Initiative Japan Inc,
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MAAWG D;EE (1)

B EETIL—TEIZEE
— #HFAD 24 A (Collaboration)
e Code Of Conduct

— Hfii(Technology)
e Sender Authentication Protocol Mi#E A, TAk

— &R (Policy)
o Policy maker, EXfTHERS & D EE

B B TIEEEEITRE

28888

(B) oﬁ%%ﬁf (A) Bt (C) HE5R

IIJ Copyright © 2004, Internet Initiative Japan Inc,
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MAAWG T ;EEHID

B Code Of Conduct

— ISP/ASP NI NEREEFLD-ELD

— EFFTEONEFELLAD, 38T HEDTIEAEL

— Objectives:
a. Establish principles for responsibly operating a messaging service
taking into account the ramifications for messaging as a tool, the
Internet messaging community, and the Internet at large, of failing to
responsibly operate such services;
b. Establish a framework for communication between messaging
operators in which new strategies, technologies, and standards for
combating abuse can be discussed, developed, and deployed;
c. Facilitate communication among operators to ensure that all
parties to an abuse issue are aware of the issue, aware of plans to
rectify the issue, and if possible agree on the best course of action;
d. Serve as an instrument of reference to help operators clarify the
rationale for actions taken to reduce abuse, and aid those against
whom action has been taken in rectifying practices that lead to abusive
behavior;
e. Promote Internet messaging as a useful and positive tool by
eliminating negative and abusive uses of the medium.

IIJ Copyright © 2004, Internet Initiative Japan Inc,
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MAAWG TO;EEI)

B Technology Sub—Group
— Reference Architecture MRTE
— FEFBRBMZEES apply LTULH
o ISP ELTDOWANABRAZIUT EMRY L EMHREAT—HR—LED)
o ISP DRT—ILTRELTHEDAEFKMESH

IIJ Copyright © 2004, Internet Initiative Japan Inc,

nnnnnnnnnnnnnnnnnnnnnn

MAAWG TO;;EEIAV)

W Policy Maker (B FF#lig7a &) DEHE, 1750
— BHORSRLFHOT work LAELY
— BAFALEEROBOBALESSEFELICLTHS

IIJ Copyright © 2004, Internet Initiative Japan Inc,
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BARTOEE

B MAAWG-JURFFIERBIEEFE)ELT, +H#HD
prmzaféﬁéﬁ%
- AflEEESD
B T—YEAREETFDLD)
— Sender-ID MEIIEER/TFHREH
— HIfY IP address Mio®D SMTP FESERYESH
— ISP EICTOREHREFEDOHYA
B MAAWG EDIEEL
- BRDEE, 5% MAAWG [T Bt
— MAAWG DEEIZRE
B HARMBORIBEEREIL, MEEEZ, BT H588EH
Z#DKAHLZTHE
— ISP OERABHEIEREICREE
- BRI TEERTHSIENABM

IIJ Copyright © 2004, Internet Initiative Japan Inc,
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HATHDEE (cont.)

B OREA— LR RICEAT ARMRRE

— 9/16 at IIJ office
— ISP/ASP M A—)LERICEHEAZFIDIC
— 130 & LLE (70 #EEELLE) DS
— ML E-TULVAWAEROCH-TET
B JAIPA A
B [AJapan A

B XA — )L RS (RFEE)

IIJ Copyright © 2004, Internet Initiative Japan Inc,
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spam FEATEN(A]

Internet Initiative Japan
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BT DR X — )L DERE

B Virus/Worm
— HhfE, ME

— DoS #gEft=
B spam
— From FEFR

— Worm + spam

B Phishing
- BARERE

IIJ Copyright © 2004, Internet Initiative Japan Inc,
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Virus/Worm

| 'ghfE, fRE
- NG—=2T 7 IVERHIRE
- I\ —>7T 74 )LEFHEIIC Outbreak!!
m Massmail &
— BN SMTP B> TRKEDA—ILZXEET S
- BR/MHEX =LY AT LANDFEER
m DoS/DDoS #
— 7 Site ZIET 551 7 (Antinny &HY)

Copyright © 2004, Internet Initiative Japan Inc,
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spam

| r%ﬁ)‘-)bﬁ(éhffl‘f&..]&L\’Bgﬁflifaﬁ(ﬁiof%f
LY
B From: EEFR
— MEIARMABK > KEXHEAETHILEDENIRE
— X9V BAZE reputation/A A—T D E AL
— A= LY RTLIZxHT B DoS BIA /1
o TFTELALY From ZEEFFESMN T spam 4T b

—> User Unknown %%

- BHEA—ILVATLADIS—)E—UNKERE

Copyright © 2004, Internet Initiative Japan Inc,

Intornet Initiative Japan




spam (cont.)

B Worm {E&(EE) & spam £EEEDITML— 3
4

- LWhBJUEISREAETILOERRE
- %%E&gaé:zw ISP THLYVEIZREMLD spam FREIZZITIRD
\

m EVXRIXEFTILEULTIE, ENCEDESD
— OB BHEEEMWorm)D EICcIY TV (spam)z&EHtE 3
m spam OHUTHN—MD PC IC7R>TULED

— IP address base T® Blacklisting h"#EERKICk %
— A/BALISE spam HH D AEEEDLH B

Copyright © 2004, Internet Initiative Japan Inc,
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Phishing

mAREAY A VI TIRED Site Z1BEEL,
FINLI—Y%FE FTHOYRPIZAT—R%EZA

HEETETEHES

m SEITRHD HEE, & LTA—LAMEDR
%

m ANV Y RBRELFHWCEEI N —Bo1—H(C
IFE T BIRIF R

Copyright © 2004, Internet Initiative Japan Inc,
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Phishing *— JL D45

000 FOMNB WS — 2D Mac =
;‘ E [ﬁ | Z ? E Q- citi
e EE RRICERE W MR ISTERME WA= A=Ay O AR
BEORE. —HIBL0N 1 HAONDELE
e EHA #a ZiEER 4
Citi Citibank regular verification! [Sat, 19 Jun 2004 07:54:14 +0500] Jun 19, 2004 10:58 AM

From: Giti <user-billing8 @citibank.com=
Subject: Citibank regular verification! [Sat, 18 Jun 2004 07:54:14 +0500]
Date: June 19, 2004 11:55:14 AM JST

To:
b & VROHEHET 7). 55KB( I~ATERF... )
ey
citi

Dear client nf tha (it

As the Technical service of the Citibank have been currently updating the software,
We kindly ask you to follow the reference given below to confirm your data, otherwise
your access to the system may be blocked.

https:#web da-us citibank.comfsignin/scripts/login2/user setup jsp

We are grateful for your cooperation

A member of citigroup
Copyright @ 2004 Citicorp

IIJ Copyright © 2004, Internet Initiative Japan Inc,
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Phishing *—JL D4 (cont.)

000 ZOMVE NG — ZO Mac K =]
AaBald © B @
EE EE FRER &E 8 I3YEME A A=y AR
BEORE. —HIBL0N 1ARIMDELE
m e EHA [iE] ZiEER 4
Citi Citibank regular verification! [Sat, 19 Jun 2004 07:54:14 +0500] Jun 19, 2004 10:58 AM

Dote: Sot, 19 Jun 2004 03:55:14 -@660 =
From: Citi <user-billing@citibank.com

X-Mozilla-Draft-Info: internal/draft; veard=8; receipt=8; uuencode=@

User-Agent: Mozillo/5.® (Windows; U; Windows NT 5.1; en-US; rv:1.4) Gecko/20238624 Netscape/7.1 (ax)

XA-Accept-Language: en-us, en

MIME-Version: 1.8

To:

Subject: Citibonk regulor verification! [Sat, 19 Jun 2004 @7:54:14 +0520]

Content-Type: multipart/reloted;

boundary="

This is @ multi-port messoge in MIME format.

Content-Type: text/html; chorset-us-ascii
Content-Transfer-Encodina: 7bit

<htrl>epre ttps://web.da-us. citibank. com/signin/scripts/Togin2/user_setup.jsp™>amap name="FPMap@”><area
coords="8, @, 618, 275" shope="rect” href="http://% X3 1%3EX31%2E433%32 - 434%39K30N33 /N6 IN6074/
HBIHBENGANE5N7BNZENBBATANED" > </map><img SRC="cid:part]. 3000907 . @40981046u-supportiici tibonk.con” border="0" usemap="#FPMap@”></A»</a></
fonts</p<pr<font color="#FFFFFQ">The Sims Swirming Pools Verizen Strike in 1865 I wonder whot if... </font></ps</htmls>

Content-Type: imoge/gif;

name="clytemnestra.GIF"

Content-Transfer-Encoding: base64

Content-ID: <port1.23000907 .042981048u-supportecitibank. com-
Content-Disposition: inline;

filename="clytemnestra.GIF"

RO1G0DT hoATVAFRVAAICAAAAG bk BAGE CAGOCAGICAWKC g
WOCGWKDAWP, ) S LAAA
AABARMBAAX/YCWOZGreon() 15 2uBbS0dG3 FeK 7w FO/ /KBNS Ca B ikesT sHiULWZRKrUS eEKd2y+16
v+CweEwum2Qq1pty ) 7FB8Lh8Ta b73CVAC3drxcze IKDhINGh4 1 J0Z1NBGRAGS LaUY LuipeYmZabnlo

N

II Copyright © 2004, Internet Initiative Japan Inc,
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Counter Measures

m XEE VAT (Sender Authentication Protocol)
DEA

m Antispam filter D& A

m EREETOXM

m IV RI—POHEB/BER

IIJ Copyright © 2004, Internet Initiative Japan Inc,
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|

(S B AL i

m HENELEEON?, + TETHBSHEEDON?)
m Sender ID

— SPF + Caller-ID(Microsoft)
— SMTP D55k + DNS

m DomainKeys

— Gmail 1A
— ISP EUTIIE.SOERBETIEEL>EEHLWLWAD

IIJ Copyright © 2004, Internet Initiative Japan Inc,
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Antispam filter

m spam OZHkt, BEICERTESH0D%Z
B QUETIVYVOREEBUL A>T S

m 253553 (false-positive rate) DIEWE D%
- BADHEEEZHREL THRT 5 ENRE

m Outbreak Xt/

— Worm % spam & U TRA<
— HJE (Outbreak) HhSBEER(Y—> 7 71 L) BIBETOREEH
KBLETFTT7UREW

IIJ Copyright © 2004, Internet Initiative Japan Inc,
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spam DL

<p>G<!--12d0213ogwc-->et Vi<!--4d70jt3plvk-->a<!--doflso30s8-->gra o<!--
arnjfh2xn480sm-->nline N<!--xbicry2ek79ir3-->ow <!--un40nv29u4lz-->!
<br>

<br>

W<!--ztzzlnlpdkgsin-->e ar<!--945nx822vi0-->e th<!--721ydb3nybe-->e
che<!--xejikmr3c3d-->ape<!--fvh7nt3pr5htm-->st sup<!--jr7gqf83rmvk58--
>plier o<!--83fl1612dx6e-->n <!--frldgb53a%e9-->the n<!--1nzphblrgle--
>et <br>

10<!--azeauv3xsnh-->0 <!--6cbmwg28ij945-->% g<!--tuy4v313lijzs—-
>uarant<!--vg6i8g3f3le2wl-->ee !<br>

a<!--2aso08s0m8kakl-->t 3 <!--0g334s3bm0dfyl-->$ a<!--z52dpv3ph7t63-->
do<!--04wgbdleldbz7-->se, tr<!--lrlwme3gand-->y i<!--wbedo32alvb6row--—
>t no<!--tfv8du3dvb9tu-->w. <a href="http://www.medsdyourlife.biz/
index.php?id=9999">C<!--itnmg02gxs-->1lic<!--jtcolj3tgbzfb-->k

he<!--g6f8412drh-->re</a></p>
<br><br><br><br><br>
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spa

m D1k (cont.) :

=i [Spam] Fwd: honeygirl19 wants to meet you! {For: Scott) - Message (HT!

File Edit Wiew Insert Format Tools Actions  Help Type a question for help
From:  Courtney [yxk29vebts3j@bigFoot.com] Sent: Sun 2{15/2004 7:57 AM
To: Scott
Ce:

Subject: [Spam] Fwd: honeygir 19 wants to meet you! {For: Scott)

ate, which can be even worse."

Thank you for using Local G Spot. Yon must sign in to vespond to this reply.

spam A&X
IEH/A=a—

sen to share the following

- Location : Tes
- Phone : Yes
- E-mail : Yes
- Picture : Tes

iell T wanna meet you some fun.. and maybe even getit onll hehehehf a1l or email me!l

To view the above informat]

ainst Tragis working with TS, occupation forces in 24 hours. "It was a suicide attack by a single male," 7.5, Colonel Ralph Baker
Reuters at the scene. He said 24 recruits were killed and 10 to 15 people were badly wounded. The TS, military said Wednesday's attack
occurred at areund 740 am. (11:40 p.m. EST Tuesday) when a car drove into the new Traci army facility in central Baghdad and exploded.
"We were standing in line waiting to start our shift in the new army and we saw a white car drive by us and then blow up. MMany died. There
were about 400 people in line," said Ghassan Samir, one of four wounded at Yarmule hospital T.5. troops cordoned off the area known as
MMuthana Airport, a small air facility abandoned for decades but recently used by the new Iraqi armay. Offices of a fundamentalist Shi'ite

Muslim group are situated nearby. Plerson wrote Academy members that "even a very brief tape delay introduces a form of censorship into a
broadcast -- not direct govertunental control, but it means that a network representative is in effect guessing at what a government might

[

11J
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Anti-Spam Classification Fra

s RONEDHBSEIHDR/INATAIVIERIN

ATJREERAT DY A F Iy UIREM EER
 DETIZVIEREDEN:

— ZClassifier CIXFEEMNTERELSLIC “committee

- BREE-DRAATL—LI—JIZEHBEND

. 1E

£
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MX Logic’s Stacked Classification

FrameworkSM

FYIEFETHRMGATERAF—LERM

chairman” [ZIRE

[ %3 KT : & Classifierd &34 % 81 E
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I1—HHE/ERR

m R, BERD Virus (T 5 FNERU
— TBATHNATEIUYITBALPHRWVI )
m FICX Phishing EWSE AN S IEEE
— SDEZBHAFED phishing [FHEDHTHRWTFE, Be50-
MBAN, ZEEBKNT S
m EFRFERIN—EE L > TERDEATEVWWDTEF?
— XFUZI
- I —
- TEYA Mo TER?)

IIJ Copyright © 2004, Internet Initiative Japan Inc,
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| VEEEEY

TS . Wi

nﬂa’jq\ﬂl 7z

ISP LLTOHRYHEA

Internet Initiative Japan
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BAK

B Z(THRYFEISDEF driven
B EFEITO>THEIZASZEITEELETELGL
- NEEDOWE)
B THEHRIFXEER
- FEEGL
- PIRFYBFET->TWNSES or  To=HETDRIE)
- ?@%‘Jﬁ@%’\]%'f?*ﬁﬁf% ISP BRI CTHEETENIXEY | ZWEZ5NED

o BT (EAERES)
B SPF check? Reputation?
— ISP AT DEIEZ ISP DHIETTEETL THLWND HV?
- EBREEFLOBRIE?

IIJ Copyright © 2004, Internet Initiative Japan Inc,
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RO HFE, FBEF)

B EMBEMAE or 1N\wHITYT
— BRI T BB A TR E DV

- St
B SPF %> Sender ID, Reputation ZHEFHATHET
Fvy

— TESEITKEBETHEEL
- THIVRI—HIZEBLTELZDEH5H7
— BBRHBHFEOBRBLIUTIZLEEN
R/ MEAL-T o3y
— (XY spammer DIFEEILIR LI
- FE=FHME?
- ggﬁﬁﬂ@l:77°/a‘/étéa)'6(iﬁ<, —FIzF7F7a—FL=A ALY

IIJ Copyright © 2004, Internet Initiative Japan Inc,
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X 2K (cont.)

B Outbound Port25 Blocking
— ISP ) MTA Z#2H LTz spam > TR
— ISP O MTA Z@->TL\SMBERELAT LY
— MSA ZHUV\TFI T SMTP Auth AZB(ZT B &M
— RFEDI—H(X ISP AMRHELTULBA—LH—\EFAL TS

— LA EFRIP b‘@ﬂjf(éﬂ-)bﬁf(i&&:‘f?ﬁf spam M\ Virus/
Worm TIEZELNFZASIH?
o HEHEAAFILHNVT—ANRHBHZEFEMLTET

IIJ Copyright © 2004, Internet Initiative Japan Inc,
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MW ‘ 1
. S

Abuse message M EREFEAT-A—ILL AT LA
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