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I HT.I'PCCOIHJICM@

Public Switched Telephone Network
Pots (Plain Old Telephone Service)
Integrated Services Digital Network

. Remote Access Server
RAS for Dialup Digital Subscriber Line Access Multiplexer
SPT ( Splitter )

CPE ( Customer Premises Equipment )
Voice over IP Gateway

headset

the Internet
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1 | 0

#RFC 2543 (1999 3 )

#Windows XP (2001 10 )

Windows Messenger SIP

#Windows 2000 Windows 98/Me
MSN Messenger ver4.x  SIP

#YAMAHA RT60w SIP (2001 12 )
#BB phone (0AB-J)

#RFC 3261 (2002 6 )

& (2002 12 )
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IRFC

RFC

RFC ( SIP

RFC

RFC SIP DNS
RFC SDP

RFC
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IP Phone IP Phone

H 323 :Biglobe @nifty

No.7 SIP : eAccess
MEGACO/MGCP : BB Phone
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Isr | T ©

INVITE sip:hata@nttpc.co.jp

200 OK
o—
SIP SIP
(MSN Messenger) (YAMAHA ) sIp

sip : hata@nttpc.co.jp
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Windows Messenger SIP

©2005 NTTPC Communications, Inc. 12

I HT.I'F’ém@

Caller

Callee

INVITE
. 100 Trying
P 180 Ringing
_ 200 OK
ACK
Y S
1 ”~
RTP
~
”~
4
T~
4
o~ P
BYE
_ 200 OK
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INVITE
To : eri@nttpc.co.jp

From : natsumi@nttpc.co.jp

g

nttpc.co.jp

REGISTER
From : eri@nttpc.co.jp
Contact : 10.10.10.1:5060

eri—> 10.10.10.1:5060

{/

-

i

INVITE

To : eri@nttpc.co.jp
From : natsumi@nttpc.co.jp

Q SIP : eri@nttpc.co.jp
P :10.10.10.1:5060

I NTT 5T coMMUNICATIONS @

finviITE

Callee V

Caller
“
P 100 Trying
P 180 Ringing
P 200 OK
ACK

INVITE sip:bob@biloxi.example.com SIP/2.0
Via: SIP/2.0/TCP client.atlanta.example.com
Max-Forwards: 70

Route: <sip:ssl.atlanta.example.com;lr>
From: Alice <sip:alice@atlanta.example.com>
To: Bob <sip:bob@biloxi.example.com>
Call-ID: 38482762982@atlanta.example.com
CSeq: 1 INVITE

Contact: <sip:alice@client.atlanta.example.com>
Content-Type: application/sdp
Content-Length: 151

v=0

o=alice 2890 28526 IN IP4 cnt.ata.example.com
S=-

c=IN 1P4 192.0.2.101

t=00

m=audio 49172 RTP/AVP 0
a=rtpmap:0 PCMU/8000 V

' NTT > CooMMUNICATIONS @




J 2000k

NTT 5T coMMUNICATIONS @

SIP/2.0 200 OK

Caller

INVITE

> 100 Trying

Callee

180 Ringing

200 OK

ACK

Via: SIP/2.0/TCP ss2.biloxi.example.com

Via: SIP/2.0/TCP ssl.atlanta.example.com

Via: SIP/2.0/TCP client.atlanta.example.com

Record-Route: <sip:ss2.biloxi.example.com;Ir>,
<sip:ssl.atlanta.example.com;lr>

From: Alice <sip:alice@atlanta.example.com

To: Bob <sip:bob@biloxi.example.com>

Call-1D: 3848276298220188511 @atlanta.example.com

CSeq: 2 INVITE

Contact: <sip:bob@client.biloxi.example.com;>

Content-Type: application/sdp

Content-Length: 147

v=0
0=bob 2890847 2890847 IN IP4 client.bexample.com

4

t=00
m=audio 3456 RTP/AVP 0
a=rtpmap:0 PCMU/8000

c=IN IP4 192.0.2.201
2005 NTTPC Communications, Inc 17
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To
From
Call-ID
CSeq

Via
Contact
Content-Type

()

SIP-URL
SIP-URL

Call-ID

ACK CANCEL INVITE

MIME

INVITE application/SDP

NOTIFY application/xpidftxml
application/cpim-pidftxml

MESSAGE text/plain
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I HT.I'F’QCOIHJICM@

Caller Callee
3 <
§ \_INVITE N T
B ]
§ 180 RINGING @\
\ \
§ § \’ ;xxexx
§ D § (reINVITE )
% / o % §
§ BYE = %
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S=————— ===

INVITE  sip:test@202.229.156.250 SIP/2.0 «——
Call-1D: 8526-62394-18945-00a0de0a2496@202.229.156.246
Contact: <sip:test@202.229.156.246:5060>

Content-Length: 163

Content-Type: application/SDP

CSeq: 24 INVITE

From: <sip:test@202.229.156.246>

To: <sip:test@202.229.156.250>

Via: SIP/2.0/UDP 202.229.156.246:5060

v=0

0=- 3232178697 3232178697 IN 1P4 202.229.156.246
c=IN 1P4 202.229.156.246

t=00

m=audio 5004 RTP/AVP 0

a=rtpmap:0 PCMU/8000

a=rtpmap:0 G.711U/8000

©2005 NTTPC Communications, Inc 20
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| REGISTER

I HT.I'F’QCOIHJICM@

REGISTER(Fl)

401 unauthorized

—>

e )

B ]

REGISTER(F3)
‘>
200 OK
Y | =
. (Authentication)
-~ ID+PASSWD)
OK NG
. (Authorization)
-~ ID
. (Accounting)
—~ ID

11



I HT.I'F’ém@

PAP (Password Authentication Protocol)

CHAP (Challenge Handshake Authentication Protocol)

OK/NG OKING

©2005 NTTPC Communications, Inc. 272

I HT.I'F’ém@

SIP/2.0 407 Proxy Authentication Required

Call-ID: 53409-55514-55500-00a0deObe46e@10.224.228.1

CSeq: 82 INVITE

From: <sip:0352065369@voip.sphere.ne.jp>;tag=2389310069

To: <sip:0352106434@sphere.ne.jp;user=phone>

User-Agent: YAMAHA RTA54i

Via: SIP/2.0/UDP 10.224.228.1:5060

Date: Thu, 27 Feb 2003 12:17:33 GMT

Proxy-Authenticate: Digest realm="nttpc.com”, domain="10.227.109.134",
nonce="1046347682", opaque="", stale=FALSE, algorithm=MD5

NINVITE

jcati \
407 Proxy Authentlcauon R

s

INVITE

INVITE sip:0352106434@ocn.ne.jp;user=phone SIP/2.0
Call-1D: 53409-55514-55500-00a0deObe46e@10.224.228.1
Contact: <sip:0352065369@10.224.228.1:5060>
Content-Length: 135

///////////////////J//////////////A
o

NGING

180 R‘ Content-Type: application/sdp
CSeq: 83 INVITE
From: <sip:0352065369@voip-ca.sphere.ne.jp>;tag=2389310069
Proxy-Authorization: Digest username="nttpc5369", realm="nttpc.com”,

nonce="1046347682", opaque="", uri="10.227.109.134",

response="d2b7blchfa020aab7ce6c728b00238d1"

To: <sip:0352106434@sphere.ne.jp>
User-Agent: YAMAHA RTA54i
Via: SIP/2.0/UDP 10.224.228.1:5060

R A o
s

©2005 NTTPC Communications, Inc 24
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char *username="bob";

char *nonce="1121030407281420";

char *realm=""atlanta.example.com";
char *passwd="mypasswd";
char *Uri="" sips:ss2.biloxi.example.com ";

char *cnonce="0D03C005";
char nc[9]="00000001";
char *gop="auth";

char *method="INVITE";
char HA1[36];

char HA2[36];

char response[36];

©2005 NTTPC Communications, Inc 2y

Digest

I H'.I.'.I'Fﬁcoum@

HA1=MD5(Username:Realm:Password
HA2=MD5(Method:URI)
Response=MD5(HA:Nonce:HA2)

HASH
B —— >
MD5
SHA-1
MD
©2005 NTTPC Communications, Inc. ol
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I NTT 5T coMMUNICATIONS (E)

JREGISTER(F1)

REGISTER sips:ss2.biloxi.example.com SIP/2.0

Via: SIP/2.0/TLS client.biloxi.example.com:5061;branch=z9hG4bKnashds7
Max-Forwards: 70

From: Bob <sips:bob@biloxi.example.com>;tag=a73kszIfl

To: Bob <sips:bob@biloxi.example.com>

Call-1D: 1j9FpLxk3uxtm8tn@biloxi.example.com

CSeq: 1 REGISTER

Contact: <sips:bob@client.biloxi.example.com>

Content-Length: 0

2005 NTTPC Communications, Inc 27

I NTT > CooMMUNICATIONS (E)

IREGISTER(F2)

SIP/2.0 401 Unauthorized

Via: SIP/2.0/TLS client.biloxi.example.com:5061;branch=z9hG4bKnashds7
;received=192.0.2.201

From: Bob <sips:bob@biloxi.example.com>;tag=a73kszIfl

To: Bob <sips:bob@biloxi.example.com>;tag=1410948204

Call-1D: 1j9FpLxk3uxtm8tn@biloxi.example.com

CSeq: 1 REGISTER

WWw-Authenticate: Digest realm="atlanta.example.com", qop="auth",

< nonce="ea9c8e88df84f1cec4341ae6eche5a3s9", >

opague="", stale=FALSE, algorithm=ND5 \

Content-Length: 0

©2005 NTTPC Communications, Inc 20
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I NTT 5T coMMUNICATIONS @

JREGISTER(F3)

REGISTER sips:ss2.biloxi.example.com SIP/2.0

Via: SIP/2.0/TLS client.biloxi.example.com:5061;branch=z9hG4bKnashd92

Max-Forwards: 70

From: Bob <sips:bob@biloxi.example.com>;tag=ja743ks76zIflH

To: Bob <sips:bob@biloxi.example.com>

Call-1D: 1j9FpLxk3uxtm8tn@biloxi.example.com

CSeq: 2 REGISTER

Contact: <sips:bob@client.biloxi.example.com>

Authorization: Digest username="bob", realm="atlanta.example.com"
nonce="ea9c8e88df84flcec4341laebcbe5a359", opaque="",

uri="sips:ss2.biloxi.example.com",

Content-Length: 0

2005 NTTPC Communications, Inc 2C

I NTT > CooMMUNICATIONS @

IREGISTER(F4)

SIP/2.0 200 OK

Via: SIP/2.0/TLS
client.biloxi.example.com:5061;branch=z9hG4bKnashd92

;received=192.0.2.201
From: Bob <sips:bob@biloxi.example.com>;tag=ja743ks76zIflH
To: Bob <sips:bob@biloxi.example.com>;tag=37GkEhwI6
Call-ID: 1j9FpLxk3uxtm8tn@biloxi.example.com
CSeq: 2 REGISTER
Contact: <sips:bob@client.biloxi.example.com=>;expires=3600

Content-Length: 0

©2005 NTTPC Communications, Inc. 20
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l I NTT 5T coMMUNICATIONS @

Alice ————=—===SIP —_— Bob
» INVITE(F1)
407(F2)
ACK(F3)
INVITE(F4)
INVITE(F5)
100(F6)
180(F7) >
180(F8)
<«
200 [ —
200 <
«— [
ACK ACK
< RTP
l——
BYE BYE
«— e
<«
200
e
200
EE— Le

o
=

INVITE(INV) F1 = ©
1 (INV) |

INVITE sip:bob@biloxi.example.com SIP/2.0

Via: SIP/2.0/TCP client.atlanta.example.com:5060;branch=z9hG4bK74b43
Max-Forwards: 70

Route: <sip:ssl.atlanta.example.com;lr>

From: Alice <sip:alice@atlanta.example.com>;tag=9fxced76sl

To: Bob <sip:bob@biloxi.example.com>

Call-1D: 3848276298220188511@atlanta.example.com

CSeq: 1 INVITE

Contact: <sip:alice@client.atlanta.example.com;transport=tcp>
Content-Type: application/sdp

Content-Length: 151

v=0

o=alice 2890844526 2890844526 IN IP4 client.atlanta.example.com
s=-

c=IN1P4 192.0.2.101
t=00 SDP
m=audio 49172 RTP/AVP O
a=rtpmap:0 PCMU/8000




I NTT 5T coMMUNICATIONS @

DiNVITE(407) F2

SIP/2.0 407 Proxy Authorization Required

Via: SIP/2.0/TCP client.atlanta.example.com:5060;branch=z9hG4bK74b43

From: Alice <sip:alice@atlanta.example.com>;tag=9fxced76sl

To: Bob <sip:bob@biloxi.example.com>;tag=3flal12sf

Call-1D: 3848276298220188511@atlanta.example.com

CSeq: 1 INVITE

Proxy-Authenticate: Digest realm="atlanta.example.com”, gop="auth",
nonce="f84flcec4le6chbe5aea9c8e88d359",
opaque="", stale=FALSE, algorithm=MD5

Content-Length: 0

From-tag
Challenge

2005 NTTPC Communications, Inc 22

I NTT > CooMMUNICATIONS @

LINVITE(ACK)F3

ACK sip:bob@biloxi.example.com SIP/2.0

Via: SIP/2.0/TCP client.atlanta.example.com:5060;branch=z9hG4bK74b43
Max-Forwards: 70

From: Alice <sip:alice@atlanta.example.com>;tag=9fxced76sl

To: Bob <sip:bob@biloxi.example.com>;tag=3flal12sf

Call-1D: 3848276298220188511@atlanta.example.com

CSeq: 1 ACK

Content-Length: 0

©2005 NTTPC Communications, Inc. 24
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NTT P CooMMUNICATIONS @

LINVITE(INV)F4 [
INVITE sip:bob@biloxi.example.com SIP/2.0
Via: SIP/2.0/TCP client.atlanta.example.com:5060;branch=z9hG4bK74bf9
Max-Forwards: 70
Route: <sip:ssl.atlanta.example.com;lr>
From: Alice <sip:alice@atlanta.example.com>;tag=9fxced76sl
To: Bob <sip:bob@biloxi.example.com>
Call-1D: 3848276298220188511@atlanta.example.com
CSeq: 2 INVITE
Contact: <sip:alice@client.atlanta.example.com;transport=tcp>
Proxy-Authorization: Digest username=*"alice”, realm="atlanta.example.com”,

nonce="wf84flceczx4lae6cbe5aea9c8e88d359",

opaque="", uri="sip:bob@biloxi.example.com",response="42ce3cef44b22f50c6a6071bc8"
Content-Type: application/sdp

Content-Length: 151

v=0

o=alice 2890844526 2890844526 IN IP4 client.atlanta.example.com
s=-

c=IN 1P4 192.0.2.101 CSeq
t=00 response
m=audio 49172 RTP/AVP 0
a=rtpmap:0 PCMU/8000

o
&l

I NTT > CooMMUNICATIONS @

BINVITE(180) F7

SIP/2.0 180 Ringing
Via: SIP/2.0/TCP ssl.atlanta.example.com:5060;branch=z9hG4bK2d4790
Via: SIP/2.0/TCP client.atlanta.example.com:5060;branch=z9hG4bK74bf9
Record-Route: <sip:ss2.biloxi.example.com>,<sip:ssl.atlanta.example.com>
From: Alice <sip:alice@atlanta.example.com>;tag=9fxced76sl
To: Bob <sip:bob@biloxi.example.com>;tag=314159

Call-1D: 3848276298220188511@atlanta.example.com

Contact: <sip:bob@client.biloxi.example.com;transport=tcp>

i Via
CSeq: 2 INVITE From
Content-Length: 0 To

18



I NTT 5T coMMUNICATIONS @

liNVITE(180)F8

SIP/2.0 180 Ringing
Via: SIP/2.0/TCP client.atlanta.example.com:5060;branch=z9hG4bK74bf9
Record-Route: <sip:ss2.biloxi.example.com>, <sip:ssl.atlanta.example.com>
From: Alice <sip:alice@atlanta.example.com=>;tag=9fxced76sl
To: Bob <sip:bob@biloxi.example.com>;tag=314159

Call-1D: 3848276298220188511@atlanta.example.com
Contact: <sip:bob@client.biloxi.example.com;transport=tcp>
CSeq: 2 INVITE

Content-Length: 0
Via

)
I~

l INVITE(200)F9 I HrTECcommmcmas ©

SIP/2.0 200 OK

Via: SIP/2.0/TCP ss2.biloxi.example.com:5060;branch=z9hG4bk721e4.1
Via: SIP/2.0/TCP ssl.atlanta.example.com:5060;branch=z9hG4bk2d4790
Via: SIP/2.0/TCP client.atlanta.example.com:5060;branch=z9hG4bK74bf9
Record-Route: <sip:ss2.biloxi.example.com>,<sip:ssl.atlanta.example.com>
From: Alice <sip:alice@atlanta.example.com>;tag=9fxced76sl

To: Bob <sip:bob@biloxi.example.com>;tag=314159

Call-1D: 3848276298220188511@atlanta.example.com

CSeq: 2 INVITE

Contact: <sip:bob@client_biloxi.example.com;transport=tcp>
Content-Type: application/sdp

Content-Length: 147

v=0

o=bob 2890844527 2890844527 IN IP4 client.biloxi.example.com
s=-

c=IN 1P4 192.0.2.201 SDP
t=0 0 Contact
m=audio 3456 RTP/AVP 0
a=rtpmapz0 PCMU/8000

19



IINVITE(ACK)

ACK sip:bob@client.biloxi.example.com SIP/2.0

Via: SIP/2.0/TCP
client.atlanta.example.com:5060;branch=z9hG4bK74b76

Max-Forwards: 70

Route: <sip:ssl.atlanta.example.com>,
<sip:ss2.biloxi.example.com>

From: Alice <sip:alice@atlanta.example.com>;tag=9fxced76sl
To: Bob <sip:bob@biloxi.example.com>;tag=314159

Call-1D: 3848276298220188511@atlanta.example.com

CSeq: 2 ACK

Content-Length: 0

I NTT 5T coMMUNICATIONS @

2005 NTTPC Communications, Inc

LINVITE(BYE)

BYE sip:alice@client.atlanta.example.com SIP/2.0

Via: SIP/2.0/TCP client.biloxi.example.com:5060;branch=z9hG4bKnashds7
Max-Forwards: 70

Route: <sip:ss2.biloxi.example.com;Ir>,<sip:ssl.atlanta.example.com;ir>
From: Bob <sip:bob@biloxi.example.com>;tag=314159

To: Alice <sip:alice@atlanta.example.com>;tag=9fxced76sl|

Call-1D: 3848276298220188511@atlanta.example.com

CSeq: 1 BYE

Content-Length: 0

I NTT > CooMMUNICATIONS @
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AQ
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liNVITE(200)

SIP/2.0 200 OK

Via: SIP/2.0/TCP client.biloxi.example.com:5060;branch=z9hG4bKnashds7
From: Bob <sip:bob@biloxi.example.com>;tag=314159

To: Alice <sip:alice@atlanta.example.com>;tag=9fxced76sl

Call-1D: 3848276298220188511@atlanta.example.com

CSeq: 1 BYE

Content-Length: O

I HT.I'F’ém@

©2005 NTTPC Communications, Inc.

l Cancel I e O

) inated
487 Request Terminated A87 Request Terminate

ACK ACK

—>

N

N INVITE

N

\ —> INVITE

N 100 Trying _

§ 100 Trying
N

\ . .

§ 180Trying 180Trying
\

Y CANCEL(F3)

N

\ CANCEL(F3)

N 200 OK > S
\ 200 OK
\

)

)

)

Y

N\

N

Y

]

s

—
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JCANCEL(F1)

CANCEL sip:bob@biloxi.example.com SIP/2.0

Via: SIP/2.0/UDP client.atlanta.example.com:5060;branch=z9hG4bK74bf9
Max-Forwards: 70

From: Alice <sip:alice@atlanta.example.com>;tag=9fxced76sl

To: Bob <sip:bob@biloxi.example.com>

Route: <sip:ssl.atlanta.example.com;lr>

Call-1D: 2xTh9vxSit55XU7p8@atlanta.example.com

CSeq: 1 CANCEL

Content-Length: 0

I ll'lTPiMmmas@

2005 NTTPC Communications, Inc

A7

JCANCEL(F2)

SIP/2.0 200 OK

Via: SIP/2.0/UDP client.atlanta.example.com:5060;branch=z9nG4bK74bf9
From: Alice <sip:alice@atlanta.example.com>;tag=9fxced76sl

To: Bob <sip:bob@biloxi.example.com>

Call-1D: 2xTh9vxSit55XU7p8@atlanta.example.com

CSeq: 1 CANCEL

Content-Length: 0

I ll'lTPiMmmas@

©2005 NTTPC Communications, Inc
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I NTT 5T coMMUNICATIONS @

JCANCEL(F3)

SIP/2.0 487 Request Terminated

Via: SIP/2.0/UDP client.atlanta.example.com:5060;branch=z9hG4bK74bf9
From: Alice <sip:alice@atlanta.example.com>;tag=9fxced76sl

To: Bob <sip:bob@biloxi.example.com>;tag=314159

Call-1D: 2xTh9vxSit55XU7p8@atlanta.example.com

CSeq: 1 INVITE

2005 NTTPC Communications, Inc A%

I NTT > CooMMUNICATIONS @

JCANCEL(F4)

ACK sip:bob@biloxi.example.com SIP/2.0

Via: SIP/2.0/UDP client.atlanta.example.com:5060;branch=z9hG4bK74bf9
Max-Forwards: 70

From: Alice <sip:alice@atlanta.example.com=>;tag=9fxced76sl
To: Bob <sip:bob@biloxi.example.com>;tag=314159

Call-1D: 2xTb9vxSit55XU7p8@atlanta.example.com
Proxy-Authorization: Digest username="alice",
realm="atlanta.example.com”,
nonce="ze7klee88df84flcec431laeb6chbe5a359", opaque="",
uri="sip:bob@biloxi.example.com",
response="b00b416324679d7e243f55708d44be7b"

CSeq: 1 ACK

Content-Length: O

2005 NTTPC Communications, Inc AL
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e\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\%

—=
—>

100 Tryin
180Trying

P4
(e
o
o
N

A87 Request Terminated

INVITE
ACK

CANCEL(F3)

9§§§§§§§§

A 1

—>

100 Trying

180Trying
2000
A87 Request Terminated

INVITE
ACK

CANCEL(F3)

°§§§§§§§
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*
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http://www.cs.columbia.edu/sip/drafts/messenger.txt

NOTIFY sip:xiaotaow@128.59.19.27:5060 SIP/2.0

Via: SIP/2.0/UDP 128.59.19.251:13170

From: sip:william@conductor.cs.columbia.edu;tag=d2dd3c15-b762-486b-8911-25ed3a3bd975
To: sip:xiaotaow@cs.columbia.edu

Call-ID:

CSeq: 1 NOTIFY

Contact: <sip:128.59.19.251:13170>

User-Agent: Windows RTC/1.0

Content-Type: application/xpidf+xml

Content-Length: 353

<?xml version="1.0"?>

<IDOCTYPE presence

PUBLIC "-//IETF//DTD RFCxxxx XPIDF 1.0//EN" "xpidf.dtd">

<presence>

<presentity uri="sip:xiaotaow@cs.columbia.edu;method=SUBSCRIBE" />
<atom id="1003’
<address uri="sip:128.59.19.251:13170;user=ip" priority="0.800000">
<status status="open" />

<msnsubstatus substatus="online" />

</address>
</atom>
</presence>
Messenger NOTIFY
( NOTIFY )
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<status status = “closed”>

SIP SIP

NOTIFY 4
EXpires : o
SUBSCRIBES

NOTIFY
expires 0
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