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X.509
Version: v3

SerialNumber: 3a:1e:56:f9

SignatureAlgorithm: shalWithRSAEncryption

Issuer: C=JP, O=ABC, OU=MedCA

Validity:Not Before: Dec 7 13:30:00 GMT 2003 Not After: Dec 6 13:05:00 GMT 2004
Subject: C=JP, O=ABC, OU=Person, CN=ALICE

Subject Public Key Info:

Public Key Algorithm: rsaEncryption

Extensions:
Certificate Policies: policyldentifier: 1.2.3.4.3
Signature Algorithm: shalWithRSAEncryption
Signature Data:

CA
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3.1.9 Authentication of individual identity

Identification Requirements

Rudimentary

Basic Identity may be established by in-person proofing before a Registration Authority or Trusted
Agent; or comparison with trusted information in a data base of user-supplied information
(obtained and/or checked electronically, through other trusted means (such as the U.S.
mail), or in-person); or by attestation of a supervisor, or administrative or information
security officer, or a person certified by a state or Federal Entity as being authorized to
confirm identities.

Medium Identity shall be established by in-person proofing before the Registration Authority, Trusted
Agent or an entity certified by a State or Federal Entity as being authorized to confirm
identities; information provided shall be verified to ensure legitimacy. A trust relationship
between the Trusted Agent and the applicant which is based on an in-person antecedent
may suffice as meeting the in-person identity proofing requirement. Credentials required
are either one Federal Government-issued Picture |.D., or two Non-Federal Government
1.D.s, one of which shall be a photo 1.D. (e.g., Drivers License)

High RA
ID ID

Federal PKI (FPKI) Policy Authority
http://lwww.cio.gov/fpkipa/policies.htm 47
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6.2 PRIVATE KEY PROTECTION
6.2.1 Standards for cryptographic module

Assurance Certification Subscriber Registration
Level Authority Authority
Rudiment | FIPS 140-2 Level 1 N/A FIPS 140-2 Level 1
ary (HW or SW) (HW or SW)
Basic FIPS 140-2 Level 2 | FIPS 140-2 Level 1 | FIPS 140-2 Level 1

(HW or SW) (HW or SW) (HW or SW)
Medium | FIPS 140-2 Level 2 | FIPS 140-2 Level 1 | FIPS 140-2 Level 2
(HW) (HW or SW) (HW)
High FIPS 140-2 Level 3 | FIPS 140-2 Level 2 | FIPS 140-2 Level 2
(HW) (Hardware) (HW)

Federal PKI (FPKI) Policy Authority

http://www.cio.gov/fpkipa/policies.htm 50
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