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ping IP

192.168.0.1

192.168.100.1 192.168.0.2/24

WA echo $ ping 192.168.100.1

echo repl; 192.168.100.1 is alive

$ ping 192.168.100.1

echo repl; 192.168.100.1 is alive

1CMH echo

192.168.100.2/24

CMP edho MP]echo $ ping 192.168.100.2
ICMP echo [repl i i
192.168.100.3/24 p 1cwp fecho répky” [192.168.100.2 is alive
ICMP echo MP| echo $ ping 192.168.100.3
ICMP echo reply 1cvH echo geply”] 192.168.100.3 is alive
1cvA echo $ ping 192.168.200.1
echo repl; 192.168.200.1 is alive
192.168.200.2/24
ICMP echo cho $ ping 192.168.200.2
ICMP echo reply 1CMP Jecho ¢ plh—mz.ias.zoo.z is alive

192.168.200.1
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ping IP

192.168.100.1 162.168.0.1

MA echo

192.168.0.2/24

$ ping 192.168.100.1

1CMH echo

ICMP fecho rdp!

192.168.100.1 is alive

s ping 192.168.100.1

ICMP echo MP|echo

192.168.100.2/24 1CVP fecho rdp! >1-92.168.100.1 is alive

$ ping 192.168.100.2

ICMP echo [repl
192.168.100.3/24 P 1CMP |echo ¢

[1ICMP dcho MP|echo

pK~ |192.168.100.2 is al

$ ping 192.168.100.3

1CMH echo

ping time out
= ==192.168.100.3 ¥s down

s ping 192.168.200.1

192.168.200.2/24
ICMP echo MP [echo

ICMP fecho r(pli 192.168.200.1 is alive

$ ping 192.168.200.2

ICMP echo reply ICMPecho rf

192.168.200.1
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ping IP
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echo

192.168.0.2/24

s ping 192.168.100.1

echo rg

echo

Dl; 192.168.100.1 is alive

$ ping 192.168.100.1

192.168.100.2/24 ICVMP fecho ré

ICMP echo echo

pl; 192.168.100.1 is alive

$ ping 192.168.100.2

ICMP echo

192.168.100.3/24 lecho ¢

ICMP echo echo

pb [192.168.100.2 is alive

ICMP echo reply echo

echo

eply”| 192.168.100.3 is alive

$ ping 192.168.200.1

192.168.200.2/24 echo rg

echo

— =192.168.200.1
pl is unreachabl

$ ping 192.168.200.2

unreachable

192.168.200.2

lecho ¢

is unreachable

> -

192.168.200.1
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Q IP-VPN
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NAPT(Network Address/Port Translation)
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@ DNS/MAIL(SMTP)/WWW

@ DNS/MAIL (SMTP/POP) /WWW(Intra)
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@ File Server/Print Server

o TELNET SSH

@FTP

@ SMTP

> IPsec/PPTP VPN
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@ DNS

@ Primary: dnsO.xy.jp (172.17.201.18)
@ Secondary: mailO.xy.jp (172.17.201.19)

@ Primary: mailO.xy.jp
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@ POP
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INTERNET

mail0.xy.jp dns0.xy.jp

172.17.201.1

w0: 172.17.201.30

172.17.201.2 WWW.X

DMZ segment:

172.17.201.16/728 WAmZ

172.17.201.1

1P-VPN R
192.168.250.0/24 )

192.168.250.100i

172.16.10.0/2 172.16.10.1,
I inti w0: 172.16.10.250 I

b1-rt0-vpn!
1

bl-rtO-intra:

Client PC

172.16.100.1

172.18.100.130

J

I b*. 172.16.100.250 I

1
1
1
1
1
| branchl segment:
1
1
1
1

172.16.100.0/24 ;
fs.intra.xy.jp bb.xy.jp P -
172.16.10.10  172.16.10.50 ! Ce
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INTERNET
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172.17.201.1
isp-upstream Www-isp-if
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fw-dmz: ifw-upstream 172.18.100.130
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172.17.201.16/28
L 192.168.250.1

I
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I

D
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1

1

1

1

1

1

1

1

1

1

1

1
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1
192.168.250.100; TR G -

fs.intra.xy.jp bb.xy.jp
172.16.10.10 172.16.10.50

DY ¥ |

1
1
1
[
b1-rt0-vpni : : :
intra-sw0: 172.16.10.250 : | bl-rtO-intra: [
h : 172.16.100.1 : :
1

: 1 bl-sw0: 172.16.100.250 II 1
1 [
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1
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IP address URL
172.16.10.1 fw-intra -—= firewall
(172.16.10.0/24) 172.16.10.10 fs.intra.xy.jp ——= FileServer
172.16.10.50 bb0.xy.ip bb0.xy.ip http, ssh
172.16.10.250 |intra—swO ——= switch
DMZ 172.17.201.17 |fw-dmz -— firewall
(172.17.201.0/28) 172.17.201.18 |mailO.xy.ip mail0.xy.jp dns, smtp, pop, ssh
172.17.201.19 |dnsO.xy.jp dns0.xy.ip dns, smtp, ssh
172.17.201.30 |dmz-swO ——= switch
WAN 172.17.201.1 isp—upstream -—— ISP-Router
(172,17,201.0/30) 172.17.201.2 fw-upstream ——= firewall
WWW.XY.jp 172.18.100.130 |www.Xy.jp WWW.XY.|p http, ftp, ssh
(172.18.100.128/30) [172.18.100.129 |www-isp-if -—= ISP—Router
192.168.250.1 |fw-vpn ——= firewall
(192.168.250.0/24) [192.168.250.2 |b1-rtO-vpn - router
172.16.100.1 bl-rtO-intra — firewall
(172.16.100.0/24) 172.16.100.250 |b1-sw0 ——= switch
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@C

@
o Unix BB

@ BB Windows NT
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= URL e
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>
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@ http://www.nagios.org

@ Linux
NetSaint Nagios
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i InTerneT,Wesx 2005 i =

From hobbit@bb0.xy.jp Thu Nov 24
01:35:45 2005

Date: Thu, 24 Nov 2005 01:35:45 +0900
(sT)

From: hobbit supervisor

<hobbi t@bb0. xy . jp>

To: hobbit@bb0.xy. jp

Subject: Hobbit [352916] dns0.xy.jp:smtp
CRITICAL (RED)

red Thu Nov 24 01:34:31 2005 smtp NOT
ok

Service smtp on dns0.xy.jp is not OK :
Service unavailable (Connection refused)

Seconds: 0.09

View
All None-gree =
view

See http://bb0.xy. jp/hobbit-cgi/bb-
hostsvc.sh?HOSTSVC=dns0, xy, jp.smtp

View
All None-gree
view

[HISTORY]

View
Main view

Hobbit

>

View
All None-gree
view

2004/12/8

jInTeRneTWEeK SO0 |
- 2005 12 6 ( ) 9(C ) .
Hobbit

etc/bb-hosts - 1

Q
o /etc/hosts
Q

Hobbit/Big Brother
@ Hobbit LDAP/SSL

@ <IP Address> <Host Name> [ # <Service> {<Service>}]

IP Address: IP Address
Host Name:
Service:
2004/12/8 Copyright (C) 1999-2005 Shigeki YAHAGI, All rights reserved. eMobile
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Hobbit
etc/bb-hosts -

$ cat bb-hosts

#

# THE BIG BROTHER HOSTS FILE

#

192.168.0.10 kansil.xy.jp # BBPAGER BBNET BBDISPLAY http://kansil.xy.jp/bb

group-compress <H3><I>xy.jp Servers</I></H3>

192.168.0.2 nsl.xy.jp # dns ssh !telnet

192.168.0.3 mailO.xy.jp # dns SMTP pop3 ssh !telnet
192.168.0.5 www.xy.jp # telnet ssh ftp http://www.xy.jp/

# router interface entry

page Router-1F “Router Interface”

group-compress <H3><I>Routerl Interfaces</I></H3>
192.168.0.1 gwl.xy-jp

192.168.0.50 gw2.xy-jp

group-compress <H3><I>Router2 Interfaces</I1></H3>
192.168.1.2 tok-yok-ma30.wan.xy.jp

192.168.1.6 tok-osa-drl5.wan.xy.jp

$

2004/12/8 Copyright (C) 1999-2005 Shigeki YAHAGI, All rights reserved. e M o b i | e
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Hobbit
etc/bb-hosts - 2
@ Service

* BBNET ,BBPAGER,BBDISPLAY
@ BBDISPLAY
@ BBPAGER
o] BBNET
@ ping
@noping: ping
@noconn: ping

@dialup: ping NG

- smtp, http,pop3,dns, Ftp,telnet,ssh, imap
@http URL http://www.Xxy. jp/top.shtml
o)

@ !telnet : telnet port
dns/http/https 71”7

@ ~telnet :
o o N m
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Hobbit
etc/bb-hosts - 3

Q group, group—compress
@ group(-compress) <group name>
o)
@ group :
] group-compress :
@ <group name> html
Q page/subpage
@ page <page name> <page title>
@ subpage <subpage name> <subpage title>
o)
[*] <page name>

@ <page title> html

2004/12/8 Copyright (C) 1999-2005 Shigeki YAHAGI, All rights reserved. e M o b i I e

[} nreeneT Ueek 200 )

2005 12 6 ( ) 9(C )
bb-hosts

BB BBDISPLAY BB
BBPAGER BB
BBNET BB

PING noping ping
noconn ping
dialup ping NG
ftp ftp
smtp smtp
pop3 pop3
telnet telnet
ssh ssh
nntp nntp
http://URL URL http
https:.//URL _[URL https (lynx b}
dns dns
dig dns dig
bbd BBDISPLAY/BBPAGER '
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[§ Inm=rneT Weex 2005

Ping

<9
Q /
URL
172.16.10.1 fw-intra firewall
(172.16.10.0/24) 172.16.10.10 fs.intraxy.jp — FileServer
172.16.10.50 bbO.xy.ip bbO.xy.ip http, ssh
172.16.10.250 |intra-swO e switch
DMZ 172.17.201.17 |fw-dmz —— firewall
(172.17.201.0/28) 172.17.201.18 |mailOxy.jp mailO.xy.jp dns, smtp, pop, ssh
172.17.201.19 |dnsO.xy.ip dnsO.xy.jp dns, smtp, ssh
172.17.201.30 |dmz-swO — switch
WAN 172.17.201.1 isp-upstream e ISP—Router
(172,17,201.0/30) 172.17.201.2  |fw-upstream ——= firewall
WWW.XY.jp 172.18.100.130 [www.xy.jp WWW.XY.JD http, ftp, ssh
(172.18.100.128/30) [172.18.100.129 |www-—isp-if e ISP-Router
192.168.250.1 |fw-vpn — firewall
(192.168.250.0/24) 1192.168.250.2 | bl1-rt0O-vpn — router
172.16.100.1 bl-rtO-intra - firewall
(172.16.100.0/24) 172.16.100.250 [b1-swO ——= switch
2004/12/8 Copyright (C) 1999-2005 Shigeki YAHAGI, All rights reserved.
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group BBServer (http)
INTRA segment 172.16.10.1
172.16.10.10 fs.intra.xy.jp telnet smtp
. BBDISPLAY BBNET . .
172.16.10.50 bb.xy.jp BBPAGER ssh http://bb.xy.jp/bb telnet smtp
172.16.10.250 |intra-swO
DMZ segment 172.17.201.17 |fw-dmz
o dns smtp pop
top-page 172.17.201.18 |mail.xy.jp = telnet
172.17.201.19 |dns.xy.jp dns smtp ssh telnet
172.17.201.30 |dmz-swO
Internet segment |172.17.201.1 isp—upstream
172.17.201.2 fw-upstream
‘Q’e"‘g’]"r:]’e':]‘zs""g 172.18.100.130 |www.xy.jp ftp ssh http:/ /www.xy.jp telnet smtp
172.18.100.129 |www—isp-if
VPN segment 192.168.250.1 |fw-vpn
sub-page 192.168.250.2 |b1-rt0O-vpn
Branchl |Branchl segment [172.16.100.1 b1-rtO-intra
172.16.100.250 |b1-swO
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Hobbit

fif reene T lea: 200S

etc/bb-hosts

# Big Brother/Hobbit HOSTS FILE -- bb-hosts
group-compress <B>DMZ Segment</B>

172.17.201.17  fw-dmz

172.17.201.18 mailO.xy.jp # dns SMTP ssh pop3
172.17.201.19 dnsO.xy.jp # dns SMTP ssh
172.17.201.30  dmz-swO

group-compress <B>INTERNET Segment</B>

172.17.201.1 isp-upstream

172.17.201.2 fw-upstream

172.18.100.129 isp-www-if

172.18.100.130 www.Xxy-jp # http://www.xy.jp/ ssh ftp

group-compress <B>INTRA Segment</B>
172.16.10.1 fw-intra # ssh

172.16.10.250  hg-sw0
172.16.10.10 fsO.intra.xy.jp

page BRANCH <B>BRANCH OFFICE</B>
group-compress <B>VPN</B>
192.168.250.1  fw-vpn
192.168.250.100 bl-rt0-vpn

group-compress <B>BRANCH1 Segment</B>
192.168.100.1  bl-rtO-intra
192.168.100.10 bl-sw0

# end of bb-hosts

172.16.10.50 bb0.xy.jp # BBDISPLAY BBPAGER BBNET bbd http://bb0.xy.jp/bb/ ssh

2004/12/8 Copyright (C) 1999-2005 Shigeki YAHAGI, All rights reserved.
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bb-hosts

bb-hosts

¥ BT0 BrotNer/nonpIt  HoSTS FILE —— DD-NoStS
group-compress <B>DMZ Segment</B>
172.17.201.17 fw-dmz

172.17.201.18 mailO.xy.jp # dns SMTP ssh pop3
172.17.201.19 dnsO.xy.jp # dns SMTP ssh
172.17.201.30  dmz-swO

group-compress <B>INTERNET Segment</B>

172.17.201.1 isp-upstream

172.17.201.2 fw-upstream

172.18.100.129 isp-www-if

172.18.100.130 www.Xxy.jp # http://www.xy.jp/ ssh ftp

group-compress <B>INTRA Segment</B>

172.16.10.1 fw-intra # ssh

172.16.10.50 bbO.xy.jp # BBDISPLAY BBPAGER BBNET bbd http://bb0.xy.jp/bb/ ssh
172.16.10.250 hg-swO

172.16.10.10 fsO.intra.xy.jp

/

bb.html

IE—

page BRANCH <B>BRANCH OFFICE</B>
group-compress <B>VPN</B>
192.168.250.1 fw-vpn

group-compress <B>BRANCH1 Segment</B>
192.168.100.1  bl-rtO-intra

192.168.250.100 bl-rt0-vpn B e

Branchl.html

192.168.100.10 bl-swO
# end of bb-hosts
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[P R |
1 dmz |
1 1
i DMZ 5 |
i 172.17.201.16/28
1 1
1 1
e e e e e e e e e = 1
| B 1
————————————————————————————————— 1 I
INTERNET | 1
1 . 1
! i bb.xy.jp |
vopedoayiim . _ : 172161050 |
172.18.100.128/30 ISP 172147,201.0/30 ! ]
1
1
1
1
1

172.16.10.0/24

192.168.250.0/24
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L’I InTeRneT,Week 2005 k.

mail0.xy.jp dmz-swO fw-dmz is alive
172.17.201.18 172.17.201.30 172.17.201.17

fw-intra intra-swO bb.xy.jp
17216101  172.16.10.250 172.16.10.50
intra-swO

is alive
fw-intra

ICMP echo re

fw-dmz
is alive

dmz-swO
is alive

S5

mail0.xy.jp

I
b1-rt0-vpn
192.168.250.2

bl-rtO-intra
172.16.100.1 4

bl-sw0
192.168.100.25

2004/12/8

is alive
fw-vpn
192.168.250.1

fw-upstream )
is alive WWW.XY Jp
nternet

Isp—upstream
is down

Isp-www—if
is down

WWW.XY.jp
is down
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Hobbit
etc/hobbit-alert.cfg
[
[
@ HOST=<HOST >
MAIL < > <OPTIONS>
@ <HOST > 0"
D < >
@ <OPTIONS>
@ SERVICE= SERVICE> <SERVICE>
@ REPEAT=<TIME> <TIME>
@ DURATION{<|>}<TIME> <TIME>
@ COLOR=<COLOR> <COLOR> "red" "yellow",
"purple”
@ RECOVERED
o
=) HOST=www.foo.com SERVICE=http
MAIL webadmin@foo.com REPEAT=20 RECOVERED
MAIL cio@foo.com DURATION>60 COLOR=red m
2004/12/8 Copyright (C) 1999-2005 Shigeki YAHAGI, All rights reserved. eMobile
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fs.intra.xy.jp
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Q
o
3
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Qo
3
alert@branch.xy.jp
2004/12/8

intra@xy.jp

alert@xy.jp

Copyright (C) 1999-2005 Shigeki YAHAGI, All rights reserved.
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: 2005 12 6 () 9C ) 3
IP address
172.16.10.1 fw-intra firewall alert@xy.jp 24/7D
(172.16.10.0/24) 172161010  |fsintraxyjp  |FileServer alert@xy.jp 24/ 1'2’5
172.16.10.50 bb0.xy.jp http ssh alert@xy.jp 24/7D
172.16.10.250 intra—swO switch alert@xy.jp 24/7D
172.17.201.17 fw-dmz firewall alert@xy.jp 24/7D
(172.17.201.0/28) 172.17.201.18 mail0.xy.jp dns smtp pop ssh alert@xy.jp 24/7D
172.17.201.19 dns0.xy.ip dns smtp ssh alert@xy.jp 24/7D
172.17.201.30 dmz-swO switch alert@xy.jp 24/7D
WAN 172.17.201.1 isp-upstream _|ISP-Router alert@xy.jp 24/7D
(17217201.0/30) 172.17.201.2 fw-upstream __|firewall alert@xy.jp 24/7D
WWW.XY.jp 172.18.100.130 |www.xy.jp http ftp ssh alert@xy.jp 24/7D
(172.18.100.128/30) 172.18.100.129 |www-—isp-if ISP—Router alert@xy.ip 24/7D
192.168.250.1 fw-vpn firewall alert@xy.jp 24/7D
O alert@xy.jp
(192.168.250.0/24) 192.168.250.2 b1-rt0-vpn router alert@branchxy.ip 24/7D
. 3 alert@xy.jp
172.16.100.1 b1-rtO-intra firewall alert@branch.xy.jp 24/7D
_ a alert@xy.jp
(172.16.100.0/24) 172.16.100.250 |b1-swO switch alert@branchxy.jp 24/7D
2004/12/8 Copyright (C) 1999-2005 Shigeki YAHAGI, All rights reserved. eMobile
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etc/hobbit-alert.cfg

[hobbit@bb0.xy. jp /home/hobbit/server/etc]$ cat hobbit-alert.cfg
### hobbit-alert.cfg

HOST=%"fs*
MAIL alert@xy.jp TIME=*:0000-0359:*:0600-2359
## fs*(fs.intra.xy.jp D 24H/7D
H#it altert@xy.jp intra@xy.jp
#Hit AM4:00-AM5:59
HOST=%"b1-*

MAIL alert@xy-jp
MAIL alert@branch.xy.jp

## bl-*( ) 24H/7D
#Ht altert@xy.jp intra@xy-jp
HOST=%".*

MAIL yahagi@eaccess.net COLOR=red REPEAT=30m
MAIL hobbit COLOR=red REPEAT=30m

Ht hobbit@bb0.xy-jp
### end of hobbit-alert.cfg
$
2004/12/8 Copyright (C) 1999-2005 Shigeki YAHAGI, All rights reserved. e M o b i | e
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S 2 BBTray -

@ BigBrother/Hobbit DisplayServer
@ http://www.deadcat.net/viewfile.php?fileid=233

@ Windows9x/NT/2000/XP

@ BB Popup Window
@ Window
@BB IP
Q tkBB(Tk-Perl )
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BB/Hobbit
BBTray -

K|

Green Window
- this is normal status

N =]

Yellow Window
yellow : Big Brothes - Stabus @ Sun MNov § 16:48:57 JST 2000 - this is warning status.

Red Window
- this is critical status!!

2004/12/8 Copyright (C) 1999-2005 Shigeki YAHAGI, All rights reserved. e M o b i | e
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BBTray

; BBTRAY.INI - BBTray Configuration File
5 This file must be in the same directory as the BBTRAY.EXE.
5 Changes will only take effect on restart of BBTray

Default options

[General]

DisplayURL=http://bb0.xy. jp/hobbit/bb2.html
SoundsPath=C:¥Program_Files¥BBtray¥Sounds¥
IconsPath=C:Program Files¥¥BBtray¥lcons¥
;ProxyName=192.168.0.200:3128
PolIFrequency=15

PageDelay=900

PopupLevels=r,p,y,g

String for tray icon”s hint and pop-up window. Can include the following
fields identifiers:

%U BBDISPLAY URL

%T BBDISPLAY title

%c  color letter (ex: "g" for "green)

%C  color string

¥n  NewLine
For the old URLOnHint format, use HintString=%C: %U
; O0BS: Max HintString size is 63 chars.
flintStr ly Servers:
PopupString=My Servers: %U¥n%T

; These are the messages displayed by BBTray

[Messages]

VERIFY=Verifying...

NOCONN=It was not possible to connect to the monitoring system!
INVSTATUS=Invalid status received!
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INDEX
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@ Hobbit/Big Brother/Nagios IP

@ Hobbit/BB
@ Nagios NPREP/NRPE/NSClient

>

@ CPU

=

<

] BBCLIENT

) em
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fw-upstream 172.18.100.130

DMZ segment:
172.17.201.16/28

— —_—
[} InreeneTWeex 200S N .
2005 12 6 ( ) 9( )
- — — —
|
| —— e = ==y
I hobbit
|
1
|
|
: )
! /N
BBDISPLAY
HORBIT .
HOBBIT i ~
g
BBPAGER 1
I |
|
[ | ! )
N\
e -
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Pmo oo --— - INTERNET
1
: mail0.xy.jp dns0.xy.jp : |
172.17.201.18 172.17.201.19 i cdmmm e e
! ] P ISP ]
| | 1 \ |
: : : I?-s72—lul7slt2rgi}1%| Www-isp-if :
i | p SR 172.18.100.130 i
I ESN S 1 1 1
1 ! ! 1
| | 1 |
1 1
: I dmz-swk172.17.2013¥ L 1 1 :
1 1 1 172.17.201.2 www.xyjp |
1 1
1 1
1
1

192.168.250.1

branchl segment:

1
192.168.250.100; 172.16.100.0/24

b1-rt0-vpni
1

bl-rtO-intra:
172.16.100.1

fs.intra.xy.jp bb.xy.jp
172.16.10.10 172.16.10.50
__________________________ H
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Hobbit
|
< = = | 0s
CPU | | HDD
|
/
> send
g < mail
b - 0s
— em
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msgs popd procs  smip gsh trends

@ dnsO.xy.jp IP OK
o] SMTP
SMTP
@ DISK
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Windows BBCLIENT

- i Desttar Clise 1 0% - aloix

B[z 1050 o] o =2 v 10 50 o
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@ Hobbit

9
Hobbit

o
etc/hobbit-client.cfg

Hobbit:

hobbitclient.cfg

[hobbit@bb0.xy.jp ~/server/etc]$ cat hobbitclient.cfg
# the generic rules last.

up 1h
LOAD 5.0 10.0

DISK / 70 85

DISK /var 50 70

DISK /dev 101 101

DISK Zusr/compat/linux/proc 101 101
DISK /usr 75 85

MEMPHYS 100 101
MEMSWAP 50 80
MEMACT 90 97

Mimeenerleec o

[} inTeenerLeek 200S M

2005 12 6 () 9C ) .
Hobbit

@ CPU
@ load average CPU
=] 1

@ LOAD <WARN > <PANIC >
@ <WARN > - Load average warning

@ <PANIC > - Load average panic

CPU

@ UPTIME
(] UPTIME
"]

/UPTIME

@ UP <bootlimit > <toologlimit >

@ <bootlimit >
h/7d/w
/ 7/

@ <toolonglimit >

o UP 1d

@ HOST=<host IP/URL>
UP <bootlimit > <toologlimit >
-] HOST=www.xy.jp
UP 1h 50w

0 CPU PROC syslogd 1 1 yellow
PROC cron
@ UPTIME PROC sshd
0 HOST=bb0.xy.jp
PROC inetd 0 O yellow
PROC xinetd 0 0 yellow
[ ] PROC httpd 5 20 red
2004/12/8 Copyright (C) 1999-2005 Shigeki YAHAGI, All rights reserved. e M o b i | e
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] LOAD 5 10
9
<WARN >=5, <PANIC >=10

=

@ HOST=<host IP/URL>

LOAD <WARN > <PANIC >
[=] HOST=www.xy.jp
LOAD 10 20

2004/12/8
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Hobbit

MEMPHYS

MEMACT

MEMSWAP

3 1

MEMPHYS <WARN > <PANIC >
MEMACT <WARN > <PANIC >

MEMSWAP <WARN > <PANIC >
@ WARN
@ PANIC

@ CPU UPTIME

@ MEMPHYS 100 101
3 <PANIC > 100

@ MEMACT 90 97
@ MEMSWAP 50 80

2004/12/8 Copyright (C) 1999-2005 Shigeki YAHAGI, All rights reserved.
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Hobbit

1
@ PROC <PROC >< > <
@ <PROC >:
@ < > =1
@ < > =1
@ <COLOR > < > < >
"yellow", "red" ="red"
] < >

> <COLOR >

- ]
@ ex: PROC inetd O O yellow

=) CPU UPTIME

PROC syslogd 1 1 yellow
PROC cron
PROC sshd

HOST=bb0.xy.jp
bb0.xy.jp PROC inetd 0 O yellow
PROC xinetd 0 O yellow
PROC _httnd 5 20 red
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Hobbit

3
Q 1
@ DISK < > <WARN > <PANIC >
@< >
@ <WARN >
@ <PANIC >
@ /proc /dev
3
* ] CPU UPTIME
DISK / 70 85
DISK /dev 101 101
DISK Zusr/compat/linux/proc 101 101
HOST=bb0.xy.jp
. DISK /var 50 70
bb0.xyjp DISK /usr 75 85
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RRDtool

Q -
Q CPU
@]
@ RRDtool
=]
<]

@ Hobbit/BB+LARRD

105

RRDTool
o] Load Average, Disk Usage, Memo , SW.
, TCP Connection Time, .
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www.zy.jp Disk Utilization Last 48 Hours §
100 5
L g
= g0 5
w®
00: 00 08:00 12:00 1800 00: 00 08:00 12:00
: ;ex””‘ www.xy.jp Disk Utilization Last 12 Days
fusr 100
B fuar A A A A A A A A = = = A
Sat oct 2z
=
& 50
=
wed Fri sun Tue Thu sat
t r— ey 3
- ;EXPW www .xy.jp Disk Utilization Last 48 Days g
| fusr 100 #
W fvar Fl
sat ot 2 - g
£
& 50 i = H
= s
week. 34 Week 35 Week 36 Week 37 week. 8 Week 38 Week 40 :‘
W sexpol g 0 s H
[E www.ry.jp Disk Utilization Last 576 Days E m
W Jusr 100 Fl % —
| Aur 4 O
Sat oct M [ &
= (= p= i &
2 S0 F p H
»® M | Pl e 4
|H
it
o4
AP May  Jun Jul AuMg SEp OCT Now  DeC Jan  Feb Mar Apr May  Jun Jul  Aug  Sep
W Jexport 24,2 (cur) 90,2 (max) 1.1 (min) 1752 laug)
m 8.0 (cur) 34,0 (max) &0 (min) 7.4 (avg)
W Ausr 12,0 (our) 12,0 (max) 12,0 (min) 12,0 Cavg)
| duar 1370 Ccur) 91,4 (max) 0.0 (min) 22,3 (avg)
2004/12/8 Sat oct 2 18146134 2004 b i I e

2005 12 6 () 9C )

L’I InTeRneT,Week 2005 k.

disk

1-d
www . xy.jp Disk Utilization Last 576 5 §
100 &
- L. B
— bl - =
Z 50 |
"
— s Bl = H H .
Apr May Jun Jul Aug Sep ©Ct How Dec  Jan Feb| Mar Apr| May Jun Jul Aug Sep
W sexport 24,2 (Cur) 0.2 (max) B1.1 (min) 1 F5.2 (avg)
o/ 8 9.0 (cur) R0 (max) g E.0 (min) g 7.4 Lavg)
W Ausr To12.0 (cur) To12.0 (max) Tod2.0 (mind g 2.0 Cava)
W Auar EF.0 (curd 1.4 (max) 0.0 (mind o E2.3 (ava)
Sat Ooct 2 18146134 2004
/var
/export
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Hobbit/BB MRTG bbmrtg.pl
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Making it happen!

Access

Broadband services
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Nagios
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2005 12

contact
J

contactgr
=]

host
@

@
service
@
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6 () 9)

oup

hostgroup

servicegroup

hostextinfo

ICON

Nagios
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host hostg service
IP address PING _ssh smtp__pop3 _httj
fw: 172.16.10.1 intra segment o
(172.16.10.0/24) fsO.intra.xy.jp [172.16.10.10 intra segment o
bbO.xy.ip 172.16.10.50 fw-intra intra_segment o o o
intra—swQ 172.16.10.250 |fw-intra intra segment o
DMz fw-dmz 172.17.201.17 |fw-intra dmz segment =)
(172.17.201.0/28) mail0.xy.ip 172.17.201.18 |dmz-swO dmz segment o o o o o
dns0.xy.jp 172.17.201.19 |dmz-swO dmz segment =] o | o =)
dmz-swO 172.17.201.30 |fw-dmz dmz segment o
WAN isp-upstream [172.17.201.1 fw-upstream nternet segment o
(17217201.0/30) fw—upstream 172.17.201.2 fw-intra nternet segment o
Www.Xxy.jp WWW.XY.jp 172.18.100.130 |www-isp-if nternet segment o o o
(172.18.100.128/30) |www—isp—if 172.18.100.129 |isp-upstream __|internet segment o
fw-vpn 192.168.250.1 |fw-intra vpn segment o
(192.168.250.0/24) [bl-rt0O-vpn 192.168.250.2 [fw-vpn vpn segment o
bl-rtO-intra 172.16.100.1 bl-rt0O-vpn vpn segment =)
(172.16.100.0/24) _ |bl-swO 172.16.100.250 [b1-rtO—intra__[vpn segment =)

2004/12/8

Copyright (C) 1999-2005 Shigeki YAHAGI, All rights reserved.

eMob

le

Nagios

contact contactgroup

/usr/local/nagios/etc/hosts.cfg — contact/contactgroup

define contact{
contact_name
alias

service_notification_period
host_notification_period
service_notification_options
host_notification_options
service_notification_commands
host_notification_commands

email

3

define contactgroup{

contactgroup_name

alias
members

3

admins

nagios

Nagios Admin

24x7

24x7

w,u,c,r

d,u,r
notify-by-email
host-noti fy-by-emai |
nagios@localhost

Nagios Administrators

nagios

2004/12/8
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Nagios

/usr/local/nagios/etc/hosts.cfg — hostgroup

[} nerneT Ueex 200
2005 12 6 ( ) 9( )

/usr/local/nagios/etc/hosts.cfg - host template mailO.xy.jp host

define host{
name generic-host ; The name of this host template
notifications_enabled 1 ; Host notifications are enabled
event_handler_enabled 1 ; Host event handler is enabled
flap_detection_enabled 1 ; Flap detection enabled
failure_prediction_enabled 1 ; Failure prediction is enabled
process_perf_data 0 ; Process performance data
retain_status_information 1 ; Retain status information across program restarts
retain_nonstatus_information 1 ; Retain non-status information across program restarts
register 0 ; ITS NOT A REAL HOST, JUST A TEMPLATE!

ation_interval 120
ation_period 24x7

notification_options d,u,r
max_check_attempts 10

define host{
use generic-host ; Name of host template to use
host_name mail0.xy.jp
alias mail server
parents fw-dmz
address 192.168.10.10
check_command  check-host-alive
contact_groups admins

2004/12/8 Copyright (C) 1999-2005 Shigeki YAHAGI, All rights reserved. e M o b i | e
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hostgroup

define hostgroup{

hostgroup_name DMZ
alias DMZ Segment
members fw-dmz, mailO.xy.jp, dnsO.xy.jp, dmz-swO

define hostgroup{
hostgroup_name
alias
members

define hostgroup{
hostgroup_name
alias
members

define hostgroup{
hostgroup_name
alias
members

INTERNET
INTERNET Segment
isp-upstream, fw-upstream, isp-www-if, www.xy.jp

INTRA
INTRA Segment
fw-intra, localhost, hg-sw0, fsO.intra.xy.jp

BRANCH
BRANCH Segment
fw-vpn, bl-rtO-vpn, bl-rtO-intra, bl-swO

2004/12/8
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Nagios

/usr/local/nagios/etc/hosts.cfg — service template

119

service 1

define service{
name generic-service ; The "name” of this service template

active_checks_enabled 1 ; Active service checks are enabled
passive_checks_enabled 1 ; Passive service checks are enabled/accepted
parallelize_check 1 ; Active service checks should be parallelized
obsess_over_service 1 ; We should obsess over this service (if necessary)
check_freshness 0 ; Default is to NOT check service "freshness”
notifications_enabled 1 ; Service notifications are enabled
event_handler_enabled 1 ; Service event handler is enabled
flap_detection_enabled 1 ; Flap detection is enabled
failure_prediction_enabled 1 ; Failure prediction is enabled

process_perf_data 1 ; Process performance data
retain_status_information 1 ; Retain status information across program restarts
retain_nonstatus_information 1 ; Retain non-status information across program restarts
register 0 ; ITS NOT A REAL SERVICE, JUST A TEMPLATE!
is_volatile 0

check_period 24x7

max_check_attempts 4

normal_check_interval 5}

retry_check_interval 1

notification_interval 960

notification_period 24x7

H

2004/12/8
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/usr/local/nagios/etc/hosts.cfg - service

120

service 2

define service{
use generic-service ; Name of service template to use

host_name localhost, fw-dmz,mailO.xy.jp,dns0.xy.jp,dmz-swO, isp-upstream,fw-upstream,
isp-www-if,www.xy.jp,fw-intra,hg-sw0,fs0. intra.xy.jp,fw-vpn,bl-rt0-vpn,bl-rtO-intra,bl-sw0
service_description PING

check_command
contact_groups admins

check_ping!100.0,20%!500.0,60%

define service{
use generic-service ; Name of service template to use
host_name localhost
service_description Root Partition
check_command check_local_disk!20%!110%!/
contact_groups admins

b
define service{
use generic-service ; Name of service template to use
host_name mailO.xy.jp, dnsO.xy.jp
service_descr ion DNS
check_command check_dns

contact_groups admins

define service{
use generic-service ; Name of service template to use
host_name mailO.xy.jp, dnsO.xy.jp
service_description SMTP

2004/12/8

check_command check_smtp
contact_groups admins
b
~—
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/usr/local/nagios/etc/hosts.cfg - service

define service{
use generic-service ; Name of service template to use
host_name mailO.xy.jp
service_description POP
check_command check_pop
contact_groups admins

define service{
use generic-service ; Name of service template to use
host_name localhost, www.xy.jp, mailO.xy.jp, dnsO.xy.jp, fw-intra
service_description SSH
check_command check_ssh
contact_groups admins

define service{
use generic-service ; Name of service template to use
host_name localhost, www.xy.jp
service_description HTTP
check_command check_http
contact_groups admins

2004/12/8 Copyright (C) 1999-2005 Shigeki YAHAGI, All rights reserved. e M o b i | e
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-
/usr/local/nagios/etc/hosts.cfg — hostextinfo
define hostextinfo{ define hostextinfo{
host_name localhost host_name fsO.intra.xy.jp
j i win40.jpg
win40.gif
win40.png
statusmap_image statusmap_image win40.gd2
2d_coords 2d_coords 150,450
3 3
define hostextinfo{ define hostextinfo{
host_name mailO.xy.jp host_name isp-upstream
freebsd40. jpg i router40. jpg
freebsd40.gif router40.gif
freebsd40.png router40.png
statusmap_image freebsd40.gd2 statusmap_image router40.gd2
2d_coords 50,50 2d_coords 450,300
3 3
define hostextinfo{
host_name WWW . XY . Jp define hostextinfo{
sun40. jpg host_name dmz-sw0
sun40.gif icon switch40.jpg
sun40.png switch40.gif
statusmap_image sun40.gd2 vrml_image switch40.png
2d_coords 50,150 statusmap_image switch40.gd2
3} 2d_coords 150,100
3
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Big Brother
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- Big Brother

@ http://www.bb4.org/

@ WEB Base
@ 2002
Qo

@ ICMP/TCP

=
@ ping,smtp,http https,pop3,dns, ftp,telnet,ssh, imap,nntp,

@
@ CPU,disk,processes, logs
@ Unix/Windows NT /MacOS
0S
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- Big Brother

Q
o ( )
]

@ E-mail

3

3

>

- URL
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®ok “ 7 green” :

#attention “ 7 yellow™:
tro “ 7 red”
no report “ 7 purple™:

2004/12/8 Copyright (C) 1999-2005 Shigeki YAHAGI, All rights reserved e M o b l | e
] ImTerRneET,Week 2005
. 2005 12 6 () 9C ) =
fw-dmz IP
“conn”
dnsO.xy.jp IP /
dns/smtp/ssh
smtp
=red
P SMTP
=green dns0.xy.jp
P mail0.xy.jp
G
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- Big Brother

@
o
o

Q BB

Q DBMS, , )

Q MRTG, RRDtool, Snort, tripwire,

@ BBTray : Big Brother on Windows
Q

]
Q

o IDS Front-end N,
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I |
" (- mm——————- -
1 BB 1
1
I 1 BBNET 1
I ! I
: ' | )
Iw 1
: | BBNET X
. N4 |
" | I | eepIspLAY |
B
BBCI IENT 5 T
: BBCLIENT 0 ~
| I BBPAGER "
I ! :
e e e e e e e = = 1 | 1
| | AN
————————— -l
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Big Brother

BBDISPLAY+BBPAGER+BBNET =2

BBDISPLAY
BBPAGER
BBNET

BBDISPLAY
BBPAGER
BBNET

BBTray

BBDISPLAY+BBPAGER:1, BBNET:n

BBNET
BBNET
BBDISPLAY
BBPAGER
BBNET
sl m
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From:  <bb@bb.xy.jp>
To:  alert@xy.jp

Date: 14 Jul 2004 2:03:57 +0900
Subject: 1BB ~ 1453410! www.xy jp.http —
500172016010002

[1453410] www.xyjphttp red Tue Jul 14 2:03:57
JST 2004

http://www.xy.jp/ ~ Trouble getting page
HTTP/1.1 403 Forbidden

Date: Wed, 14 Jul 2004 11:03:57 GMT

Server: Apache/1.3.27 (Unix)

Connection: close

Content-Type: text/html_ charset=iso-8859-1

Seconds: 0.00

Please see: http.//bb.xy jp/cgi-bin/bb-
hostsvc.sh?HOSTSVC=www.xy jp.http

Big Brother
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etc/bbwarnrules.cfg
Q
o
@ hosts;exhosts;services;exservices;day;time;recipients
hosts: *” )}
exhosts:
services: > )
exservices:
day: 0-6 ( - D
time: 0000-2359
recipients:
@ hosts,services
2004/12/8 Copyright (C) 1999-2005 Shigeki YAHAGI, All rights reserved. e M o b i | e
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@ alert@xy.jp
o
Q fs.intra.xy.jp
= 4 6
& intra@xy.jp
3
alert@branch.xy.jp
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IP ad
172.16.11 fw-intra firewall alert@xy.jp 24/7D
(172.16.10.0/24) 172161010  |fsintraxyjp  |FileServer alert@xy.jp 24/1%5
172.16.10.50 bb.xy.jp http ssh alert@xy.jp 24/7D
172.16.10.250 intra—swO switch alert@xy.jp 24/7D
DMZ 172.17.201.17 fw-dmz firewall alert@xy.jp 24/7D
(172.17.201.0/28) 172.17.201.18 mail.xy.jp dns smtp pop ssh ___|alert@xy.jp 24/7D
172.17.201.19 dns.xy.jp dns smtp ssh alert@xy.jp 24/7D
172.17.201.30 dmz-swO switch alert@xy.jp 24/7D
WAN 172.17.201.1 isp—upstream _|ISP—Router alert@xy.jp 24/7D
(17217201.0/30) 172.17.201.2 fw-upstream firewall alert@xy.jp 24/7D
WWW.XY.jp 172.18.100.130 |www.Xy.jp http ftp ssh alert@xy.jp 24/7D
(172.18.100.128/30) 172.18.100.129 |www-—isp-if ISP—Router alert@xy.ip 24/7D
192.168.250.1 fw-vpn firewall alert@xy.jp 24/7D
O alert@xy.jp
(192.168.250.0/24) 192.168.250.2 b1-rt0-vpn router alert@branchxy.ip 24/7D
oL . alert@xy.jp
172.16.100.1 bl-rtO-intra [firewall alert@branch.xy.jp 24/7D
(172.16.100.0/24) 172.16.100.250 |bL-swO switch alert@xy.p . \54,7p
T : T | alert@branch.xy.jp
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etc/bbwarnrules.cfg

$ cat bbwarnru

# bl-*(

*5i*sssrsaler
#it
## alert@xy.jp

unmatched-*; ;*
## bb-hosts

$

#it altert@xy.jp

les.cfg

### bbwarnrules.cfg

Fs*;;*;;*;0000-0359 0600-2359;alert@xy.jp
## fs*(Ffs.intra.xy.-jp )
#Ht altert@xy.jp

## AM4:00-AM5:59

24H/7D
intra@xy.jp

bl-*;;*;;*;*;alert@xy.jp alert@branch.xy.jp

24H/7D
intra@xy.jp

toxy.jp

33*3%;bb@xy. jp

(unmatched-*) bb@xy . jp

### end of bbwarnrules.cfg

Copyright (C) 1999-2005 Shigeki YAHAGI, All rights reserved.
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dnsO.xy.jp - conn

——————————————————————— Original
From: <bb@bb.xy. jp>

To: alert@xy.jp

Date: 6 Nov 2004 11:33:28 +0900

Subject: !BB - 8393010! dnsO.xy.jp.conn - 500192168001002

[8393010] dnsO.xy.jp-conn red Thu Nov 6 11:33:26 JST 2004 ERROR: Can"t connect to
172.17.201.19
PING 172.17.201.19 (172.17.201.19): 56 data bytes

--- 172.17.201.19 ping statistics ---
1 packets transmitted, O packets received, 100% packet loss

Please see: http://bb.xy.jp/bb/html/dns0.xy.jp-conn.html
Ends

dnsO.xy.jp - conn

——————————————————————— Original Message —-----—-——=————————————
<bb@bb.xy. jp>

alert@xy.jp

6 Nov 2004 12:48:15 +0900

Subject: !BB - 0000000! dnsO.xy.jp.conn - 500192168001002

[0000000] dnsO.xy.jp.conn recovered Thu Nov 6 12:48:15 2004 Problem has been resolved after
4971 seconds

2004/12/8 Copyright (C) 1999-2005 Shigeki YAHAGI, All rights reserved.

Please see: http://bb.xy.jp/bb/html/dns0.xy.jp.conn.html
————————————————————— Original Message Ends ---------—————————— m
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sendmail

- | -
—_— - 0S
cpu| |HDD
|
f
el | -
: _— |

\4

A
I

send
N mail
a3
| <
A
= 0s

cwl |3@
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[} Inmeene T Weax 200

Q
@ CPU $BBHOME/etc/bb-cputab
Q $BBHOME/etc/bb-msgstab
@ $BBHOME/etc/bb-proctab
@ $BBHOME/etc/bb-dftab
2004/12/8 Copyright (C) 1999-2005 Shigeki YAHAGI, All rights reserved. e M o b i | e

- CPU
$BBHOME/etc/bb-cputab

@ load average CPU
]

@ < > < > <CPUWARN > :<CPUPANIC >
]

@< >

Q< > ”localhost”

[} nreeneT Ueex 200 )

2005 12 6 ( ) 9( )

@ <CPUWARN > - Load average warning
@ <CPUPANIC > - Load average panic

Q = load average(uptime ) * 100
@ CPUWARN - warning (default:150)
@ CPUPANIC - panic (default:300)
] 5-10
### bb-cputab
localhost : : 1500 : 2000
www.aa.co.jp : : 2000 : 3000
### bb-cputab end
2004/12/8 Copyright (C) 1999-2005 Shigeki YAHAGI, All rights reserved. e M [e) b i | e
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Weex 2005

72005 12 6 () 9C )

$BBHOME/etc/bb-msgstab

@ load average CPU
Q
@< >< > < > < ><
>
Q
@< >
@< > ”localhost”
@< >
@< >
@< >
@< >

#i## bb-msgtabs

localhost:/var/log/messages: :WARNING:NOTICE:
localhost:/var/log/maillog:: refused.*from;failed connection
www.aa.co.jp:/var/adm/messages: :WARNING:NOTICE:

#i## bb-msgtabs end

: error;ERROR :

from localhost

2004/12/8 Copyright (C) 1999-2005 Shigeki YAHAGI, All rights reserved.
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tl inTeRneT, Week 2005 HNE

$BBHOME/etc/bb-proctab

Q
Q
@< > <PROC >:<PAGEPROC >
@< >
@< > ”localhost”
@ <PROC > : warning
@ <PAGEPROCS > : panic
J
=]
@ ex: linetd, !sendmail,
2004/12/8 Copyright (C) 1999-2005 Shigeki YAHAGI, All rights reserved.
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} InerneT Weax 2005
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2004/12/8
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$BBHOME/etc/bb-proctab

dns.xy.jp

mail.xy.jp
WWW.XY.jp

bb.xy.jp

X [X[X|X[inetd
01010 [0]bbrun

S

dns0.xy.jp
mailO.xy.jp
Www. Xy - jp
bb.xy.jp

### bb-proctab

H#HH# bb—prociab end

linetd bbrun xntpd syslogd : sshd named cron sendmail
netd bbrun xntpd syslogd : sshd named cron sendmail popd
inetd bbrun xntpd syslogd !sendmail : sshd httpd cron
linetd bbrun xntpd syslogd !sendmail : sshd httpd cron ntpd

2004/12/8
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T 2005 12 6 ( ) 9(C )
$BBHOME/etc/bb-dftab
Q
- 1
<partition> : <DFWARN > : <DFPANIC >
- 2:
< >: <partition> : <DFWARN > : <DFPANIC >
@< >
Q< > ”localhost”
@ <DFWARN > - warning (default: 90%)
@ <DFPANIC > - panic (default: 95%)
### bb-dftab
/:80:90
/tmp:50:70
/var:70:80
/usr:80:90
www.xy.jp:/var:50:70
mailO.xy.jp:/var:50:60 e
### end of bb-dftab m
2004/12/8 Copyright (C) 1999-2005 Shigeki YAHAGI, All rights reserved. e M o b ’ | e
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Big Brother/Hobbit

BB

@http://www.deadcat.net/

>
@ radius, ntp, Idap, smb, mqueue,
@ RDBS (ORACLE, PostgreSQL, MySQL, )
RAS, UPS, RAID, Printer,
> MRTG RRDtool
>
@ BBTray : Big Brother on Windows
2004/12/8 Copyright (C) 1999-2005 Shigeki YAHAGI, All rights reserved.
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BB - Extension Archive
http.//www.deadcat.net

2004/12/8

2005 12 6 ( ) 9( )

Huifig | Caegories | Wiil's New | Bearch | Loghii | Beghiter

TR wnil e wpiliing mem Sl AL s, by v wil sl o b
e e of T, tatt, et du et e 1 s et
g bofrm s o bl o Wil

Tiey pis = b g P R Wy

far maalurd g B ete ow 1 o o st et ared il e
L]

i S Sy St Entnel DRt b i g ettt Nattew el
et Mt 0 T P

Tl B et B s T S T F Thad B, @ i e dai hee o e b
e e
1 wprmmrr wd b e s SR
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tl Ir TE EIJ_EI:H-I_E_EE_EE;D_E It T17: 149
2005 12 6 ( ) 9C )
TIPS-BB 1

> NMS

@ Big Brother
@ BB shell script

@ Accounting

3
3
@ # accton E
2004/12/8 Copyright (C) 1999-2005 Shigeki YAHAGI, All rights reserved. e M o b i | e
[F§imre=neTWeex 2005 NN =
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TIPS -BB 2

@ Longer than Sleeptime XXX
@ BB $BBHOME/BBOUT
@ Longer than Sleeptime

@Thu Nov 1 06:12:07 JST 2001 bbrun:
(J/usr/local/bb/ext/fping.sh) Runtime 517 longer than
Sleeptime 300

@Thu Nov 1 06:13:21 JST 2001 bbrun:
(/usr/local/bb/bin/bb-network.sh) Runtime 346 longer
than Sleeptime 300
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i} rreeneTleek 200 )

2005 12 6 ( ) 9( )

Big Brother  hobbit/bbgen

eMobile

2004/12/8 Copyright (C) 1999-2005 Shigeki YAHAGI, All rights reserved.

L’I InTeRnET, ek 200 L
2005 12 6 ( ) 9(C )
Big Brother

@ BTF BB
e BTF

@ Big Brother BTF  ver 1.9h

)
(BBDISPLAY) (BBNET)
a.  bb-hosts a  fping IP
b b.
c https
d.  proxy http
e LDAP
. man £ col
e SLA g
f. WEB h
i.
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hobbit/bbgen

Big Brother

include <filename>

BBDISPLAY

dispinclude <filename>

BBNET

netinclude <filename>

[BBDISPLAY bb-hosts

subparent_<parentpage> <newpage> [<Page-title>]

title <title_text>

A.B.

C.D HOST #

NAME : <hostname>

BBCLIENT

A.B.

C.D HOST #

CLIENT:<hostname>

A.B.

C.D HOST #

COMMENT : <host_comment>

A.B.

C.D HOST #

DESCR: <HostType>: <Description>

bb.html

A.B.

C.D HOST #

nodisp

A.B.

C.D HOST #

nobb2

A.B.

C.D HOST #

perfer

dialup <hostname> <startIP> <count>

A.B.

C.D HOST #

LARRD: [, 1[! [<larrdgraph>....]]

INK TNK

A.B.

C.D HOST #

NK: testname[, <testname>]

A.B.

C.D HOST #

NKTIME=<day>:<starttime>:<endtime>[,<day>:<starttime>:<endtime>]

[WAP WML

A.B.

C.D HOST #

WML: [+]-]<testname>[, [+]-]<testname>]

(RED)

A.B.

C.D HOST #

NOPROPRED: [+ -J<testname>[, [+] -]<testname>]

(YELLOW)

A.B.

C.D HOST #

NOPROPYELLOW: [+]-]<testname>[, [+]|-]<testname>]

(PURPLE)

A.B

.C.D HOST #

NOPROPPURPLE: [+]|-]<testname>[, [+]|-]<testname>]

(ACK)

A.B.

C.D HOST #

NOPROPACK: [+| -J<testname>[, [+] -]<testname>]

A.B.

C.D HOST #

REPORTTIME=<day>:<starttime>:<endtime>[,<day>:<starttime>:<endtime>]

A.B.

C.D HOST #

WARNPCT : <percentage>

2004/12/8
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hobbit/bbgen

Big Brother

BBTEST-NET bb-hosts A.B.C.D HOST # NET:<location>

SsL A.B.C.D HOST # nosslcert

SsL A.B.C.D HOST # ssldays=<WARNDAYS>:<ALARMDAYS>
A.B.C.D HOST # DOWNTIME=<day>:<starttime>:<endtime>[,<day>:<starttime>:<endtime>]

SLA A.B.C.D HOST # SLA=<day>:<starttime>:<endtime>[,<day>:<starttime>:<endtime>]
A.B.C.D HOST #
depends=(<testA>:<hostl1>/<testl>,<host2>/<test2>), (<testB>:<host3>/<test3>),[...]
A.B.C.D HOST # badTEST[-<weekdays>-<starttime>-<endtime>]:<x>:<y>:<z>

dns 1 A.B.C.D HOST # dns[=<hostname>]

dns 2 A.B.C.D HOST # dns=<TYPE>:<lookup>[,<TYPE>:<lookup>...]

dns (dig ) A.B.C.D HOST # dig

ntp A.B.C.D HOST # ntp

Idap 1 A.B.C.D HOST # Idap

Tdap 2 A.B.C.D HOST # Idap://<hostname>/dn[?<attrs>[?<scope>[?<filter>[?<exts>]1]1]

Idap ssl 1 A.B.C.D HOST # Idaps

Idap ssl 2 A.B.C.D HOST # Idaps: //<hostname>/dn[”<attrs>[')<scope>[”<f|Iter>[’?<exts>]]]]

Idap login 1D A.B.C.D HOST # name>: <password>

Idap A.B.C.D HOST # Idapyellowfail

[RPC A.B.C.D HOST # rpc[=rpcservicel,rpcservice2,...]

[BBTEST-NET bb-hosts 1P A.B.C.D HOST # conn
L P A.B.C.D HOST # conn={best, |worst,}IP1[,1P2...]

1P A.B.C.D HOST # badconn[-weekdays-starttime-endtime]:x:y:z

P A.B.C.D HOST # route:routerl,router2,....

1P 2 A.B.C.D HOST # route_LOCATION: routerl,router2, ...

traceroute A.B.C.D HOST # trace

traceroute A.B.C.D HOST # notrace
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[} nerne ek 200
Big Brother
hobbit/bbgen

BBTEST-NET HTTP BASIC

ssl client
http ver

# http://USERNAME :PASSWORD@www . sample.com/
# http://CERT:FILENAMEGwww.sample.com/

# httpl0://www.sample.com/ : use HTTP 1.0
# httpll://www. 1 use HTTP 1.1
# https2://www. : use only SSLv2
# https3://www. 2 use only SSLv3
# httpsm://www. : use only 128-bit ciphers
#

#

#

#

#

ssl ver

@

@

£3

httpsm://www. : use only 128-bit ciphers
.2.3.4/index.html
/www.sample.com:3128=1.2.3.4/index.html

'/webproxy .sample.com:3128/http://bb4.com/

- http://fred:Wilnal@webproxy.sample.com:3128/http://bb4.con/
.B.C.D HOST # cont[=COLUMN];URL; [expected_data_regexp|A.B.C.D HOST
#digesttype:digest]

A.B.C.D HOST # content=URL

Cel A.B.C.D HOST # post[=COLUMN];URL;form-data; [expected_data_regexp|A.B.C.D HOST
#digesttype:digest]

A.B.C.D HOST # nocont[=COLUMN] ;URL;forbidden_data_regexp

CGI A.B.C.D HOST # nopost[=COLUMN] ;URL; form-data;expected_data_regexp
content-type A.B.C.D HOST # type[=COLUMN];URL;expected content_type

proxy

o|olo|o|o|o|o|o|o|o|o|o
x
=1
@
4

B.C.
B.C.
B.C.
B.C.
B.C.
B.C.
B.C.
B.C.
B.C.
B.C.
B.C.
B.C.

A
A
A
A,
A
A
A.
A,
A
A
A
A,
A

BBTEST-NET
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Big Brother/Hobbit
<< MRTG bbmrtg.pl >>
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MRTG(Multi Router Traffic Grapher)
@ MRTG : Multi Router Traffic Grapher
@ http://ee-staff.ethz.ch/~oetiker/webtools/mrtg/mrtg.html

o
o

- 28.8 M

E 15.8 M

::_‘ 18.8 M4l gl

; s.8 M4 B

& a.8 M
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MRTG
@ Unix WindowsNT/2k/XP
Q SNMP SNMP Package
Q
Q
Qo WEB
o index
Q cron Daemon
@ Unix
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MRTG

Q Interface
@ MAC address
@ Description
@ Interface Name
@ Interface Type

@ RRDtool LogFormat: rrdtool

@ log RRDtool
Q RRD
Q N 14all.cgi on the fly (
@10
Q (2.10)
@ IPv6

@ ConversionCode: Perl e m

eMobile
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BB MRTG bbmrtg.pl
@ MRTG Hobbit/BigBrother
@ bbmrtg.pl ver 1.8

http://www.deadcat.net/viewfile.php?fileid=926
@ MRTG
@ MRTG
Q MRTG MRTG
2004/12/8 Copyright (C) 1999-2005 Shigeki YAHAGI, All rights reserved. e M o b I | e

}InTeeneT ek 200

2005 12 6 ( ) 9( )

BB MRTG bbmrtg.pl

2004/12/8 Copyright (C) 1999-2005 Shigeki YAHAGI, All rights reserved. e M o b I I e

81



neTWesk 2005 e 163

Big Brother

|

: bbmrtg.pl BBDISPLAY
: BBPAGER
|

1

html

SNMP Agent

2004/

Copyright (C) 1999-2005 Shigeki YAHAGI, All rights reserved. e M o b : | e
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bbmrtg.pl -1

'bb*host[< >] < >
< > < > < .
bb-hosts

bb*host[fw-intra-bps]: fw-intra
'‘bb*svc[< >]: < o
< > <

> < >
bb*svc[fw-intra—bps]: mrtg-bps pb*sve
INTRA segment
{NW-Equip)
bb*host
Copyright (C) 1999-2005 Shigeki YAHAGI, All rights reserved. eMo b il G
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bbmrtg.pl -2
>
@ 'bb*yellow[< >] < >
@ ‘'bb*red[< >]: < >
@ < > bb*yellow
bb*red
< >
MaxByte[< >]: 100%
>
@ bb*unit[< >]: < >
@ < >
@ bb*unit[fw-intra—cpu]: "CPU utilization*
>
@ bb*in[< >:< 1 >
@ bb*out[< >l:< 2 >
@2
& bb*in[fw-intra—cpu]: "in 1min* e
bb*out[fw-intra-cpu]: "in 5min" m
2004/12/8 Copyright (C) 1999-2005 Shigeki YAHAGI, All rights reserved. e M o b i | e
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[Fj rene T Ueex 200

@
MaxByte[fw-intra-bps]: 12500000
bb*yel low[fw-intra-bps]: 7500000
bb*red[fw-intra-bps]: 10000000
an
MaxByte[fw-intra-bps]: 12500000
bb*yel low[fw-intra-bps]: 60%
bb*red[fw-intra-bps]: 80%
0% 60% 80% 100%
0 7500k 10000k 12500k

100% 12500kbyte/sec

RTINS
3 g0% 10000kbyte/sec

Yellow

FEAN
£0% 7500kbyte/sec

?E" et

;E ]

= st 8 Okbyte/sec
b T S SR 5 S ORI SO S S : T £ £ SO © A 1 44 m
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bbmrtg.pl -2

(03] IN/OUT
MaxByte[fw-intra-bps]: 12500000
bb*yellow[fw-intra-bps]: 1250000:7500000
bb*red[fw-intra-bps]: 625000:10000000

0% 5% 10% 60% 80% 100%
0 625k 1250k 7500k 10000k 12500k
wour
3 IN/OUT

MaxByte[fw-intra-bps]: 12500000
bb*yellow[fw-intra-bps]: 1250000:7500000:1000000:5000000
bb*red[fw-intra-bps]: 625000:10000000:500000:7500000

0% 5% 10% 60% 80% 100%
0 625k 1250k 7500k 10000k 12500k
IN
ouT
500k 1000k 5000k 7500k
0% 4% 8% 40% 60%
2004/12/8 Copyright (C) 1999-2005 Shigeki YAHAGI, All rights reserved. e M o b i | e
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fw-intra MRTG
Target[fw-intra-bps]: #Fa2:myReadCom@router b bm rtg . pI

MaxBytes[fw-intra-bps]: 12500000
Title[fw-intra-bps]: fw-intra bps
PageTop[fuw-intra-bps]: <H1>fw-intra bps</H1>
Options[fw-intra-bps]: growright, bits
bb*host[fw-intra-bps]: fw-intra
bb*svc[fw-intra-bps]: mrtg-bps

bb*yel low[fw-intra-bps]: 60%
bb*red[fw-intra-bps]: 80%
bb*unit[fw-intra-bps]: bytes/sec

Target[fw-intra-pps]: ifInUcastPkts#Fa2&ifOutUcastPkts#Fa2:myReadCom@router
MaxBytes[fw-intra-pps]: 30000
Title[fw-intra-pps]: fw-intra pps
PageTop[fw-intra-pps]: <H1>fw-intra pps</H1>
YLegend[fw-intra-pps]: packet/sec
ShortLegend[fw-intra-pps]: pps
Options[fw-intra-pps]: growright
bb*host[fw-intra-pps]: fw-intra
bb*svc[fw-intra-pps]: mrtg-pps
bb*yellow[fw-intra-pps]: 10000
bb*red[fw-intra-pps]: 20000

Target[fw-intra-discards]: iflInDiscards#Fa2&ifOutDiscards#Fa2:myReadCom@router
MaxBytes[fw-intra-discards]: 10000

Title[fw-intra-discards]: fw-intra discards

PageTop[fw-intra-discards]: <Hl1>fw-intra discards</H1>

YLegend[fw-intra-
ShortLegend[fw-int
Options[fw-intra-
bb*host[fw-intra-discards]: fw-intra
bb*svc[fw-intra-discards]: mrtg-discards
bb*yellow[fw-intra-discards]: 1

bb*red[fw-intra-discards]: 5 m
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MRTG
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MRTG

@ MRTG : Multi Router Traffic Grapher
@ http://ee-staff.ethz.ch/~oetiker/webtools/mrtg/mrtg.html

Bits per Second
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@ Unix

2004/12/8

2005 12 6 ( ) 9( )

MRTG
Unix WindowsNT/2k/ XP
SNMP SNMP Package
WEB
index
cron Daemon

Copyright (C) 1999-2005 Shigeki YAHAGI, All rights reserved.

[} InTerneT, Week 200S N
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Q Interface
@ MAC address
@ Description
@ Interface Name
@ Interface Type
@ RRDtool LogFormat: rrdtool
@ log RRDtool
Q RRD
Q 14all.cgi

@ 10
o (2.10)
@ IPv6
@ ConversionCode: Perl

2004/12/8
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jInrerneTeek 200
MRTG - cfgmaker - 1

@ mrtg
cfgmaker { <option> } <community>@<target>
<community> : SNMP community string
<target> . target address or hostname

-] $ cfgmaker himitsu@ix-gw.xy.jp > ix-gw.cfg

@ community target
ifInOctets/ ifOutOctets

@ syscontact/location

o)
e WorkDir:
@ pps/packet discards cfgmaker
)
>
@ —-ifref=nr ... interface references by Interface Number(default)
- ref=ip ... by Ip Address
- ref=eth ... by Ethernet Number
- ref=descr ... by Interface Description
- ref=name ... by Interface Name
ifref=type ... by Interface Type m
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MRTG - cfgmaker

Scigmaker --ifref=name himitsu@192.168.0.1 # <TR><TD>ifType:</TD> <TD>sonet (39)</TD></TR>
# <TR><TD>ifName:</TD> <TD>AT2/0</TD></TR>
# <TR><TD>Max Speed:</TD> <TD>18.7 MBytes/s</TD></TR>

# </TABLE>
# Created by
# in/cig —-itret=name himi 168.0.1
#4# Interface 2 >> Descr: "FastEthemnet0/0" | Name: "FaD/0" | Ip: *192.168.0.1" | Eth: "00-06—
### Global Config Optlons 01-aD-7c-00" ###
# for UNIX Target[192.168.0.1 Fa0 0]: #Fa0/0:himitsu@192.168.0.1:
# WorkDIr: /home/http/mrty SetEnv{192.168. 0] MRTG_INT_IP="192.168.0.1"
MRTG_INT. DESCR:"F&StE‘heM/O"
# orfor NT ytes[192.168.0.1_ Fa0_0]: 12500000

# WorkDir: c:¥mrtgdata raffic Analysis for Fa0/0 -- routerl

Paquop[lSZ 168.0.1, FaO ) 0]: <H1>Traffic Analysis for Fa0/0 -~ routerl</H1>

### Global Defaults
<TR><TD>Sysmm </TD>  <TD>routerl in </TD></TR>
# to get bits instead of bytes and graphs growing to the right <TR><TD>Ma|nh:msr </TD> <TD></TD></TR>
# Options[1: growright, bits <TR> /TD><TD>! </TD></TR>
<TR><TD>ifType:</TD>  <TD>ethemetCsmacd (8)</TD></TR>
<TR><TD>ifName:</TD>  <TD>Fa0/0</TD></TR>
# System: routerl <TR><TD>Max Speed:</TD> <TD>12.5 MBytes/s</TD></TR>
# Description: Cisco Intemetwork Operating System Software <TR><TD>Ip:</TD> <TD>192.168.0.1 (</TD></TR>
# Contact: </TABLE>
# Location:
#4# Interface 3 >> Descr: "Ethemnet1/0" | Name: "EtL/0" | Ip: ™" | Eth: "00-05-01-a0-7c-1c" ##
### Interface 1 >> Descr: "ATM2/0" | Name: AT2/0 | Ip: ™ | Eth: ™ ### ### The following Interface Is commented out because:
### The following Interface Is commented out m * It Is operatlonally DOWN

M * It Is operationally DOWN
# Target[192.168.0.1 Et1 0]: #Et1/0:himitsu@192.168.0.1:

# Target[192.168.0.1 AT2 0]: #AT2/0:himitsu@192.168.0.1: # SetEnv[192.168.0.1 EtL O]: MRTG INT IP="" MRTG_INT DESCR-"Eﬂ\emeﬂIU“
# SetEnv[192.168.0.1 AT2 0]: MRTG_INT IP="" MRTG_INT_ DESCR="ATM2/0" # MaxBytes[192.168.0.1 Et1_0]: 1250000
# MaxBy 168.0.1 AT2 0]: 18720000 #Title[192.168.0.1 EtL. 0]: Traffic Analysis for Et1/0 -- routerl

# Title[192.168.0.1 AT2 0]: Traffic Analysis for AT2/0 -- routerl # PageTop[192.168.0.1 EtL 0]: <H1>Traffic Analysis for Et1/0 -- router1</H1>
# PageTop[192.168.0.1 AT2.0]: <HL>Traffic Analysis for AT2/0 - router1</H1>
# <TABLE>

# <TR=<TD>System:</TD>  <TD>routerl in </TD></TR>

# <TR><TD>Maintainer:</TD> <TD></TD></TR>

# <TR><TD>Description:</TD><TD>ATM2/0 </TD></TR> l
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Q cron
(default : 5 )

@ # crontab -1
0-59/5 * * * fusr/local/sbin/mrtg /usr/local/etc/ix-foo.cfg
#
@ RunAsDaemon
@ RunAsDaemon:Yes
Interval:5

@ $mrtg --user=mrtg_user --group=mrtg_group mrtg.cfg

Q config Target
2004/12/8 Copyright (C) 1999-2005 Shigeki YAHAGI, All rights reserved. e M o b i | e
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MRTG - Target
@ Keyword: Target -
>
@ Target[gwl-3]: 3:himitsu@gwl.xy.jp
@ Target[gwl-err-3]:
ifInErrors.3&ifOutErrors.3:himitsu@gwl.xy.jp
@ Target[gwl-if-1]: -/10.0.0.101:himitsu@gwl.xy.jp
@ Target[gwl-pingloss]: ~/usr/local/bin/check_loss.sh gwl™
@ SNMP
Q
2004/12/8 Copyright (C) 1999-2005 Shigeki YAHAGI, All rights reserved. eMobile

2006/1/11

88



i} rreeneTeek 200
MRTG - Target 'SNMP 1

@ SNMP
@ Target[<target name>]:
<target kind>:<community>@<address>

@ <target name> :

@ <target kind> :

@ <community> : community string
@ <address>
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2005 12 6 ( ) 9C)
]
3
@ bps(incoming/outgoing)
@ pps(incomfing/outgoing)
3
@ packet discards (incoming/outgoing)
@ interface errors (incoming/outgoing)
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SNMP OID/MIB Symbols
@ [interfaces.ifTable.ifEntry] group
@1.3.6.1.2.1.2.2.1.1 : iflndex
@1.3.6.1.2.1.2.2.1.2 : ifDescr
@1.3.6.1.2.1.2.2.1.3 : ifType
@1.3.6.1.2.1.2.2.1.7 : ifAdminStatus
@1.3.6.1.2.1.2.2.1.8 : ifOperStatus
@1.3.6.1.2.1.2.2.1.10 : ifInOctets
@1.3.6.1.2.1.2.2.1.16 : ifOutOctets
@1.3.6.1.2.1.2.2.1.11 : iflnUcastPkts
@1.3.6.1.2.1.2.2.1.17 : ifOutUcastPkts
@1.3.6.1.2.1.2.2.1.13 : ifInDiscards
@1.3.6.1.2.1.2.2.1.19 : ifOutDiscards
@1.3.6.1.2.1.2.2.1.14 - iflnErrors
@1.3.6.1.2.1.2.2.1.20 - 1fOutErrors e
2004/12/8 Copyright (C) 1999-2005 Shigeki YAHAGI, All rights reserved. eM Om

[} nreeneT Ueek 200 )

2005 12 6 ( ) 9( )

mrtg config

o 4
@ bps, pps, packet discards, interface err
@] indexmaker
index.html (bps, pps)
(discards, error)
3
@ Target
@ ifindex index
iflndex
@IP

@ Interface Description Interface Name

eMobile
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T17: 181

INTERNET

WWW.XY.jp mail.xy.jp dns.xy.jp
61.195.W.4 61.195.W.3 61.195.W.2

fwo- ethO
172.16.250.1/29,

branch-fw0-eth0:
172.16.251.1/29

I DMZ-sw0: 172.16.250.10 I

DMZ segment:
61.195.W.0/28(PRI)
172.16.250.8/29(2") fwo-eth1:
61.195.W.1(Pri)
172.16.250.9(2")

branch-fw0-eth1:
172.16.10.1

) branch-INTRA segment: |
172.16.10.0/24!

\ |
Vi
Vi
Vi
INTRA segment: i :
172.16.0.0/24 1! branch-sw0: 172.16.10.250 1
Vi
I INTRA-sWO: 172.16.0.250 v L 1_____ ]
11 [ !
Fo=== o ypp——— i ] [N
1 1 1 [ L 14 : :
y11) i
| 4 - 1 [ : R |
boocoocoooooso 1 = Bl I ' pranch-fso Client PC (DHCP): ]
Client PC (DHCP): 50 fs1 ) (Fileserver, L7216 L0 L0000 By,
172.16.0.100-200 (FileServer)  (FileServer, i DHCP) |
172.16.0.2 DHCP) | 1 172.16.10.2
172.16.03 1!
g iy g P T )
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@ /usr/local/mrtg
@ /usr/local/mrtg

/usr/local/mrtg/bin
/usr/local/mrtg/lib
/usr/local/mrtg/conf
/usr/local/mrtg/data/fw0/
/usr/local/mrtg/data/branch-fw0/
/usr/local/mrtg/data/dmz-sw0/
/usr/local/mrtg/data/intra-sw0/
/usr/local/mrtg/data/branch-sw0/

>
fwo /usr/local/mrtg/data/fw0/ bps, pps fwO.cfg
Discards, Errors | fwO-err.cfg
branch-fwO | /usr/local/mrtg/data/branch-fw0/ bps, pps branch-fwO.cfg
Discards, Errors | branch-fwO-err.cfg
dmz-swO /usr/local/mrtg/data/dmz-sw0/ bps, pps dmz-swO.cfg
Discards, Errors |dmz-swO-err.cfg
intra-swO /usr/local/mrtg/data/intra-sw0/ bps, pps intra-swO.cfg
Discards, Errors _|intra-swO-err.cfg
branch-swO |/usr/local/mrtg/data/branch-sw0/ bps, pps branch-swO.cfg
Discards, Errors _[branch—-swO-err.cfg
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mrtg config « )

@ bps Gigabit Ethernet
@ ifinOctets/ifOutOctes  32bit

@5 114Mbps
[
@ MRTG ver 2.9 SNMPv2c 64bit counter MIB
@ Target[192.168.0.1_gi_0_1]: 2:himitsu@routerl:::::2
e Default=5
@ 0-59/3 * * * /fusr/local/sbin/mrtg ./ix-foo.cfg
“ ] 5 /3 =166% 66%(=190Mbps)
e Enterprise MIB
@ Cisco Enterprise MIB : loclfInBitsSec = .1.3.6.1.4.1.9.2.2.1.1.6

@ Cisco Enterprise MIB : loclfOutBitsSec = .1.3.6.1.4.1.9.2.2.1.1.8

2004/12/8 Copyright (C) 1999-2005 Shigeki YAHAGI, All rights reserved. e M o b i | e
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MRTG config file: bps/pps: fwO.cfg

HHHEH
# fw0 bps/pps config — fw0.cfg
i

WorkDir: Zusr/local/mrtg/data/fw0/
IconDir: /mrtg-icons/
Forks: 4

Target[fw0-e1-bps]: ¥ethernet1:himitsu@172.16.0.1
MaxBytes[fw0-e1-bps]: 100000000
Title[fw0-e1-bps]: fw0: ethernet! bps
PageTopiw0-e1-bps]: <H1>wO: ethernetl bps</H1>
Options[fw0-e1-bps]: gauge,growright

Target[fw0-e1-pps]: ifinUs &ifOutl 1:himi 72.16.0.1
MaxBytes[fw0-e1-pps]: 500000

Title[fw0-e1-pps]: fw0: ethernetl pps

PageTop[iw0-e1-pps]: <H1>{w0: ethernet1 pps</H1>

Options[fw0-e1-pps]: growright

Target[fw0-e8-bps]: ¥ethernet8:himitsu@172.16.0.1
MaxBytes[fw0-e8-bps]: 100000000

fwO: ethernet8 bps

ps]: <H1>MwO: ethernet8 bps</H1>
Options[fw0-e8-bps]: gauge,growright

Target[two-e8-pps]: ifinU Hfoutt imitsu@172.16.0.1
MaxBytes[fw0-e8-pps]: 500000

Title[fw0-e8-pps]: fw0: ethernet8 pps

PageTop[iw0-e8-pps]: <H1>wO: ethernet8 pps</H1>

Options[fw0-e8-pps]: growright

HHHH

# fw0 bps/pps config — fw0.cfg end
H#H

2004/12/8 Copyright (C) 1999-2005 Shigeki YAHAGI, All rights reserved. eMobile

2006/1/11

92



config file: discards/errors:

fwQO-err.cfg

HHH

# w0 discards/errors config - fw0-err.cfy
HH

WorkDir: Zusr/local/mrtg/data/fw0/
IconDir: /mrig-icons/

Forks: 4

Target[fw0-el-discards]: ifinDi &ifOutDi 1:himil 72.16.0.1
MaxBytes[fw0-e1-discards]: 500000

Title[fw0-e1-discards]: fw0: ethernetl discards

PageTop[fwO-e1-discards]: <H1>fw0: ethernetl discards</H1>

Options[fw0-e1-discards]: gauge,growright

1&ifO 1:himif 72.16.0.1

Target[fw0-e1-errors]:
MaxBytes[fw0-e1-errors]: 500000

Title[fw0-el-errors]: fw0: ethernetl errors
PageTop[fw0-e1-errors]: <H1>fw0: ethemetl errors</H1>
Options[fw0-e1-errors]: growright

Target[tw0-e8-discards]: ifinDi
MaxBytes[fw0-e8-discards]: 500000
Title[fw0-e8—discards]: fw0: ethernet8 discard
PageTop[fw0-e8-discards]: <H1>fw0: ethernet8 discards</H1>
Options[fw0-e8-discards]: gauge,growright

ifOUtDi imit 72.16.0.1

Target[fw0-e8-errors]: ifinErrors¥F 12&ifOUtErrors¥f 12:himi 72.16.0.1
MaxBytes[fw0-e8-errors]: 500000

Title[fw0-e8-errors]: fw0: ethernet8 errors

PageTop[fwO-e8-errors]: <H1>fw0: ethernet8 errors</H1>

Options[fw0-e8-errors]: growrigh

.

# fwo0 discards/errors config - fw0-err.cfg end
#HH

2004/12/8 Copyright (C) 1999-2005 Shigeki YAHAGI, All rights reserved.
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config file: bps/pps: dmz-swO.cfg

HHHEH
# dmz-sw0 bps/pps config — dmz-sw0.cfg

WOrlel /usr/local/mrtg/data/dmz-sw0/

IconDir: /mrtg-icons/

Forks: 4

T gi0-1-bps]: ¥Gigabi /1:himitsu@172.16.250.10:
-gi0-1-bps]:

Title[dmzsw0-gi0- —bps] dmz-sw0: GlgnbnEmememll bps

PageTt -i0-1-hps]: <H1>di vO: 1 bps</H1>

Optlons[dmm-glo-l-bps] gauge, growrlght

-gi0-1-pps]: ifinUx igabif '1&ifOutl igabit imi 72.16.250.10
MaxBytes[dmenO-glo-l-pps] 5000000
Title[dmzsw0-gi0-1-pps]: dmz-sw0: GigabitEthernetd/1 pps
PageTop[dmzsw0-gi0-1-pps]: <H1>dmz-sw0: GigabitEthernet0/1 pps</H1>
Options[dmzsw0-gi0-1-pps]: growright

T gi0-12-bps]: ¥Gigabi 12:himi 72.16.250.10:::::2
9i0-12-bps]

Title[dmzsw0-gi0-12-bps]: dmz-sw0: GigabitEthernet0/12 bps

PageTop[dmzsw0-gi0-12-bps]: <H1>dmz-sw0: GigabitEthemet0/12 bps</H1>

Options[dmzsw0-gi0-12-bps]: gauge,growright

-gi0-12-pps]: ifinU igabi '12&ifOutl igabi 12:himi 72.16.250.10
MaxBytes[dmLm-glo-lz-pps] 5000000
Title[dmzsw0-gi0-12-pps]: dmz-sw0: GigabitEthernet0/12 pps
PageTop[dmzsw0-gi0-12-pps]: <HL>dmz-sw0: GigabitEthemet0/12 pps</HL>
Options[dmzsw0-gi0-12-pps]: growright
HHEH

# dmz-sw0 bps/pps config — dmz-swO-if.cfg end
H#H
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config file: discards/errors:. dmz-swO-err.cfg

HHHH

# dmz-sw0 discards/errors config - dmz-swo-err.cfg
HH

WorkDir: Zusr/local/mrtg/data/dmz-sw0/

IconDir: /mrig-icons/

Forks: 4
gi0-1-discards]: ifinDi igabi 1&ifOutDi igabi 2:himi 72,16.250.10
MaxBers[dmenO-glO-l—dlscards] 500000
discards]: dmz-sw0:

PageTop[dmm-glo-l-dlscards] <H1>dmz-swO0: Glgabnimeme‘m/l discards</H1>
Options[dmzsw0-gi0-1-discards]: gauge,growright

1 igabif 1&ifOr igabit '1:himitsu@172.16.250.10
MaxBymes[dmwM) glo 1- e'rrors] 50(!!)0
]: dmz-sw: i 1 errors
PageTop[dmum 1-errors]: <H1>dmz-swO: GigabitEthemet0/1 errors</H1>
Options[dmzsw0-gi0-1-errors]: growright

Té -gi0-12-discards]: finDi igabi '12&ifOutDi: igabit '12: himif 72.16.250.10
MaxBytes[dmzsw0-gi0-12-discards]: 500000

Title[dmzsw0-gi0-12-discards]: dmz-sw0: GigabitEthernet0/12 discards

PageTop[dmzsw0-gi0-12-discards]: <H1>dmz-sw0: GigabitEthemet0/12 discards</H1>

Options[dmzsw0-gi0-12-discards]: gauge,growright

T gi0-12-errors]:
MaxBytes[dmzsw0-gi0-12-errol
Title[dmzsw0-gi0-12-errors]: dmz-sw0: GigabitEthernet0/12 errors
PageTop[dmzswo- 12-errors]: <H1>dmz-sw0: GigabitEthernet0/12 errors</H1>
Options[dmzsw0-gi0-12-errors]: growright

.

128ifC igabif 12:himi 72.16.250.10

# dmz-sw0 discards/errors config - dmz-sw0-err.cfg end
#HH

<
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-
MRTG
]
]
@ fwO(8FE) IF
@ branch-fwO(2FE) FE/E GbE
@ dmz-swO(12GbE) 2"’0 o 2 8 Z 3;;2
@ intra-swO(24GbE) d:lzn_csv;o 0 12 4 48
@ branch-swO(12GbE) intra—swQ 0 24 4 96
branch-swO (] 12 4 48
232
[ 5
=
@ Forks: Query
[«] Query
@ Forks: 4
]
@05 16 2,7
38 49
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crontab — bb.xy.jp

HHH
# crontab mrtg@bb.xy.jp
#

# fw01 mrig
0-59/5 * * * * fusr/local/mrtg/bin/mrtg /usr/local/mrtg/conf/fw0.cfg > /dev/null 2>&1
2-59/5 * * * * fusr/local/mrtg/bin/mrtg /usr/local/mrtg/conf/fwO-err.cig > /dev/null 2>&1

# fw01 mrig
1-59/5 * * * * fusr/local/mrtg/bin/mrtg /usr/local/mrtg/conf/branch-fw0.cfg > /dev/null 2>&1
3-59/5 * * * * fusr/local/mrtg/bin/mrtg /usr/local/mrtg/conf/branch-fw0-err.cfg > /dev/null 2>&1

# dmz-sw0 mrtg
2-59/5 * * * * fusr/local/mrig/bin/mrtg /usr/local/mrtg/conf/dmz-sw0.cig > /dev/null 2>81
4-59/5 * * * * fusr/local/mrtg/bin/mrtg /usr/local/mrtg/conf/dmz-sw0-err.cfg > /dev/null 2>&1

# intra-sw0 mrig
0-59/5 * * * * fusr/local/mrtg/bin/mrtg /usr/local/mrtg/cont/intra-sw0.cig > /dev/null 2>&1
2-59/5 * * * * fusr/local/mrtg/bin/mrtg /usr/local/mrtg/conf/intra-swo0-err.cfg > /dev/null 2>&1

# branch-sw0 mrtg
1-59/5 * * * * fusr/local/mrtg/bin/mrtg /usr/local/mrtg/conf/branch-sw0.cfg > /dev/null 2>&1
3-59/5 * * * * fusr/local/mrtg/bin/mrtg /usr/local/mrtg/conf/branch-swo-err.cfg > /dev/null 2>&1

HHH
# crontab mrtg@bb.xy.jp end
#
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TIPS - MRTG 1

(=] In/0ut

@ ifnOctets/ifOutOctets Octet
= bps bit
@ Options[hoge] bits Maxbytes[hoge]

@ [P address/MAC address/Comment Target

eMobile

2004/12/8 Copyright (C) 1999-2005 Shigeki YAHAGI, All rights reserved.

2006/1/11

95



2005 12 6 ( ) 9( )

@ Cron
@] MRTG
@ /etc/aliases
@~/ forward
L ]

@ Config Error
@ No Response
@ Lockfile found

Copyright (C) 1999-2005 Shigeki YAHAGI, All rights

:l InTeeneT Week 2005 N

2006/1/11

TIPS - MRTG 2

reserved. e M o b i | e

2004/12/8

2005 12 6 ( ) 9( )

i inTeenerUeec c00S I

TIPS - MRTG 3

From: mrtg@bb.xy.jp (Cron Daemon)

To: alert@xy.jp.jp
Date: Fri, 13 Oct 2003 02:03:16 +0900 (JST)

ERROR: | guess another mrtg is running.
A lockfile (/usr/local/mrtg/coni/mrtg.cfg_l) aged 303 seconds is hanging
If you are sure that no other mrtg is running you can remove the lockfile

Subject: Cron <mrtg@mrtgl> /usr/local/mrtg/mrtg /usr/local/mrtg/conf/mrtg.cfg

around.

2004/12/8
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: /URL
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1
@ “Big Brother ”
@ http://www.thinkit.co.jp/tech/#20
>
o 1
@ 2
@ 3
@ 4 BB
@ 5 )
=]
o 7 7
@ NetworkWorld 2004710
] / E
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: 2
@ “Big Brother ”

@ Software Design 2003/9-2004/11

= /
@ 2003710 : 1 Big Brother
@ 2003711 2  Big Brother
@ 2003712 3 Big Brother
@ 2004701 4 bbclient
@ 2004702 5 BB
@ 2004703 6 BB (BB )
@ 2004704 7 1.9e /
@ 2004705 8
@ 2004706 : 9 BB
@ 2004707 : 10 BB
@ 2004708 11 BB (BB )
@ 2004709 . 12 BB DB
@ 2004710 : 13 BB SNMP
@ 2004711 14 BB SNMP
@ 2004712 . 15 BB SNMP BB : bbgen

@ Software Design 2005/12 CDROM PDF
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Open Source/Free software link

@ OSTG Open Source Technology Group, OSDN)
@ http://www.ostg.com/

@ OSDN.jp
@ http://osdn.jp/

@ SOURCE FORGE

@ http://sourceforge.net/
@ SOURCE FORGE JAPAN

@ http://sourceforge.jp/

@ Fresh Meat — Free Software Index
@ http://www.freshmeat.net/

@ Solaris Freeware Project
@ http://sunsite.sut.ac.jp/
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AWARE

@ http://www.elegant-software.com/software/aware/
Big Brother

@ http://bb4._org/

@ Extensions Archive: http://www.deadcat.net/
Big Sister

@ http://bigsister._sourceforge.net/

Demarc PureSecure

@ http://demarc.com/

Expect

@ http://expect._nist.gov/

fping

@ http://www.fping.com/

Ganglia

@ http://ganglia.info/?page_id=47

Graphviz

@ http://www.graphviz._org/

hping

@ http://www_hping.org/
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@ Hobbit Network Monitor
@ http://hobbitmon.sourceforge.net/
@ |IPTraf
@ http://cebu.mozcom.com/riker/iptraf/index.html
@ Lire
@ http://www.logreport.org/
@ LogSentry (Senty Tools)
@ http://sourceforge.net/projects/sentrytools
@ MRTG
@ http://ee-staff.ethz.ch/~oetiker/webtools/mrtg/
@ mon
@ http://www.kernel .org/software/mon
@ monit
@ http://www.tildeslash.com/monit/
@ moodss
@ http://moodss.sourceforge.net/
@ Nagios (NetSaint)
@ http://www.nagios.org/
@ Nagios Plugins and Add Ons Exchange
@ http://www.nagiosexchange.org/
@ Nagios
@ http://nagios.x-trans.jp/naija/
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@ NeTraMet

@ http://www2.auckland.ac.nz/net/NeTraMet/
@ MTR

@ http://www._bitwizard.nl/mtr/
@ NISCA

@ http://nisca.sourceforge.net/
@ Net-SNMP (UCD-SNMP)

@ http://www.net-snmp.org/
@ ngrep — Network grep

@ http://ngrep.sourceforge.net/
@ nocol

@ http://www.netplex-tech.com/software/nocol
@ nPULSE

@ http://www.horsburgh.com/h_npulse._html
@ ntop

@ http://www.ntop.org/
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@ 0S-SIM
@ http://www.ossim._net/

@ RRDtool

@ http://ee-staff.ethz.ch/~oetiker/webtools/rrdtool/

@ Frontend - Cacti

@ http://www.cacti.net/
@ Frontend - CRICKET

@ http://cricket.sourceforge.net/
@ Frontend - NRG

@ http://nrg.hep.wisc.edu/
@ Frontend - ORCA

@ http://www.orcaware.com/orca/
@ Frontend — RRDBrowse

@ http://www.rrdbrowse.org/
@ Frontend — SmokePing

@ http://people.ee.ethz.ch/~oetiker/webtools/smokeping/
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@ Scotty
@ http://wwwhome.cs.utwente._nl/~schoenw/scotty/
@ sing
@ http://sourceforge.net/projects/sing/
@ snort
@ http://www.snort.org/
@ ssh
@ http://www.ssh._com/
@ SWATCH
@ http://swatch.sourceforge.net/

eMobile
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@ syslog-ng
@ http://www._balabit.com/products/syslog_ng/
@ php-syslog-ng
@ http://www.vermeer.org/projects/php-syslog-ng
@ SysOrb
@ http://www.evalesco.com
@ visualroute
@ http://www.visualroute.com
@ Zabbix
@ http://zabbix.sourceforge.net/

eMobile
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@ http://www.hawkeye.ac/micky/
@ Linux
@ http://www.itmedia.co.jp/help/howto/linux/0007master/

@ 4

@ http://www.itmedia.co.jp/help/howto/linux/0007master/04/
@ 6 SNMP

@ http://www.itmedia.co.jp/help/howto/linux/0007master/06/

@ SIMPLE WEB
@ http://www.simpleweb.org/
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@ VPS IPv6
IPv6VPS

@ http://www.ipv6style.jp/jp/tryout/20051017/index.shtml
@ http://www.ipv6style.jp/jp/tryout/20051031/index.shtml

@ Yet Another Nagios
@ http://pcweb.mycom.co.jp/column/yetanother/075/
@ http://pcweb.mycom.co.jp/column/yetanother/076/
@ http://pcweb.mycom.co.jp/column/yetanother/077/
@ http://pcweb.mycom.co.jp/column/yetanother/078/
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@ IETF
@ http://www.ietf.org/
@ NANOG
@ http://www.nanog.org/
@ JANOG
@ http://www.janog.-gr.jp/
@ CAIDA
@ http://www.caida.org/tools/
@cflowd ,RRD etc
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