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e 1991 7
— IPv4 IETF

e 1992 11
— RFC1380, “IESG Deliberations on Routing and Addressing”

— IPng
e 1993 12
— RFC1550, “IP: Next Generation (IPng) White Paper Solicitation”

e 1994

* 1995 1

— RFC1752, “The Recommendation for the IP Next Generation
Protocol” IPv6
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Internet Protocol

http://www.iana.org/assignments/version-numbers
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Assigned Internet Version Numbers

Decimal Keyword Version

0 Reserved
1-3 Unassigned
4 IP Internet Protocol
5 ST ST Datagram Mode
6 1Pv6 Internet Protocol version 6
7 TP/IX TP/I1X: The Next Internet
8 PIP The P Internet Protocol
9 TUBA TUBA
10-14 Unassigned

15 Reserved




IPv6
e 1995 12
— RFC1884, “IP Version 6 Addressing Architecture”
128bit RFC
draft-ietf-ipv6-addr-arch-v4-04.txt
e 1997 4
— RFC2133, “Basic Socket Interface Extensions for
IPv6” API
RFC3493 2003
e 1998 12
— RFC2460, “Internet Protocol, Version 6 (IPv6)
Specification”
- IPv6
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IPv6
e 1995 12 1996 Proposed Standard (PS)
- RFC1883 IPv6
— RFC1885 ICMPV6
- RFC1970
- RFC1971
e 1998 12 Draft Standard (DS)
— RFC2460 IPv6
— RFC2461
— RFC2462

— RFC2463 ICMPV6

. DS RFC
— draft-ietf-ipv6-2461bis-05.txt
— draft-ietf-ipv6-rfc2462bis.txt
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draft-ietf-ipv6-node-requirements-11.txt
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IPv6 Node Requirements
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— Stateless Address Autoconfiguration

— Router Advertisement RA
— Stateful Address Autoconfiguration

— DHCPV6

-RA M, 0 RA DHCPv6
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Router Advertisement RA
Router Solicitation RS
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= f02::1

RA

RA

&

1--=--rF="- 1 Prefix: P Prefix: P
I

2 .5 2

Prefix Information

Option
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Router Advertisement
ManagedFlag M OtherConfigFlag O
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0 1 2 3
01234567890123456789012345678901
T M S S St

| Type | Code | Checksum |
ettt F Nttt —F—Ft—F -t —F =t =t —F =t —F -+ =+ —+—+
| Cur Hop Limit!|M|O|‘ Reserved | Router Lifetime |
S T T O O L St St S ST S S S S S WA ST ST WS
| Reachable Time |
Fot—tttt ottt bttt bbbttt bt —F—F—b—b— bbbt —+
| Retrans Timer |
Fot—tttt ottt bttt bbbttt bt —F—F—b—b— bbbt —+
| Options ...

F—t—t—ttot ottt -ttt

« M/O RFC2461, 2462
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M flag: ManagedFlag

Mana= ed address confi= uration
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e RA Prefix Information

- DHCPV6

- RA M
DHCPV6

* RA

- RA NTP, STP
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O flag: OtherConfigFlag
Other configuration
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. DNS, NTP
DHCPV6

- O RA DHCPV6
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RA DHCPV6
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draft-ietf-ipv6-ra-mo-flags-01.txt

-2
- 64 IETF
- M/O ON/OFF
[ ]
- KAME RS o RA

rtsol -0 [script_name]

17

“Privacy Extensions for Address
Configuration in IPv6”, RFC3041
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. MAC EUI-64

— Temporary
— Anonymous

. IPv6
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— Windows XP
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« RFC3041

. EUI-64
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64
RA
:& f ’ XXXXXXXX
RA ’ PREFIX XXXXXXXX
’ 2727727777 YYYYYYYY
64
64
PREFIX 2207272772
U/L 0 Y
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MD5

— draft-ietf-ipv6-privacy-addrs-v2-04.txt
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Default Address Selection for

Internet Protocol version 6 s |PV6=, RFC3484
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* IPv6 I/F

« RFC3484

— IPv6 Node Requirements MUST
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2. deprecated

3. Mobile IPv6

5. Longest Match

6. I/F

24
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Longest Match
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ﬁ!’

‘

2001:db8:aaaa::a/64
2001:db8:bbbb::b/64

e 2001:db8:abcd::ef ,

—

2001:db8:

longest match

ab(hex): 1001 1010
aa(hex): 1001 1001 —>
bb(hex): 1010 1010

25

—IPv6
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“www.example.com”

2001:db8:aaaa:80, 2001:db8:bbbb::80

— IPV4

192.16.178.80, 192.16.179.80

Web

26
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step 1. IPv6
step 2. IPv4
step 3.

2001:db8:aaaa:80 -

cont.

2001:db8:bbbb::80 =

I" 192.16.178.80 —

192.16.179.80

2001:db8:aaaa:80,

2001:db8:bbbb::80

2001:db8:bbbb::80,

2001:db8:aaaa:80

2001:db8:aaaa:80,

2001:db8:bbbb::80
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IPv6
Prefix Precedence Label Prefix
:1/128 50 0
/0 40 1 IPv6
2002::/16 30 2 6tod
::/96 20 3
::ffff:0:0:/96 10 4 IPv4
. —4
- I RFC3484

28
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e Windows XP , KAME/BSD, Solaris 10

« USAGI/Linux 2005 12

Windows XP
C:¥>netsh iInterface ipv6 show prefixpolicy

Precedence Label Prefix

10 4 ::fFff:0:0/96
20 3 ::/96

30 2 2002::/16

40 1 ::/0

50 0 ::1/7128
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IPv4 - IPv6
Prefix Precedence Label Prefix
:1/128 50 0
=20 40 1 IPv6
2002::/16 30 2 6to4
::/96 20 3
.. ffff:0:0:/96 60 4 IPv4

www.example.com IN AAAA 2001:db8:aaaa::80
IN A 192.16.178.80

192.16.178.80, 2001:db8:aaaa::80

30
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Web ISP X 3:0011
2001:db8:3000::80 2-0010
]

1:0001

2001:db8:2000:aaaa::1
2001:db8:2000::/35

ISP
2001:db8:1000::/35

2001:db8:2000::80

Longest Match
2001:db8:2000:aaaa::1

2001.db8.1000.aaaa..1
2001:db8:2000:bbbb::1

ISP X, Y
IPv6
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cont.
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. ISP X
2001:db8:1000::

2001:db8:2000::

2001:db8:3000::80 :2001:db8:1000:aaaa::1 |
Prefix Precedence Label 2001:db8:2000:bbbb::1

Step 1

:1/128 50 0

/0 40 1 Step 2

2002::/16 30 2

/96 20 3

2001:db8:2000::/35 45 99 Step 3
Step 1. Step 2.

.:ffff:0:0:/96 10 4
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@ Web ISP X
J 2001:db8:3000::80
2001:db8:a000::/35
—| 2001:db8:2000::80 |

2001:db8:1000:aaaa::1

ISP a;lOOON P

2001:db8:1000::/35

IPv6

2001:db8:2000::/35

ISP X, Y
IPv6
IIF
7 2001:db8:1000:aaaa::1
2001:db8:2000:bbbb::1
33
cont.

NTT Information Sharing Platform Laboratories

2001:db8:2000::

. ISP X
2001:db8:1000::

2001:db8:a000::80

Prefix Precedence Label
:1/128 50 0
/0 40 1 Step 2
2002::/16 30 2
/96 20 3
2001:db8:2000::/35 45 99 2::2 i S—
2001:db8:a000::/35 45 99
:ffff:0:0:/96 10 4

34
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IPv6 Node Requirements

DNS & DHCPV6
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IPv6 DNS
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* |IPv6 DNS

—“DNS Extensions to Support IP Version 67,
RFC3596 Draft Standard

. Windows XP SP2 IPv6
DNS

* Windows Server 2003
» Windows Vista Longhorn

. DNS
DNS
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DNS

 |[ETF
Router Advertisement RA
DHCPV6 option
Well-known Anycast Addresses

Informational RFC

— “IPv6 Host Configuration of DNS Server Information
Approaches”, draft-ietf-dnsop-ipv6-dns-configuration-
04.txt

- oS

37

Router Advertisement RA
DNS
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— Router Advertisement RDNSS
DNS
[
- RA/ND DNS
— NTP, SIP
- RA
[ ]
o NTP, SIP
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DHCPV6 option DNS

DHCPv6-lite DNS DHCPve6-lite
DHCPvV6

DHCPv6 DNS

NTP, SIP

— DNS DHCPv6

Linux, BSD, Windows
Windows Vista betal DHCPv6

39

Well-known Anycast Addresses
DNS
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- well-known DNS

- DNS

- DNS

40
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Well-known
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* draft-ietf-ipv6-dns-discovery-08.txt

“Well known site local unicast addresses to communicate with
recursive DNS servers”

* DNS
— fec0:0:0:ffff::1, fec0:0:0:ffff::2, fec0:0:0:ffff::3
* Windows XP SP2

C:¥>ipconfig Zall

Ethernet adapter

DNS Servers . . . . - 192.16.178.230
FecO:0:0:-FFFF:--1%1
fecO:0:0:-FFFF: - 2%1
FecO:0:0:-FFFF: -3%1

41

“Dynamic Host Configuration Protocol
for IPv6 DHCPv6”, RFC3315
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client server

5 N N

OLICITE

ADVERTISE
| ADVERTISE

EQUEST
ff02::2:1
REPL All DHCP Relay Agents and Servers

ff05::1:3
All DHCP Servers address

RECONFIGURE
| RECONFIGURE

—RENEW | . upP 546/547
- IPv6

rapid commit 42
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“Stateless Dynamic Host Configuration Protocol

:DHCP: Service for IPv6”, RFC3736
NTT Information Sharing Platform Laboratories

client Server e
E E
¢ DNS,
SIP, NTP
INFORMATION-REQUEST
— DNS
DHCPV6
- — DHCPvb6-lite
REPLAY
DNS, SIP, NTP, ... * INFORMATION-REQUEST,
REPLAY

43

“IPv6 Prefix Options for Dynamic Host Configuration
Protocol (DHCP) version 6", RFC3633
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— DHCPvV6-PD prefix delegation

DHCPvVv6
v 2001:db8::a::/48

WAN

2001:db8:a::1234/128

LAN 2001:db8:a:b::1/64

2001:db8::a:b::/64

[ T —

1 l RA
.o LJ!D u!’ DHCPV6

<4— 1

44
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DHCPv6-PD IPv6 ISP
OCN ADSL IPv6 A
— NTT IPv4/IPv6
— |IPv4 PPPOE IPCP IPv4
— IPv6:PPPOE IPV6CP +DHCPvV6-PD 148
— OCN ADSL IPv6 (A)
23
http://www.ocn.v6.ntt.net/dual/pdf/ipv6if ver2.3.pdf
45

DHCPv6-PD
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PE: Provider Edge
CPE: Customer Premises Equipment
IPv6 PPPOE
DHCP-PD
e M
w IPv6 .
/64
LAN I/F
IPv4
O« 1 DHCPv6 or
CPE PE
E Ny =
: 2A ot =< Ethernet xDSL >
RA @7 PPPOE  IPV4/IPV6
IPv4: IPCP
IPv6: IPV6CP
46
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IPv6 Node Requirements

Network Management

47

IPv6 Node Requirements
SNMP
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— IPv6 Node Requirements MAY
* |IPV6

- IPv6

— IPv6 MIB

« MIB IPv4 IPv6
— RFC4022, “MIB for TCP”
— RFC4133, “MIB for UDP”
— draft-ietf-ipv6-rfc2011-update.txt, “MIB for IP”

— draft-ietf-ipv6-rfc2096-update.txt, “IP Forwarding
Table MIB”

I-D RFC

48
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49

fec0::/16
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. fec0::/16

— “Deprecating Site Local Addresses”, RFC3879

[ ]
« DNS
. IPv4
« NAT
[ ]
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“Unique Local IPv6 Unicast Addresses” ULA , RFC4193
Global ID

» Unique Local IPv6 Unicast Address

/8 148 /64 /128
7 11 40 16 64
ULA 4 GlobalID 4 Interface ID
Type Subnet ID
1111110 {0 FC00::/8
1 FDO0O0::/8
 FDO0O::/8
e Global ID

trunc(SHAL(NTP current time + EUI-64), 40bit)
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“Unique Local IPv6 Unicast Addresses” ULA , RFC4193
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e Global ID
e RFC4193

centrally assign

. FCO00::/8 type=0
« ULA
. , DNS

52
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2001:db8::/32
APNIC

— APINIC “IPv6 Documentation Prefix”
http://www.apnic.net/info/fag/ipv6-documentation-prefix-

fag.html
— RFC3849, “IPv6 Address Prefix Reserved for
Documentation”

53

6bone 3ffe::/16
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* 1996 IPv6
— pTLA 3ffe::/16

« 2006 6 6

— RFC3701, “6bone (IPv6 Testing Address Allocation)
Phaseout”

- STLA

54
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IPv6

ip6.int
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* IPV6
—ip6.int 2001 8 deprecated
—ip6.arpa ip6.int

« 2006 6 ip6.int
— “Deprecation of ip6.int reverse DNS service in
APNIC”,

http://www.apnic.net/docs/policy/discussions/p
rop-030-vOO1.txt
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Mobile IPv6
NEMO Network Mobility

56

28



IPv6

Mobile IPv6 RFC3775, RFC3776

» |Pv6 Node Requirements MAY

- L2

L2
m) (Pv6

Mobile IPv4

— Foreign Agent

ingress filter
57

Mobile IPv6
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Mobile IPv6
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Mobile IPv6
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H HA |

MNaddr/ HAaddr ‘
I Home Link

o v

# ping6 MNaddr
CN Reply from MN OK!
CNaddr |Reply from MN OK!
Reply from MN OK!

WNadddCaagit | |

.

Foreign Link 1
Prefix P1/64

Caddr#

MNaddr

MN Home Link
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|

| |
/

Home Link

CN
CNaddr

Foreign Link 1
Prefix P1/64 e

IPv6

60
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MN
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ST TS
TN |

-t

. l Home Link / ‘

e -— oN
MNaddr/ CNaddr
«B

Foreign Link 1 RA
Prefix P1/64

* RA

> MN

61
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Home Link ’ ‘
/

Care of Address
Caddrl

[ [
MNaddr/addr] CNaddr

Foreign Link 1
Prefix P1/64

RA MAC EUI-64
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MN

HA
HA Binding Update
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-

MNaddr/Caddrg

l Home Link ’
/

CN
CNaddr

Foreign Link 1
Prefix P1/64

Binding Update

Home Address

INad

Mobility Header

Binding Update
Message

63

HA

Binding Acknowledgment
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HomeAddr

MNaddr

ACK

Binding Cache Entry
CoA ‘
Caddrl HAaddr ‘

MNaddr/Caddr

Foreign Link 1

N _ ]
i1 Home Link
; /

CN
CNaddr

Binding Acknowledgment

Prefix P1/64

Mobility.Header
/Binding Ack:,_
“.Message.

64
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CN MN

Binding Cache Entry

HomeAddr CoA ‘
MNaddr | Caddrl HAaddr
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CN
MNaddr/Caddra< CNaddr
_____ 1
Foreign Link 1
Prefix P1/64 1. CN MN
HA
4. MN CN HA 2. HA Binding Cache
CN Binding
Cache Caddrl
3. CN
65

NTT Information Sharing Platform Laboratories
Binding Cache Entry

HomeAddr CoA

HA |
HAaddr

| |
/

CN
CNaddr

MNaddr Caddrl

MNaddr/Caddrg

Foreign Link 1
Prefix P1/64

Mobility Header
Binding Update Opt

66
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CN Acknowledge
Return Routability Procedure
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|

Binding Cache Entry
HomeAddr CoA |
MNaddr Caddrl | HAaddr ’ ‘

Home Link /

Binding Cache Entr
L\ CN H Agd CoA *
MNaddr/Caddrl| CNaddr omer? °
MNaddr Caddrl
ACK
Foreign Link 1
Prefix P1/64
Destination Opt Hedaep<'____
Home Address O
iifi_\_(lNadd_[ffli>‘/p{
) Mobili.ty.Header_
67

CN Binding Cache MN
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Binding Cache Entry
HomeAddr CoA ‘
MNaddr Caddrl HAaddr ’

ﬂ Home Link ’/ Binding Cache Entr
indi y

MN CN

= —— Q - HomeAddr CoA

MNaddr/Caddri] CNaddr
MNadd Caddrl
I | al .I' : aaar.
Binding
ache
Dst “MNaddr” Dst “MNaddr’
Src “CNaddr” Src “CNaddr”
. TCP Layer
Dst Dst “Caddrl” o Al Dst “Caddrl”
Src “CNaddr” IP Layer Src “CNaddr” Dst
Routing Header Type2 | | Routing Header Type2

{ MNad‘di || /' Link Layer",
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MN Home Address
CN

Binding Cache Entry

HomeAddr CoA ‘
MNaddr Caddrl HAaddr ’ ‘
i Ho!ne Link ,/ o )

0 -- o e

MNaddr/Caddr1, CNaddr
MNaddr Caddrl

NTT Information Sharing Platform Laboratories

Dst “CNaddr” Dst “CNaddr”
Src “MNaddr” Src “MNaddr”
t05 . TCP Layer” i
Src Dst“CNaddr” | 7T Dst “CNaddr” Src
p Src “Caddrl” IP Layer Src “Caddrl”
.| Pestination Opt Heade Destination Opt Header
»|| Home Address Opt ST \ Home Address Opt
“MNaddr” / Link Layer “MNaddr”

‘ / \ i 69

CN Binding Cache
MN Binding Request
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Binding Cache Entry
HomeAddr CoA ‘

MNaddr Caddrl HAaddr ’ ‘
Home Link
W / Binding Cache Entry

o= - — CN
MNaddr/Caddr| m CNaddr | |.HomeAddr CoA
I | MNaddr Caddrl

&

Dst “MNaddr”
Src “CNaddrl"’v\\
Routing Header Ty@§< MN CN
| MNaddr «~ | BU
CN
Mobility Header Acknowledge

’ Binding Request Opt

70




Mobile IPv6

Bindin= Cache CN
NTT Information Sharing Platform Laboratories

’ IPv6 Node not MIPv6 node ‘

J

MN IPv6 Node
MNaddr/Caddrd| * odeAddr

NTT Information Sharing Platform Laboratories

MN < CN
Return Routability

72
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CN MN

NTT Information Sharing Platform Laboratories
Binding Cache Entry
HomeAddr CoA ‘

MNaddr Caddrl ‘

Home Link ,/
CN
CNaddr

* HA=MN IPsec
II~ Return Routability RR

73

Return Routability
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- CN MN
* CN Web
. MN
e PKI + IPsec

- HA MN

* RR HA-=MN

— CN non-IPsec CN<=HA

74
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Return Routability STEP 1

MN KO, K1
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’ KO: Home Init Cookie ‘

K1: Care of Init Cookie ‘ K(; N HAaddr
K1 Home Link
ut 3 cN
MNaddr/Caddrl] CNaddr

KO: Home Init Cookie
K1: Care of Init Cookie
64

75

Return Routability STEP 2
MN 2 Test Init

NTT Information Sharing Platform Laboratories

1 HoTl KO _~
HA < MN //?K.Ei-' RN
’ \

IPsec / Home Lini
MN CN
IMNaddr/Caddr1 CNaddr
| S< P 4
K1
2 CoTl K1
MN CN 2
(1) Home Test Init HoTI KO
(2) Care of Test Init CoTI K1 CN

76
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Return Routability STEP 3
CN T0,T1
NTT Information Sharing Platform Laboratories
KOKL DT A
Home Link NG
MN 3 CN | £ T
MNaddrI/Caddrl CNTddr K §
l(n
I
>
[N
CN 20 Kcn
CN Ni, Nj I ]
TO, T1
(1) home keygen: TO = HMAC_SHA1(Kcn, (MNaddr+Ni+0x00))
(2) care of keygen: T1 = HMAC_SHA1(Kcn, (Caddr1+Nj+0x01))
77

Return Routability STEP 4
CN MN TO,T1

NTT Information Sharing Platform Laboratories

- - CER

MN
MNaddr/Caddrl|
l w

CN MN 2
(1) Home Test (HoT)

cookie KO, TO, i HA
(2) Care of Test (CoT)

cookie K1, T1, j

78
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Return Routability STEP 5
MN TO,T1 MAC

NTT Information Sharing Platform Laboratories

‘Ko:
\ g i
—_—— TO | Home Link
:» K1 i MNaddr/Caddr1 CNaddr
= ] |
L» Binding Key Kbm = SHA1 (T0+T1)
MN Binding Update Kbm (MAC)

YA

3 g MAC = HMAC_SHA1 (Kbm, (Caddr1+CNaddr+B*_U))

=

Binding Update
79

Return Routability STEP 6
MN CN Binding Update
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MN -
MNaddrlgaddrl

CN
CNaddr

“orc "Cadarl’. ‘o

Destination Opt Hed\a@r
Home Address Opt
“MNaddr”+—T]

il |

Binding Update Opt
Binding Auth Data
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Return Routability STEP 7
CN BU

NTT Information Sharing Platform Laboratories

MN e
MNaddr/Caddrl|
IPv6 CN R
MAC
Mobility Header
Binding Update Opt || CN BU D
Binding Auth T1
Data MAC, i, j

v
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Mobile IPv6
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- ISP

-1IP ISP
- ISP

— MSP Mail Service Provider
xxxxx@hotmail.com ISP
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IETF Mobile IPv6
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IESG

'096 ‘04 24
15 RFC
— IPsec

Return
500000 | Routability //,/*/’

400000 J =

300000
200000 /

100000
/

0

0 5 10 15
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MIP6 WG

bootstrapping

- , HA,
— Firewall
MIB, API

IP Address Location Privacy
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PnP
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NTT Information Sharing Platform Laboratories

85

NTT Information Sharing Platform Laboratories

o

#
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“Network Mobility (NEMO) Basic Support Protocol”,

RFC3963
NTT Information Sharing Platform Laboratories
NEMO HA - HA 2001:db8:acb:/64
Explicit Network mode ﬂil!’ Binding Cache
o Binding Cache Entry
Binding HoA CoA
R ACk . . .
Binding Update 2001:db8: | 2001:db8

Mobile Network @COA 2001:db8:ffff::1| a:b::/64 ffffl
Prefix N &

HoA 2001:db8:a:b::1ﬂn

Mobile Network
2001:db8:a:b::/64

> &)

87

“Network Mobility (NEMO) Basic Support Protocol”,
RFC3963

NTT Information Sharing Platform Laboratories

_‘\ HA 2001:db8:a:/48
HA [ | "1' ﬂ!’ A Binding Cache Entry

HoA CoA

tuno
2001:db8: | 2001:db
a:b::/64 | 8:ffff::1
CoA 2001:db8:ffff::1 \
HoA 2001:db8:a:b::1
m MR Q

40

Mobile Network
2001:db8:a:b::/64
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NEMO WG
* MobilelPv6

—1Pv4 / IPv6

89
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IP security IPsec

90
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IP Security IPsec
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* |Pv6 Node Requirements MUST

91
IPsec
. Site-to-Site VPN

IPv4
(Site-to-Site VPN)

. End-to-End P2P
IPv6

(End-to-End VPN)

92
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IPsec
- NTT Information Sharing Platform Laboratories
. AH

- MD5, SHA1
. ESP

- DES, 3DES, AES

) IPv6 >
Next Header Next Header Next Header
4 /s
IPv6 AH ESP

etc. | SPI etc. SPI etc.

SPI: Security Parameter Index  ,

IPv6 IPsec

NTT Information Sharing Platform Laboratories

 End-to-End P2P

- VPN
. VPN
— IPv6 P2P
« VoIP IP
e NAT
— NAT IPsec

— NAT traversal

- IPv4

94
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IPv6 IPsec
°
—IPsec AH, ESP
. IPv4
- NIC
¢ |[Psec
°
— MUST 0OS
* IPsec
L]
95
IPsec
NTT Information Sharing Platform Laboratories
— IPSec / DB
e SA
— IPSec DB
SPDB
P Dst Src Protocol
2001:db8::1 | 2001:db8::9 AH
- 3
2001:db8::2 | 2001:db8::9 ESP
SPDB
< 3 SADB
IPSec <) SPI Dst Src Algorism Key
3001 |2001:db8::1 |2001:db8::9 MD5 Himitsu
~ / 3002 | 2001:db8::2 |2001:db8::9 3DES Secret
I Sp|
96
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. SA
. pre-shared
— Web
— P2P VolP
— IPsec SPI
SADB
SPI Dst Src Algorism Key
3001 | 2001:db8::1 | 2001:db8::9 AES Himitsu
J 2001:db8::1
2001:db8::9 ' - u!’
SPI Dst Src Algorism Key
3001 | 2001:db8::9 | 2001:db8::1 AES Himitsu
SADB 97
IKE

_ SA
« |KE IPsec SA

- PKI
- RSA

— IPv6
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IPsec

IKEv2

SA
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Initiator Responder
IPv6
IKE
IKE-SA
IPsec SA
DH
ID D
IPsec
IPSec
IPsec SA < i
IPSec
< >
Pre-shared key 99

Diffie-Hellman
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.u

m=g”x mod p~_|m n_L- n=g mod p
2T % 59=10 Qo 53| 222 % 59 =53
/@ K=n"xmodp o K=m"y mod p
5377 % 59 = 19 10722 % 59 = 19

p p.g,m,n X,y

FFFFFFFF FFFFFFFF COOFDAA2 2168C234 C4C6628B 80DC1CDL 29024E08
8AB7CC74 020BBEA6 3B139B22 514A0879 8E3404DD EF9519B3 CD3A431B
302B0AGD F25F1437 AFE1356D 6D51C245 E485B576 625E7ECE FA4CA2E9 | 7ag
A63A3620 FFFFFFFF FFFFFFFF

FFFFFFFF FFFFFFFF COOFDAA2 2168C234 CAC6628B 80DC1CD1 29024E08 IKE P
8A67CC74 020BBEA6 3B139B22 514A0879 8E3404DD EF9519B3 CD3A431B _

302B0A6D F25F1437 4FE1356D 6D51C245 E4858576 625E7ECE F44C42E9 g=2
AG37ED6B OBFFSCB6 F406B7ED EE386BFB SAB99FAS AE9F2411 7caBiFes | 1024

49286651 ECE65381 FFFFFFFF FFFFFFFF
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|IPVv6
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e |IPV6

—IPv6

. IPv4 IPv6

. Web
— TCP
— Web TCP
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IPv6 IPv4, IPv6
1. IPV6 IPv4
2.

IPv6 Web

/N t
httpd httpd6 httpd
é IPv10
IPv4 IPV6 IPv4 IPv6 @
IPv10 ?

IPv4

|

IPv4 only

|

IPv6

Dual Stack

IPv4
X

|

o
o
Dual Stack

y
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— IPv6 only
— IPv4 only
— dual stack

— IPv6 only
— IPv4 only

— dual stack
DNS
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— 4.2BSD TCP/IP
— Windows Socket WinSock BSD

. TCP SYN ACK

e sockaddr_in IPv4 , sockaddr_in6 IPv6 , ...

< IPX, AppleTalk, OSI P

105

BSD IPv4 TCP
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struct in_addr L2
struct sockaddr_in gethostbyname() =
\ v
o 7 sockaddr_in
v
socket(PF_INET) PF_INET(IPv4)
v
110
send()/recv() Nl connect()

106

53



IPv4

NTT Informatio aring Platform Laboratories

’* fprintf(stderr, “cannot resolv servname: %s¥n",
* servname) ;
exit(1);
<stdio.h> el */
<stdlib.h> port = htons(port);
<sys/types.h> 3} else
<sys/socket.h> port = sp->s_port;
<netinet/in.h>
<netdb.h> /* sockaddr_in */
memset(&sind, 0, sizeof(struct sockaddr_in));
int main(int argc, char *argv[]) /7~ 1Pv4 /
{ sind._sin_family = AF_INET;
char *hostname; Vi */ 7~ BSD UNIX */
char *servname; ’7* */ /* sin4_sin_len = sizeof(struct sockaddr_in); */
struct hostent *hp; /* 1Pv4 */ 1Pv4 */
struct servent *sp; /% )/ memcpy(&sin4.sin_addr, hp->h_addr, sizeof(struct in_addr));
unsigned short port; ’* */ /’j R */
struct sockaddr_in sin4; /* */ sind.sin_port = port;
int s;
/* 1Pv4 */
Vad */ s = socket(AF_INET, SOCK_STREAM, 0);
if (argc != 3) { if (s<0){
rintf(stderr, “usage: vé-tcp-client <hostname> perror(“'socket”);
<port>¥n"); exit(l);
exit(1);
/* sin4 */
if (connect(s, (struct sockaddr *)&sind, sizeof(struct
’* */ sockaddr_in)) < 0) {
hostname = argv[1]; pen_'ror("connect");
servname = argv[2]; N exit(1);
Vel 1Pv4 */
if ((hp = gethostbyname(hostname)) == NULL) { ’* 170 */
fprintf(stderr, “cannot resolv hostname: %s¥n", while (1) {
hostname) ; Vid */
exit(1); int n;
T char buf[4096];
n = read(s, buf, sizeof(buf));
/% */ if (0 =0
if ((sp = getservbyname(servname, "tcp™)) == NULL) { exit(0);
port = atoi (servname); fputs(buf, stdout);
if (port == 0) { 3}
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struct in_addr sockaddr in
. |z —
struct sockaddr_in *

socket(PF_INET %
IPv4 ( ¥ —INED) PF_INET(IPv4)

bind()

v

listen()

v

1’0 accept()
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e
* 1Pva

*/

#include <stdio.h>
# de <stdlib.h>

#include <sys/types.h>
#include <sys/socket.h>
<netinet/in.h>
<netdb.h>
#include <unistd.h>

int main(int argc, char *argv[])
{

char *servname; /* */

struct servent *sp; Vil ) */
unsigned short port; 7> */

struct sockaddr_in sin4; /* */

int s; ’* */

fd_set rfd, rfdo;

’* */
if (arge 1= 2) {
fprintf(stderr, “usage: v6-tcp-server <port>¥n");
exit(1);

Vel */
servname = argv[1];

’* */
if ((sp = getservbyname(servname, "tcp™™)) == NULL) {
port = atoi(servname);
if (port == 0) {
fprintf(stderr, "cannot resolv servname: %s¥n",
servname) ;
exit(l);
3

7~ */
port = htons(port);

port = sp->s_port;

*/

/* sockaddr_in */
memset(&sin4, 0, sizeof(struct sockaddr_in));

1Pv4

sind.sin_family = AF_INET;

o BSD UNIX */

len = sizeof(struct sockaddr_in); */
*/

sind.sin_addr.s_addr = htonl (INADDR_ANY);/*
sind.sin_port = port;

/% 1Pv4 */
= socket(AF_INET, SOCK_STREAM, 0);
(s<0){

-0

perror('socket™);
exit(1);

Vet */
it (bind(s, (struct sockaddr *)&sin4, sizeof(struct
sockaddr_in)) < 0) {
perror d);
close(s):
exit(1):

/7 */

if (listen(s, 5) < 0) {
perror(“listen”);

close(s);

exit(1);

/* s select */
FD_ZERO(&rfd0) ;
FD_SET(s, &rfd0);

170 */
int as;
struct sockaddr_in csin4; /*
int len; ’* */

ratories

*/
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int n;
int pid;

’~ select */

rfd = rfdo;

n = select(FD_SETSIZE, &rfd, NULL, NULL, NULL);

if (n<0){
printf('n = s%dvn"
perror(“'select”);
close(s):
exit(l):

n:

’7* */
’7* csind */
as = accept(s, (struct sockaddr *)&csin4, &len);
if (as < 0) {
perror(Taccept’™);
close(s
exit(1);

3

Vel 170 */
if ((pid = forkQ)) < 0) {

perror(*fork™);

exit(1):

if (pid == 0) {
- */

char *text = "send string: ¥'server to client¥"¥n";
write(as, text, strien(text));
close(as);
exit(0);
} else
close(as);
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— IPv4 IPv6
— IPv4/IPv6

— API
* RFC3493, “Basic Socket Interface Extensions for IPv6”

* RFC3542, “Advanced Sockets Application Program Interface
(API) for IPv6

 |IPv6 . 2003.
. IPv4
111
TCP
NTT Information Sharing Platform Laboratories
L4 TCP/UDP
ail |
ai2 l
ai3 getaddrinfo()
API
socket(ai_family)
v
connect(ai_addr)
/0 ¢ YES NO
send()/tecv()
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API getaddrinfo(3)
: L3 IPv4, IPv6 or
- L4 TCP, UDP or RAW
getaddrinfo()  gethostbyname() /* */
+ getservbyname() /* */
+
+
. (01
113
getaddrinfo(3)
NTT Information Sharing Platform Laboratories
. —~gethostbyname()
IPv4 -
’ API IPv4
| * getaddrinfo()
Iz / IPv4/IPV6
0 |/ API
k—.' 114
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1. getaddrinfo()

2.
. Al_PASSIVE /* 74
addrinfo ‘///<{:AI_CANONNAME /* */
ai_flags Al_NUMERICHOST /* */
= PF_UNSPEC /* 1PV6, IPv4 */
ai_family - {PF_INET /* 1Pv4 */
; PF_INET6 /* IPv6 */
ai_socktype — {SOCK_STREAM /* socket 2 */
ai_protocol SOCK_DGRAM /* TCP or UDP or any other */
) /* www http(80) TCP */
al_addrlen /* IPv4, IPv6 */
ai canonical memset(&hints, O, sizeof(hints));:%
— hints.ai_family = PF UNSPEC;
ai_addr hints.ai_socktype = SOCK_STREAM;
: t /* */
a_nex g = getaddrinfo("www', "http'", &hints, &ail);
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addrinfo
NTT Information Sharing Platform Laboratories
* Web
www .example.com IN A 192.16.178.80 IPv4
IN AAAA 2001:db8::80 IPv6
IN AAAA 2001:db8:aaaa:80 IPv6
- aio
. freeaddrinfo(3)
addrinfo (IPv6) addrinfo (IPv6) addrinfo (IPv4)
| ai0 [/ family J family J family| NULL
next sockaddr next sockaddr next sockaddr
addr > addr [—»> addr >
80 80 80
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addrinfo (IPv6) addrinfo (IPv6) addrinfo (IPv4)
aio faminJ family J family NULL
next sockaddr next sockaddr next sockaddr

addr |—» addr |— addr |—
80 80 80

e ai0 next

. addrinfo

* |Pv6 IPv4
for (ai = ai0; ai; ai = ai->ai_next) {
s = socket(ai->ai_Tfamily,

ai->ai_socktype, ai->ai_protocol);

conenct(s, ai->ai_addr, ai->ai_addrlen); /* */]
1t ( )

break; /* */

IPv4/IPv6
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/* /* addrinfo */
* for (ai = ai0; ai; ai = ai->ai_next) {
* IPV6/IPv4
*/ s = socket(ai->ai_fanmily, ai->ai_socktype, ai-
#include <stdio.h> >ai_protocol);
#include <stdlib.h>
#include <sys/types.h> /* */
#include <sys/socket.h> if (s<0)
#include <netdb.h> continue;
int main(int argc, char *argv[]) ;: " */

int s; 7% */ if (connect(s, ai->ai_addr, ai->ai_addrlen) < 0) {

str/uct addrinfo hints; /* getaddrinfo Close?):

* s =-1;

struct addrinfo *ai0; /* addrinfo */ continue;

struct addrinfo *ai;  /* addrinfo */

int g; Val */

char *nodename, *servname; /* for */

break;
’7* */
if (arge 1= 3) {
fprintf(stderr, “usage: dual-tcp-client <hostname> Ve */
<port>¥n"); if (s<0){
exit(l); fprintf(stderr, “cannot connect %s¥n", nodename);

¥ exit(1);

’* */ i

nodename = argv[1]; /* 170 */

servname = argv[2]; while (1) {

’* */

7~ */ int n;

memset(&hints, 0, sizeof(hints)); char buf[4096];

’* : IPv4 or IPV6 */

hints.ai_fanily = PF_UNSPEC; n = read(s, buf, sizeof(buf));

7* * if (n == 0)

TCP,
hints.ai_socktype = SOCK_STREAM; exit(0);
fputs(buf, stdout);

’* addrinfo  (ai0) */
g = getaddrinfo(nodename, servname, &hints, &ai0); 3}
if @ {

fprintf(stderr, "%s", gai_strerror(g));

exit(1);
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. IPv4, IPv6

—1Pv4, IPv6

addrinfo

119

Al_PASSIVE getaddrinfo(3)

NTT Information Sharing Platform Laboratories

. Al _PASSIVE
- 0S addrinfo
- DualStack IPv6 - IPv4 2

memset(&hints, 0, sizeof(hints));
hints.ai_family = PF_UNSPEC;
hints.ai_flags = AI_PASSIVE; «
hints.ai_socktype = SOCK_STREAM;

g = getaddrinfo(@ﬂfy;\“http", &hints, &ai0);

addrinfo (IPv6) addrinfo (IPv4)
aio ’faminJ family FNUL'—
next sockaddr next sockaddr
addr > : addr [—| 0.0.0.0
80 80
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addrinfo (IPv6) addrinfo (IPv4)

a0 [ family

J family J’ NULL

next sockaddr next sockaddr
addr —> n addr |—| 0.0.0.0
80 80

listen

int s[MAXSOCKS];
for (smax = 0, ai = ai0; ai; ai = ai->ai_next) {
s[smax] = socket(ai->ai_family, ai->ai_socktype,

ai->ai_protocol);
if (bind(s[smax], ai->addr, ai->addrlen) < 0)

continue; /* bind */
if (listen(s[smax], 5) < 0)

continue; /* listen */
smax++;
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e |IPv4, IPv6
—1Pv4, IPv6 2

- select()

» select()

— listen() select()
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accpet()
... NTTInformation Sharing Platform Laboratories |
e int accept(int s, /7* listen() */
struct sockaddr *saddr, /* OUT */
int *len /* OUT */)
/* OUT accept() */
. I/0
— saddr
* IPv4 struct sockaddr_in
« IPv6 struct sockaddr_in6
. IPv4, IPv6
saddr
123

sockaddr_in IPv4 , sockaddr_1n6 IPv6

NTT Information Sharing Platform Laboratories
32 32

- - N - - N
.| sin_famliy | sin_port sin6_famliy | sin6_port
sin_addr sin6_flowinfo
: pading[8]
4 4.4BSD

sin6_addr

sin_len |sin_famliy

/ / sin6_scope_id

8 1 8 1

sizeof(struct sockaddr_in) |<| sizeof(struct sockaddr_in6)
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32 ss_family
AN

( . . ‘» . . \ .
is __fam—llyl padding Eln;fa.rzlly/ sin_port
sin_addr
pading[8]
sockaddr_in
padding >
J

sockaddr_storage
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struct sockaddr_storage ss;
N - _ IPv4, IPv6
Iint sslen = sizeof(ss);

while (1) {
/™ IPv4, IPv6 */
select(FD_SETSIZE, &rfd, NULL, NULL, NULL);
s = rfd ;
/* ss */

as = accept(s,
(struct sockaddr *)&ss,

}

&sslen);
nr (int ac\J]
or int as
or (@s); as I/O( A
¥ \ recv(as, --..);
send(as, --.);

126

63



TCP

e

* 1Pv6/IPv4
*/

#include <stdio.h>
# de <stdlib.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <netdb.h>

int main(int argc, char *argv[])

int s[64]; ’7* */
st:/uct addrinfo hints; /* getaddrinfo

struct addrinfo *ai0; /* addrinfo */
struct addrinfo *ai; ’* addrinfo */
int g; /* getaddrinfo */
char *servname; 7> */

int smax; ’7* */
fd_set rfd, rfdo;

int i;

Jrx *y

if (arge 1= 2) {
fprintf(stderr, “usage: dual-tcp-server <port>¥n");
exit(1);

Jox =/
servname = argv[1];

e /

memset(&hints, 0, sizeof(hints)):

/*

: IPv4 or IPV6 */
hints.ai_family = PF_UNSPEC;
Ve (TCP,

hints.ai_socktype = SOCK_STREAM;
/* PASSIVE -
hints.ai_flags = AI_PASSIVE;

ratories
Vad */
g = getaddrinfo(NULL, servname, &hints, &ai0);
it @ <{
fprintf(stderr, "%s", gai_strerror(g));
exit(l);

*/

i = ai->ai_next) {
/

s[smax] = socket(ai->ai_family, ai->ai_socktype, ai-
>ai_protocol);

Ve */
if (s[smax] < 0)
continue;

Jx
if (bind(s[smax]. ai->ai_addr, ai->ai_addrlen) < 0) {

close(s[smax]):
continue;
3
’* */
if (listen(s[smax], 5) < 0) {
perror(“listen™);
close(s[snax]);
continue;
smax++;
3
7** for */

if (smax == 0) {
fprintf(stderr, “cannot create server socket¥n"):
exit(1):

7% s[xx] select */
FD_ZERO(&rfdo);
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for (i = 0; i < smax; ++i)
FD_SET(s[i], &rfdo);

17> 170 */
while (1) {
int as;
v struct sockaddr_storage ss; /* N
’* */
select() */
= rfdo;
select(smax + 1, &rfd, NULL, NULL, NULL);
(<0 {
perror(“select™);
exit(1);
3
> */
for (i = 05 i < smax; ++i) {
if (FD_ISSET(s[i], &rfd))
break;
b
el */
el ss */
as = accept(s[i], (struct sockaddr *)&ss, &sslen);
if (as < O
perror(“accept'™);
exit(1);
b
’* 170 */
if ((pid = forkQ)) < 0) {
perror("fork™);
exit(l);
3
it 0 <{
’* */

char *text = "send string: ¥"server to
ient¥"¥n";
write(as, text, strien(text));
close(as);
exit(0);
} else
close(as);
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. IP
- FTP, SIP, ...
IPv4 FTP send-port IPv6 FTP send-port
USER ftp USER ftp
PASS xxxx@nttv6.net PASS xxxx@nttv6.net
PORT 192.168.0.21,14,248 | | EPRT |2|2001:db8:aaaa::21|3832]
RETR index.txt RETR index.txt

192.16.178.192 - - [01/Nov/2005:23:19:20 +0900] "GET /index.html HTTP/1.1" 301
255 "-" "Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1)"
2001:db8:aaaa::1 - - [01/Nov/2005:23:19:49 +0900] "GET /index.html HTTP/1.1"
301 255 "-" "Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1)"
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struct sockaddr_storage ss;

struct sockaddr_in *sin4; §§qgkqupﬁnwage
struct sockaddr_in6 *sinG; 4 s;janﬂyl\padmng

~N
switch (ss-ss_famifvs—f——y

case AF_INET:
sin4d = (struct sockaddr_in *)&ss

S padding
break;
case AF_INET4

SinG = |

kaddr_in6 *)&ss;

break;
3 sockaddr_storage
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— API
e |Pv4 API
- OS IPv4 only
— |Pv4
* ssh -6 : IPv6
* ssh-4:IPv4
* ssh 1 IPv6,IPv4
IPv4 “4”
131
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* |[Pv6 FIX

e IPV6
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* |Pv6

— "The Recommendation for the IP Next Generation Protocol”,
1995/1, RFC1752.

- WIDE 1995 , IP version 6,
http://www.wide.ad.jp/document/reports/pdf1995/index.htm.
* IPv6

— “Internet Protocol Version 6 (IPv6) Addressing Architecture”,
2003/4, RFC3513. Draft Standard
— “Internet Protocol, Version 6 (IPv6) Specification”, 1998/12,
RFC2460.
— “Neighbor Discovery for IP Version 6 (IPv6)”, 1998/12, RFC2461.
— “IPv6 Stateless Address Autoconfiguration”, 1998/12, RFC2462.
Draft Standard

— “Internet Control Message Protocol (ICMPv6) for the Internet
Protocol Version 6 (IPv6) Specification”, 1998/12, RFC2463.
Draft Standard
— “IPv6 Node Requirements”, 2004/8, draft-ietf-ipv6-node-
requirements-11.txt.
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* DNS

— “IPv6 Host Configuration of DNS Server Information
Approaches”, 2005/11, draft-ietf-dnsop-ipv6-dns-configuration-
04.txt

— “Deprecation of ip6.int reverse DNS service in APNIC”, 2005/8,
http://www.apnic.net/docs/policy/discussions/prop-030-v001.txt
e DHCPvV6

— “Dynamic Host Configuration Protocol for IPv6 (DHCPV6)”,
2003/7, RFC3315.

— “DNS Configuration options for Dynamic Host Configuration
Protocol for IPv6 (DHCPV6)”, 2003/12, RFC3646.

— “IPv6 Prefix Options for Dynamic Host Configuration Protocol
(DHCP) version 6", 2003/12, RFC3633.

— “Requirements for IPv6 Prefix Delegation”, 2004/6, RFC3769.

— “Stateless Dynamic Host Configuration Protocol (DHCP) Service
for IPv6”, 2004/4, RFC3736.

— “Simple Network Time Protocol Configuration Option for
DHCPv6”, 2003/12, draft-ietf-dhc-dhcpv6-opt-sntp-00.txt
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— “Default Address Selection for Internet Protocol version 6 (IPv6)”,
2003/2, RFC3484.

— “Privacy Extensions for Stateless Address Autoconfiguration in IPv6”,
2001/1, RFC3041.

— “Privacy Extensions for Stateless Address Autoconfiguration in IPv6”,
2005/5, draft-ietf-ipv6-privacy-addrs-v2-04.txt. RFC3041

— “Management Information Base for IP Version 6: Textual Conventions
and General Group”, 1998/12, RFC2465.

— “Management Information Base for the Internet Protocol (IP)”, 2004/5,
draft-ietf-ipv6-rfc2011-update-10.txt.

— “IP Forwarding Table MIB”, 2004/8, draft-ietf-ipv6-rfc2096-update-07.txt.

— “Management Information Base for the Transmission Control Protocol
(TCP)”, 2005/3, RFC4022.

— “Management Information Base for the User Datagram Protocol (UDP)”,
2005/6, RFC4113.

— “IP Tunnel MIB", 2005/6, RFC4087.
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— “Deprecating Site Local Addresses”, 2004/9,
RFC3879.

— “Unique Local IPv6 Unicast Addresses”, 2005/10,
RFC4193.

— “6bone (IPv6 Testing Address Allocation) Phaseout”,
2004/3, RFC3701.

» MobilelPv6 / NEMO
— “Mobility Support in IPv6”, 2004/6, RFC3775.

— “Using IPsec to Protect Mobile IPv6 Signaling
Between Mobile Nodes and Home Agents”, 2004/6,
RFC3776.

— “Network Mobility (NEMO) Basic Support Protocol”,
2004/6, RFC3963.
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¢ |Psec

- IP
« “Security Architecture for the Internet Protocol”, 1998/11, RFC2401
e “IP Security Document Roadmap”, 1998/11, RFC2411

— IPsec
» “IP Authentication Header”, 1998/11, RFC2402
¢ “The Use of HMAC-MD5-96 within ESP and AH", 1998/11, RFC2403
¢ “The Use of HMAC-SHA-1-96 within ESP and AH", 1998/11, RFC2404
¢ “The ESP DES-CBC Cipher Algorithm With Explicit V", 1998/11, RFC2405
» “IP Encapsulating Security Payload (ESP)”, 1998/11, RFC2406
* “The NULL Encryption Algorithm and Its Use With IPsec”, 1998/11, RFC2410
* “The ESP CBC-Mode Cipher Algorithms”, 1998/11, RFC2451

* “The Internet IP Security Domain of Interpretation for ISAKMP”, 1998/11, RFC2407

» ‘“Internet Security Association and Key Management Protocol (ISAKMP)”, 1998/11,
RFC2408

* “The Internet Key Exchange (IKE)”, 1998/11, RFC2409
¢ “The OAKLEY Key Determination Protocol”, 1998/11, RFC2412
* ‘“Internet Key Exchange (IKEv2) Protocol”, 2004/09, draft-ietf-ipsec-ikev2-17.txt
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— “Basic Socket Interface Extensions for IPv6”, 2003/2,
RFC 3493.

— “Advanced Sockets Application Program Interface
(API) for IPv6”, 2003/5, RFC3542.
— IPv6 :
, 2003 2

— “Unix Network Programming Volume 1., 3" Edition,
The Sockets Networking API”, W. Richard Stevens,
Bill Fenner, Andrew M. Rudoff, 2003/11, Prentice Hall.

— Winsock 2.0 Window Socket API

, ,1998 8
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