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= Spam

= Spammer
= Spam

= Spam
= Spam
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Spam

= SPAM

= Hormel Foods Corporation &
= http://www.spam.com

= “Monty Python’s Flying Circus”
= spam
= Hormel Foods
= UCE (Unsolicited Commercial E-mail)
= UBE (Unsolicited Bulk E-mail)
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Spam (1)

= Spam - MessagelLabs

http://www. com/publishedcor threat_watch_dotcom_en/threat_statistics/spam_intercepts/DA_114633.chp.html
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Spam (2)

n (2005 1 6 )
- Sophos

http://www.sophos.com/pressoffice/news/articles/2005/08/pr_us_20050803topfive-cats.html

Other, 21.2%
Medication/pills,
41.4%

Product, 8.3%

Stock scams, 8.5%
Adult content, 9.5% Mortgage, 11.1%
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Spam (3)

n (2005 4 9 )
- Sophos

http://www.sophos.com/pressoffice/news/articles/2005/10/pr_us_dirtydozoct05.html

, 26.35%

9.

,19.73%

15.70%
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Spam

(1)

= CPU

= spam

70%
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|
= Spam
n
n
|
[ ]
[ ]
. (DoS)
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(1)

= MUA (Mail User Agent)

" Outlook, Eudora

SMTP POP/IMAP 1
n

MUA MUA
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(2)

= MSA (Message Submission

Agent)
= MUA SMTP
| |
= MTA
SMTP  POP/IMAP - _
MUA mua = MTA (Mail Transfer Agent)
To: u -
. sendmail, gmail, Postfix
InternetWeek 2005 Copyright© 2005 by Nariyoshi YAMAI 13

(3)

= MDA (Mail Delivery Agent)

. mail.local, procmail

UA SMTP  POP/IMAP Mua = MRA (Mail Retrieval Agent)

= POP/IMAP
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(4)

]
POP/IMAP
MUA
example.jp
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& (1)

= SMTP (Simple Mail Transfer Protocol)

« MUA MSA MTA)
« MTA  MTA
. TCP 25
= MSA TCP 587
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(2)

HELO/EHLO (Hello/Extended Hello)
MTA

MAIL (Mail)
RCPT (Recipient)
DATA (Data)
QUIT (Quit)

= RSET (Reset)
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(2)

QUIT
221 Closing connection

1_{8: 220 mail.example.jp ESMTP Ready
C: HELO mta.example.com 1.
2'{8: 250 Hello mta.example.com
C: MAIL FROM: <alice@example.com> 2.
3'{S: 250 <alice@example.com> ... OK
C: RCPT TO: <bob@example.jp> 3.
4'{8: 250 <bob@example.jp> ... OK
C: DATA 4
S: 354 Go ahead '
C: From: alice@example.com -
C: To: bob@example.jp
5.4 C: Subject: test
. 5.
C:
C: This is a test message.
C: . 6.
S: 250 Message accepted
C:
S:

o
I_Aﬁ
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(3)

|
s 3 +
=« 200
= 300
= 400
= 500
= 400 500
= 400
= 500
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u
S: 220 mail_example.jp ESMTP Ready
C: HELO mta.example.com
S: 250 Hello mta.example.com
C: MAIL FROM: <alice@example.com>
S: 250 <alice@example.com> ... OK
C: RCPT TO: <bob@example.jp>
S: 550 <bob@example.jp>... User Unknown
C: QUIT
S: 221 Closing connection
InternetWeek 2005 Copyright© 2005 by Nariyoshi YAMAI 20
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%

= POP (Post Office Protocol)

(5)

= IMAP (Internet Message Access Protocol)

u
= POP MUA
= IMAP MRA

= POP3 TCP 110
= IMAP TCP 143
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*

= POP3
= USER
= PASS
= APOP
= STAT LIST RETR DELE

= QUIT

InternetWeek 2005 Copyright© 2005 by Nariyoshi YAMAI

(6)

22
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(7)

= POP3 (RFC1939 )
S: +0K POP3 server ready <1896.697170952@dbc.mtview.ca.us>
C: APOP mrose c4c9334bac560ecc979e58001b3e22fb

S: +0K mrose®s maildrop has 1 message (120 octets)

C: LIST

S: +0K 1 message (120 octets)

S: 1 120

S: -

C: RETR 1

S: +0OK 120 octets

S: < 1 >

S: R

C: DELE 1

S: +0K message 1 deleted

C: QUIT

S: +0K dewey POP3 server signing off (maildrop empty)
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(1)

n (envelope)
MAIL RCPT
n (header)
DATA
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(2)

220 mail.example.jp ESMTP Ready

HELO mta.example.com

250 Hello mta.example.com

MAIL FROM: <alice@example.com> From
250 <alice@example.com> ... OK

RCPT TO: <bob@example.jp> ~ To
250 <bob@example.jp> ... OK

DATA

354 Go ahead

From: alice@example.com From

To: bob@example.jp - To

Subject: test

This is a test message.

250 Message accepted
QUIT

OVOOOOOO0NnOnOnLoOnoOnm
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(3)

= From:

= Sender:

= Reply-To:

= Return-Path: From
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(4)

|
| |
= 10
= Cc: (Carbon Copy)
= Bec: (Blind Cc
| |
= Resent-From:
= Resent-Sender
= Resent-To
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[ |
| |
= Date
= Subject:
= Message-Id ID
= Received:
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(5)

Return-Path: <owner-anti-spam@cc.okayama-u.ac.jp> « From
Received: from unknown (HELO ccsrv2.cc.okayama-u.ac.jp) ([150.46.xx.xx])
(envelope-sender <owner-anti-spam@cc.okayama-u.ac.jp>) « From
by XXX .XXX.XXX.XxX with SMTP
for <user@example.co.jp>; 13 Oct 2005 00:22:33 +0900 « To

Received: from ccsrvl.cc.okayama-u.ac.jp (ccsrv.cc.okayama-u.ac.jp [150.46.xx.xx])
by ccsrv2.cc.okayama-u.ac.jp with ESMTP id AAA26964
for <user@example.co.jp>; Thu, 13 Oct 2005 00:22:29 +0900 « To
Received: (from majordom@localhost)
by ccsrv.cc.okayama-u.ac.jp id AAA29022
for anti-spam-outgoing; Thu, 13 Oct 2005 00:20:02 +0900 (JST) « To
Date: Thu, 13 Oct 2005 00:20:01 +0900 (JST)
From: Nariyoshi Yamai <yamai@cc.okayama-u.ac.jp> «
Message-1d: <200510121520.AAA29014@ccsrv.cc.okayama-u.ac.jp>
To: anti-spam@cc.okayama-u.ac.jp «
Subject: [anti-spam: 638] anti-spam articles (September 19 - September 25)
Sender: owner-anti-spam@cc.okayama-u.ac.jp «
Precedence: bulk
Reply-To: anti-spam@cc.okayama-u.ac.jp «

InternetWeek 2005 Copyright© 2005 by Nariyoshi YAMAI 29

(6)

|
| |
. From To MTA
. From To MUA
| |
= Bcc
.
n spam
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DNS (1)

. (RR)
||
= MX
= A AAAA
= PTR
n spam

= DNSBL(DNS Black List)

InternetWeek 2005 Copyright© 2005 by Nariyoshi YAMAI

etc.

31

DNS (2)

= MX (Mail eXchange)

okayama-u.ac.jp. IN MX 10 mtal.okayama-u.ac.jp.
IN MX 20 mta2.okayama-u.ac.jp.

mtal

mta2

okayama-u.ac.jp. IN MX 10 mtal.okayama-u.ac.jp.
IN MX 10 mta2.okayama-u.ac.jp.
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DNS (3)

= PTR (PoinTeR)

= IP

= IP AAA.BBB.CCC.DDD
DDD.CCC.BBB.AAA.in-addr.arpa. IN PTR client.okayama-u.ac.jp.
client.okayama-u.ac.jp

. IP
| |
client.okayama-u.ac.jp. IN A AAA.BBB.CCC.DDD
IP
InternetWeek 2005 Copyright© 2005 by Nariyoshi YAMAI 33

(1)

]
.
.
]
. ISP
.
= PGP (Pretty Good Privacy) S/MIME
.
. Sender: /
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4

(2)

s POP before SMTP

= POP MTA
[ ]
. POP
. IP 10
. IP
[ ]
= MUA
= IP MUA/MTA
NAT ISP
InternetWeek 2005 Copyright© 2005 by Nariyoshi YAMAI 35
= SMTP-AUTH
= SMTP (RFC2554)
. AUTH
CRAM-MD5, MD5-DIGEST, PLAIN, LOGIN
. MUA
. MUA
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(1)

« SMTP-AUTH
« POP  APOP

= TLS SSL

(TLS: Transport Layer Security, SSL: Secure Socket Layer)
= MUA MTA MUA MRA
= MTA MTA

= PGP (Pretty Good Privacy) S/MIME

InternetWeek 2005 Copyright© 2005 by Nariyoshi YAMAI 37

(2)

= TLS
= SMTP/TLS: 25 587
= POP/TLS: 110
= IMAP/TLS: 143
STARTTLS

= SSL
« SMTP/SSL: 465 ( )

= POP/SSL: 995
= IMAP/SSL: 993
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Spammer

HTML
= MTA

= Web

InternetWeek 2005

(1)

(web bug)

@

spam
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(1)

spammer
InternetWeek 2005 Copyright© 2005 by Nariyoshi YAMAI 41
= Spam (2)
= ISP
spammer
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spammer
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Spammer (5)

. PC
= Spam 60 PC
- Sophos COO=Steve Munford (2005/9/15)
. PC 40 50
- JPCERT/CC, Telecom-ISAC Japan(2005/9/8)
. 1 300
- MX Logic CTO=Scott Chasin (2005/7/13)
. DNS spam

- APCAUSE Chair=James Lick (2005/2/24)
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InternetWeek 2005
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(1)

]
]
= Web

l@ at

InternetWeek 2005

( yamai at okayama-u.ac.jp)
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(2)

|
= CAN-SPAM ( 2004 1 )
Controlling the Assault of Non-Solicited Pornography and Marketing Act
| |
| |
. ( 14 7 )
| |
| |
50
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Spam

|
= Spam
|
= Spam
|
. spam DoS
|
.
InternetWeek 2005 Copyright© 2005 by Nariyoshi YAMAI 48

24



2
(false negative rate)

= Spam (ham)

InternetWeek 2005

spam
(false positive rate)
(ham) spam
false positive rate
spam
spam
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(1)

= DNS

InternetWeek 2005
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(2)

| |
| |
. IP
| |
| |
= PTR MTA
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[
| |
= Spamhaus SBL, XBL (http://www.spamhaus.org)
= SpamCop SCBL (http://www.spamcop.net/bl.shtml)
= ORDB (http://ordb.org/)
= DSBL (http://dsbl.org/main)
= DNS DNSBL: DNS Black List
= Spam open relay
MTA
InternetWeek 2005 Copyright© 2005 by Nariyoshi YAMAI 52
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(4)

4

|
. (Spamhaus SBL, XBL )
« IP A.B.C.D MTA SMTP
« D.C.B.A.sbl-xbl.spamhaus.org A
= A (127.0.0.x)
|
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= Tempfailing
= Spam MTA
. spam MTA
| |
=« Greylisting
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%

(6)

= Tempfailing( )

]
]
| |
1
. MTA
. ( MTA )
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(7)

- spam
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(1)

4

= Spam MTA timeout

| |
220 greeting message
= sendmail 8.13
= RFC2821 5
. MTA
. 15
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= Tempfalil
- tempfalil @)
greylisting
| |
| |
| |
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(1)

|

.

= Spam
|

.

.

.

InternetWeek 2005

spam

spam
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(2)

spam

InternetWeek 2005

$ Viagra

From To

spam
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(3)

A
B

(Bayesian filter)

( 3 )
spam
P(A|B)= P(A)P(B|A)/P(B)
spam

« TFO000 ... HTML

InternetWeek 2005
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(4)

spam

InternetWeek 2005

Spam
spam
( )
spam
spam
fuzzy checksum
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(%)

= Spammer

. URL
| |
. URL
URL
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(6)
|
[ ]
. 10
[ ]
= Spammer
[ ]
. spam
. PC
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(1)

1. Spam

6. MTA

From

MTA
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|
[ ]
n
[ ]
= MTA
. (
= Spam
|}
. (DoS)
= “Joe job”
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(3)

= 2002 11 ISP
= 30
. 15

2.5

]
» 11/5 9:30am  11/7 11:00pm
]
InternetWeek 2005 Copyright© 2005 by Nariyoshi YAMAI 67

(4)

= BATV (Bounce Address Tag Validation)

MAIL FROM: MAIL FROM:
<user@example.jp> <prvs=user/KDDDSSSSSS@example.jp>
RCPT TO: RCPT TO:

<typo@example.com <typo@example.com>

example.com

A

example.jp Z’LA”- FROM:
K: RCPT TO:
DDD: 1970 1 1 3 <prvs=user/KDDDSSSSSS@example.jp>

SSSSSS: K DDD
InternetWeek 2005 Copyright© 2005 by Nariyoshi YAMAI 68




= DNS
= MX

MXETAT

®

(&)

(%)

(MX)?Y !(2) MTAL

MX 1 MTAL
MX 2 MTA2

(MX) i !(4) MTA2

( ) (3) MTA3Z
MX 2 MTA2
InternetWeek 2005 Copyright© 2005 by Nariyoshi YAMAI 69
|
]
| |
]
= Spam
|
= Spam
]
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(2)

m 2

= IP

= Sender ID = SPF + Caller ID
SPF (Sender Policy Framework) POBOX
Caller ID Microsoft

|
=« DKIM = DomainKeys + IIM
DomainKeys Yahoo!
1IM (Identified Internet Mail) Cisco Systems
InternetWeek 2005 Copyright© 2005 by Nariyoshi YAMAI 71

(3)

= Sender ID(1)

= 3
. (PRA)
. From (MFROM)
. (SPF )
InternetWeek 2005 Copyright© 2005 by Nariyoshi YAMAI 72
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(3)

= Sender ID(2)
= PRA (Purported Responsible Address)

n
Resent-Sender:, Resent-From:, Sender:, From:
Resent-From:

« MAIL SUBMITTER

MAIL FROM: <alice@example.com> SUBMITTER=<al ice@example.jp>

InternetWeek 2005 Copyright© 2005 by Nariyoshi YAMAI 73

(4)

= Sender ID(3)

= SPF

« DNS TXT (SPF)
+ pass ( )
? neutral ( )
~ softfail (neutral fail )
- fail ( )

. A MX IP

MTA

example.jp IN TXT “v=spfl +a +mx —all”
example.jp IN SPF “spf2.0/mfrom,pra +a +mx -all”

InternetWeek 2005 Copyright© 2005 by Nariyoshi YAMAI 74

37



(5)

%

= Sender ID(4)

= Sender ID
= Microsoft PRA

« IETF
MARID (MTA Authorization Records in DNS) WG
=« RFC
Standard Experimental
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(6)

*

= DKIM (DomainKeys ldentified Mail)

DNS
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(7)

=« DKIM ()
]
DKIM-Signature: a=rsa-shal; s=brisbane; d=example.com;
T T T
c=simple; g=dns; i=joe@football._example.com;
T T T
h=Received : From : To : Subject : Date : Message-ID;
T 1
b=dzdVyOfAKCdALXdJ0c9G2q8LoXSIEniSbav+yuU4zGeeruDO01szZVoG4ZHRNiYZR;
= DNS
brisbane._dkim.example.com. IN TXT "g=¥; k=rsa¥; t=y¥; p=MIGFfMA

0GCSqGS1b3DQEBAQUAA4GNADCB 1 QKBgQCE9TURXN30NFz+G/m3g5rt4P6nsKmvgulD6cw2X
6BNxKINIQKM10TF8tMx6P6bN7 JuTR1BeD8ubaGqtzm2rWK4L iMIghoQcwQz i GbK1zp/MkdXZ
EWMCFILY60UITrivK7INOLXtZbdxJG2y/RAHGSWKKYVhSPONiRsZF/ 1Br5p8uQI1DAQAB"™
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(8)

m 2

= IP
| |
[
PRA MFROM
]
[
| |
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(9)

|
. spammer
|
. (accreditation)
. (reputation)
Spam

InternetWeek 2005
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Spam

= Spam

= ISP
« ISP

= Spam

InternetWeek 2005

spam
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|
]
| |
]
| |
. spam
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n (E-Postage)
]
]
]
]
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§ (3)

|
. Bonded Sender Program (BSP)
« IronPort Systems
|
. BSP
. BSP  MTA
= Spam BSP
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$ ISP (1)

= Outbound Port 25 Blocking (OP25B)
. spam
= Spammer PC

. - MTA  SMTP(25 )

= MTA
Submission(587 ) SMTP/SSL(465 )
. ISP MTA
. MTA IP
IP
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& ISP (2)

= Outbound Port 25 Blocking (2)
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= Outbound Port 25 Blocking (3)
. ISP
]
. ISP MTA(25 )
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ISP (4)

= ISP
. MTA
= SMTP

= Outbound Port 25 Blocking
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n spam

[ ]

Spam

[ sSpam

[ ]

[ ]

= EU

[ ]

[ ]
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(2)

(2002 7

)

=« CM,
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|
1.
1.
2.
2.
3.
3.
4.
2
300 ( ) 50
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(4)

PC
. 15 10 9 2
. 14 8 15 9
. 15 6
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n « )
. 10
= Spam (2005/5/16)
= Spam (2005/6/14)
2
]
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(6)

URL
| |
InternetWeek 2005 Copyright© 2005 by Nariyoshi YAMAI 93
- ( 17 11 1 )
[ ]
n
|}
( 50 ) (1) ( 100 )
|}
|}
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(8)

|
= CAN-SPAM (2004 1 )
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0 «C )
. spam
= Spam
u
. (2004 1 )
= CAN-SPAM “You CAN SPAM”
. Controlling the Assault of Non-Solicited
Pornography and Marketing Act
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(10)

= EU
= 2003 10 31

[ ]
[ ]
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|
[ ]
n
n
. spam
|}
|}
[ ]
|}
L}
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(1)

InternetWeek 2005

spammer
PC spam

spam
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(2)

« ISP

InternetWeek 2005

( CIK)

spam
spam
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4

(3)

= Anti-spam
. spam
. 1

= anti-spam-request@cc.okayama-u.ac.jp

subscribe
end
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