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= Linux
= Linux Virtual Server(LVS)
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= Virtual IP VIP
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Virtual Server IP
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Sticky

Web
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IP

NAT

Proxy
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$ cookie

. Cookie

Cookie Name = test
Cookie = srv-000, srv-001 , srv-002
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SSL session ID

= SSL ~

. IP SSL Session-1D

= Microsoft (1.E) default SSL
Session-1D

= Internet Explorer Renegotiates Secure Sockets Layer Connection Every Two Minutes
= http://support.microsoft.com/default.aspx?scid=kb;EN-US; 265369
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Real Server Group

XL Port:80 Y RpP:10.1.1.101
\ L4/LT Switch
\ 71
- -@E“ —>
/ Virtual Server RIP:10.1.1.102
qr 4

\\

— VIP 10.1.1.100/2
Service Port 80

/ / ./ RIP:10.1.1.103

Client Virtual Server

L g

Real Server
VIP  tcp:80(http) VIP  80(http) 80(http)
Real
Server
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SLB

Client to Server Process

Real Server
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TCP/IP Connection
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HTTP1.1
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= GSLB(Global Server Load Balancing )

= BC( )

= DNS
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Switching Security

sLoadBalancing =SSL
sL7 Switcing =SSL VPN
=GSLB =DDoS
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=«TCP
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.'I" keepalive =
L > +—> F
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TCP
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IP IP  NAT (
IP
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TCP HTTP )

GET/HTTP/1.1
ur Accept-Encoding : gzip, deflate

- _,\ >
8L - 7 !F
" / -

.,'_ - HTTP/1.1 200 OK
Content-Encoded : gzip

= Apache(mod_gzip), Microsoft 1S Web
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DDoS
1)SYN _
'F' < 2)SYN ACK Seq "
- '\ 3)ACK >
e .
- /v ﬂ _—
!E— [ DDos SYN cookie |
. DoS Denial of
Service Attack ) DDoS Distributed DoS
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DDoS
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telnet, snmp, syslog

(C)2005, Masakazu Tomari

56

(C)Masakazu Tomari

28



| ]
u (WWW, Firewall, Proxy, ...
. (http https ftp rtsp etc...)
| ]
. internet etc...
| ]
. (OS Version
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= L4

. L4switch
= L4 Default Gateway
= Routing
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HTTP/HTTPS

SourcelP
cookie Server cookie
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4 .

= (leastconn, hash, roundrobin, ...)

(URL, cookie, etc..)

= tcp, icmp, contents, script..
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= SNMP
= Syslog

MIB )

(telnet,web)
SSH  SSL
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Client
n I P —T—
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- LB VLAN10
LB
NAT NAT _T_
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:FTP
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(C)2005, Masakazu Tomari 64

(C)Masakazu Tomari

32



= LB VRRP Intranet

= VRRP
VRID

. STP(
LB

STP

Active/Standby
Active/Active
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& VRRP(VirtuaI Router Redundancy Protocol )

Virtual router u
ID1
CRLERLEELLL 1
. -
1111 » .
-
4'—@ "
-
N 1113 % VRlmaster = u IP MAC
. -
- "
e . "
Hostl . H
Default gateway = u =
1111 = .
L]
1114 4 . ™
- @ "
. -
[ : I P
: VR 1backup g
. -
- "
asmssmsmmam
|
Virtual router 1D 1
Virtual MAC address :
00:00:5E:00:01:01
Virtual IP address: 1.1.1.1
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VRRP

Virtual router u VRRP
R - VRID

]
.
g UEEEEEEEEESY
1111 - n
sl T e 1
e =
u .
1.1.1.3 s " VR1master =
'r' .y VR 2backup ® = (VRID )
- ' "
., e
Hostl : = [ :
Default gateway = u : "
1111 =, "
" "
1114 g ® .
L]
- 1112 _ .
(] ey i:
i 2= VR2master "
u
Host2 : o VR1backup : : |
Default gateway = " . .
Vi Active/Active
EEEEEEEEEEER
Virtual router
ID2
Virtual router ID 1 Virtual router ID 2
Virtual MAC address : Virtual MAC address
00:00:5E:00:01:01 00:00:5E:00:01:02
Virtual IP address: 1.1.1.1 Virtual IP address: 1.1.1.4
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Cisco CSS

1. Active-Standby(Box-to-Box Redundancy)
. ~ VLAN
= CSS LinkDown -

2. Active-Active(VIP Redundancy)

LinkDown

( )
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Active/Standby

VIP
192.1.1.100
VLAN2 VLANL
192.1.1.1 s 10.1.1.1 .
7,¢ A —
BACKUP
VLAN3
11.1.1.254
I — +H=
<— VRRP Hello
/
o
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<
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Active/Standby

Master VRRP

VLAN2 VLANL
192.1.1.1 Nytet
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BACKUP
VLAN3
11.1.1.254
(S § =g '\ A
<+— VRRP Hello
Redundancy-up
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Nigz i
-
Ilc VLAN2 VLANL 1[{'
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Active/Active

CSS Active VIP  Preempt VIP .
VLAN2 ;
VLANL ]
192.1.1.1 .
0 | 10111 :
h Iy H
—Z :
ACTIVE /mateway
4 VIP Active Redundant Interfa SEmmmmmmmmmmmwmewey
. 192.1.1.101 10.1.1.253

VIP Active
192.1.1.100

.’ -
4 : :
1/ E
: a
VLANz> _'< VLANL 3
192.1.1.2 101.1.2 : Default Gateway =
VIP 192.1.1.100 CSs CSss )
VIP 192.1.1.101 CSss CSss
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Top CSS Bottom CSS

circuit VLAN1
ip address 10.1.1.1 255.255.255.0
ip virtual-router 1 priority 101 preempt
ip virtual-router 2
ip-redundant-interface 1 10.1.1.253
ip-redundant-interface 2 10.1.1.254
ip critical-service 1 VRRP-KAL
ip critical-service 2 VRRP-KAL

Circuit VLAN2
ip address 192.1.1.1 255.255.255.0
ip virtual-router 3 priority 101 preempt
ip virtual-router 4
ip redundant-vip 3 192.1.1.101
ip redundant-vip 4 192.1.1.100
ip critical-service 3 VRRP-KAL
ip critical-service 4 VRRP-KAL

circuit VLAN1
ip address 10.1.1.2 255.255.255.0
ip virtual-router 1
ip virtual-router 2 priority 101 preempt
ip-redundant-interface 1 10.1.1.253
ip-redundant-interface 2 10.1.1.254
ip critical-service 1 VRRP-KAL
ip critical-service 2 VRRP-KAL

Circuit VLAN2
ip address 192.1.1.2 255.255.255.0
ip virtual-router 3
ip virtual-router 4 priority 101 preempt
ip redundant-vip 3 192.1.1.101
ip redundant-vip 4 192.1.1.100
ip critical-service 3 VRRP-KAL
ip critical-service 4 VRRP-KAL
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cookie, URL, HTTP

DB
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&HTTP H2
S L -

DB

. LB
www  “GET healthcheck.htm”
WWW DB
LB

HTTP 200 LB

Health Check
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Proxy,Firewall
" IP
IP
" IP
u
cookie
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Global

L

L VLAN IP

LERE

RN

~__TvIP URL ssL
~__I'NAT acL

,_
w
=

*N

Uy Uy
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#1
Cisco CSS
configure
! GLOBAL
ip redundancy GLOBAL
persistence reset remap
acl enable
snmp trap-source egress-port
username root des-password ngpbdgtdfg6cacfcccngihtblcoawhxe superuser
snmp trap-type enterprise
snmp trap-host 10.0.0.30 netone
snmp trap-type generic
snmp trap-type enterprise service-transition
snmp community netone read-only
logging host 10.0.0.30 facility 7
ip route 0.0.0.0 0.0.0.0 10.0.0.254 1
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#2

! INTERFACE
interface el
bridge vlan 172

interface e2 L2(Interface)

bridge vlan 10
. Vlan
interface e5

bridge vlan 192

phy 100Mbits-FD

description "Server Seg"
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! CIRCUIT
circuit VLAN172
ip address 172.16.0.253 255.255.255.0
redundancy-protocol
L3(Vlan)
circuit VLAN10 IP VRRP
redundancy
ip address 10.0.0.253 255.255.255.0
circuit VLAN192
redundancy
ip address 192.168.0.254 255.255.255.0
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#4

service S001
ip address 192.168.0.1
protocol tcp
port 80
keepalive type http
keepalive port 80
keepalive uri “/alive.html"

active

SERVICE

owner example.com
content VIPOO1.http_rule
vip address 10.0.0.1
protocol tcp
port 80
url "/
add service S001

active

OWNER

L3,L4,L7
VIP

(C)2005, Masakazu Tomari
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#5

1
group NAT
vip address 10.0.0.1
add service S001
active

GROUP

NAT

acl 10

ACL

clause 10 permit tcp any destination 10.0.0.1 eq http
clause 1 permit icmp 10.0.0.254 destination 10.0.0.253

apply circuit-(VLAN10)

acl 72

clause 254 permit any any destination any

apply circuit-(VLAN172)
apply circuit-(VLAN192)
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p HTTPS

& HTTPS

#1

= SSL(https)

= Session-id

ur

L
Client

ClientHello —_—

Session-id)
ServerHello
SSL Certificate™
ServerKeyExchange*
CertificateRequest*
ServerHelloDone
Certificate*
ClientKeyExchange
CertificateVerify*
(ChangeCipherSpec)
Finished
(ChangeCipherS
pec)
<+— Finished

ApplicationData @ ApplicationData
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Server
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= LB -
SSL t
( ) HTTPS SSL)
" SSL v
SSL N
SsL T
HTTP LB HTTP
_v_
n
SSL 2
= SSL
( )SsL
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D SSL
WWW Server
LB 9 192.168.1.1
-5
N SSL
D WWW Server
ul > 192.168.1.2
| Virtual
Virtual IP Port Real IP Real Port
192.168.1.80 | 443/TCP =3 192.168.1.1(2)| 443/TCP
80/TCP == 192.168.1.1(2)| 80/TCP
s HTTP HTTPS
= HTTP X HTTPS
X
= LB 80/tcp  443/tcp
( ) -
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& HTTPS

= HTTP HTTPS
—~ 1..._
" https
= LB
VIP RIP 1 1
1 n
. VIP2  RIP1
VIP3  RIP2
n
RIP1 RIP2

#4 (

- http://www.

L < a

)

example.com

-|

- https://www1.example.com

- https://www?2.example.com

- https://www1.example.com

VIP2

i —< a
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HTTPS

#5 (

)

2 HTTP

ACK

HTTP Request

http://www.example.com )

4.

TCP

HTTP Response

SYN

Https://wwwl. example.com )

6. HTTP
https://www1. example.com )

[ SYN+ACK

ACK

HTTP Request

Client Server
1. TCP SYN
http://iwww.example.com ) SYN+ACK
/

L 3.
https://www1.example.com
Www

y HTTP Response y

(C)2005, Masakazu Tomari
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HTTPS #6 ()

Domain Name

VIP Port RIP

Www.example.com

192.168.1.80 8O(HTTP) 192.168.1.1(www1)
192.168.1. (Www2)

Domain Name

VIP Port RIP

www1.example.com

192.168.1.81 443(HTTPS) 192.168.1.1
192.168.1. (backup)

Domain Name

VIP Port RIP

www2.example.com

192.168.1.82 443(HTTPS) 192.168.1.2
192.168.1.1(backup)

URL
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HTTPS #7( )

= HTTP HTTPS

" 1
m “sl”  “s2”
URL
= SSL
URL
LB URL
= URL

U «E8sg

cookie = fD
o IS

- http://www.example.com

- https://www.example.com/s1
LB

“s1”  “s2” - https://www.example.com/s2

- https://www.example.com/s1

/

wwwl
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sWebCache

& Web Cache

= WebCache

" HTTP
(80/tcp) LB
WebCache

" MAC
NAT

URL

#1

Internet Network
Cache

Network

Cache

Network

Cache

ey Network
\A Cache

=

e [
L. _=F=

"I'F', Clients lf',!'—
L - g
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& Web Cache #H2

%
....rf —»4 ﬁ
<Nr. =~ = z
- Internet ![
| Origin
@ Server
1. HTTP
2. LB  Web Cache MAC
(WebCache )

3. Web Cache
4. Web Cache
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& Web Proxy #1

= WebProxy

Internet S —
n HTTP Cache
( 8080/th) LB Ngtamc’ﬁ:ak
WebProxy
—ﬁ ache
" N "Cache.
Proxy HTTP
U= A
IP LB IP
_'['1[1 o -;’I,

—_
"ll'[f, Clients _I'E!—
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Web Proxy

r' 5
L
=g
<ar :
- Internet ![
| Origin
Server
1. HTTP
2. LB Web Cache MAC IP
Proxy
GET /index.html HTTP/1.1 Proxy HTTP
GET http://www.example.com/index.html HTTP/1.1
3. Web Cache
4. Web Cache
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Real servers =B11, B21, B12, B22 _
Static routes:  I/F B11 ----> FW1 Rea! servers = All, A21, Al2, A22
I/E B21 > FW1 Static routes:  I/F A1l ----> FW1
I/F B12 --—-> FW2 I/IF A21 ----> FW1
FW1 IIF A12 ---> FW2
P B22 > FW2 @ . @ IF A22 > FW2
Primary
B1
B21 Secondary
LB4 }
IIF B22 h B2
Fw2
= LB ( )
L] -
" LB ping
= LB IP FW -FW NAT
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#2

VIR VIR
VIR 192.168.3.10 192.168.1.10 VIR
192.168.10.1 192.168.4.10 192.168.2.10 172.16.1.10

192.168.3.1

192.168.1.1

VLAN 1
ta 172.16.1.12
VLAN 2
1921683 12 192.168.4.1 192.168.2.1 VLAN 2
VLAN 3 192.168.1.12
192.168.4.12 VLAN 3
192.168.2.12
" NAT LB FW
MAC
Alteon RTS(Return-to-Sender)
MAC
= Proxy WWW Proxy ping
LB
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= IXIA sRFC 2544 Throughput Test
SmartBits
= RFC 2544 Throughput Test UDP
64,128, 256, 512,1024 1280,1518
= TCP/IP
=IMIX
( ) Packet Size Bandwidth
- (Bytes) (Load)
40 6.856%
IMIX(Internet MIX) 576 56.415%
- 1500 36.729%
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" HTTP
m RFCxxx LB
HTTP
REQUEST
= TCP/IP
HTTP
SP'RENT RESPONSE
WebAvalanche  Antara.net
FlameThrower
[ | v
Sl - v
| |
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Switch GbE .
Switch-PC FE Client
LB 10.10.10.0/24
Link
VLAN10
HRRE L3SW#2
L3SW#1 (Active) -
PEC&MSFC) Bl BT ] @i AT g (PFC&MSFC)
(PFCEMSFC) HSRP VLAN20
(Fail 10.10.20.0/24
allover
| 2SW#1) ] L2SW#2 i
PFC i 220 1) (PFC
2 2 Oonl
only) B (Active) (Standby) ', nly) ’
10.10.30.0/24
L 2Sw#3 L2Sw#4 VEANSO
PFC (PFC Only)
Only) |
Server
> www.example.com (10.10.1.80) TS i
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L3SW#1
(PFC&MSFC)

(Active) L3SW#2

(PFC&MSFC)

4 (Failover
L2SW#1 — Cable)
(PFC

(PEC Only)
Only)
(Active) (Standby)
512
STP blocking
1/1 12
STP blocking -
BI3 3/4
— —
serverl Server2 server3
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#2 STP Failover

*STP L2SW#3 1/2 w
forwading

« Uplinkfast
LB
2n [
HSRP
L3sw#L (Active) o ";gi"(nvgi c
(PFC&MSFC) HSRP ( )

(Failover
Cable)

Uplinkfast
http://www.cisco.com/warp/public/473/51.html

http://www.cisco.com/support/ja/473/51.shtml
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#3 LB Failover

LB#2 Failover
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(Failover
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—— —
serverl server2
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#4 HSRP + LB + STP
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VLAN 20 Active

LB#1 L2S#1 LinkDown

\_ LB#2  Active

172
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S R T — | SR w10 PAOMEY (PFC Only)
only) 2 ) e T
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| VLAN20
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Only) [ L2SW#1 J 34 (PFC Only)

=/ L STP T

E' E| El El Server

| — — Y a— Y a—

a—

[ — L ——
serverl server2

(C)2005, Masakazu Tomari 105
|
—
|
—
= HDD
(C)2005, Masakazu Tomari 106

(C)Masakazu Tomari

53



(C)Masakazu Tomari

54



