Linux

<kunitake@anchor. jp>

ﬂmm{m&w

/ﬂw&mrimm

TIPS

— DynamicDNS

— Web
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RedHat

e Debian GNU/Linux
- sarge
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[ ]
» Apache
* SSH
[ ]
— sysstat
— HotSaNIC
[ ]
— LVVM Snapshot
/&mri{m&&f
» RedHat
— Fedora Core
— CentOS
RHEL
RHEL4 CentOS4 SELinux
e SUSE
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/ﬂwmrfzmw

kunitake@xen:~$ df
Filesystem
/dev/hdcl

tmpfs

/dev/hdc2

/dev/mapper/system-

/dev/hdc5

/dev/mapper/system-
/dev/mapper/system-

-h
Size
912M
62M
228M
home 22G
456M
usr 5.0G
var 8.0G
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/ﬂw&mri_fmw

Used Avail Use% Mounted on

114M
0
39M
9.9G
8.1M
1.1G
561M

750M

62M
178M

13G
424M
4.0G
7.5G

14% /

0% /dev/shm
18% /boot
45% /home

2% /tmp
21% /Jusr

7% /var




/;wmrfzmw

— Ivar/spool/mail Ivar
- /tmp

enoatime
enoexec

enosuid(*1)

suid sgid
*nodev
°ro
All rights reserved Anchor Technology, Inc. ©, 2005
/;wamri_fmm
/ 256MB
/boot 64MB
/usr 2GB
/home ?GB
/var 768MB
/s ?BG
/tmp 256MB
X2
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SWAP ﬁmrfm&ﬁr

. SWAP

[etc/fstab
/dev/isda2 none swap sw,pri=5 I

/dev/sdb2 none swap sw,pri=5

(pri 0 32767 32767
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/mﬁmrimaﬁr

« EXT2

— Linux
« EXT3

— EXT2
* ReiserFS

dump

« XFS

— SGI dump
xfsdump dump

« JFS

— IBM
dump
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GB

i-node
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ext2

LVM

* LVM(Logical Volume Manager)

HDD

— Snapshot
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LVM

—PV, VG, LV-

» PV/(Physical Volume)

- /dev/hdal, /dev/hda2 VG
VG PV
PV LVM

# pvcreate —v /dev/hdc6
pvcreate -- physical volume "/dev/hdc6" successfully created
# fdisk -1 /dev/hdc
Disk /dev/hdc: 160.0 GB, 160000000000 bytes
255 heads, 63 sectors/track, 19452 cylinders
Units = cylinders of 16065 * 512 = 8225280 bytes

Device Boot Start End Blocks Id System
/dev/hdcl 1 124 995998+ 83 Linux
/dev/hdc2 125 155 249007+ 83 Linux
/dev/hdc3 156 404 2000092+ 82 Linux swap
/ Solaris
/dev/hdc4 405 19452 153003060 5 Extended
/dev/hdc5 405 466 497983+ 83 Linux
/dev/hdc6 467 19452 152505013+ 8e | Linux LVM
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LVM

—PV, VG, LV-

* VG(Volume Group)

PV VG

# vgcreate system /dev/hdc6

# vgdisplay
--- Volume group ---

"1==i?!5=é;ussza?izzhﬂﬁzu:ﬁr

“1==i?!5=i;afaza?izznqnﬁ:cu:*

VG Name system
System ID

Format Tvm2
Metadata Areas 1
Metadata Sequence No 18

VG Access read/write
VG Status resizable
MAX LV 0

Cur LV 7

Open LV 6

Max PV 0

Cur PV 1

Act PV 1

VG Size 145.44 GB
PE Size 4.00 MB
Total PE 37232

Alloc PE / Size
Free PE / Size
VG UUID

14080 / 55.00 GB
23152 / 90.44 GB

nXHI9H5-5Yky-2wcG-5vOm-81FC-r7VI-Kgoh6Z
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LVM

—PV, VG, LV-

¢ LV(Logical Volume)

P

- LV
¢ /dev/system/srv /dev/iVG LV
# lvcreate ——name srv —size 4G system __ ”
Logical volume *“srv'" created <= “Sys"tem VG 4GB
Srv
# lvdisplay
--- Logical volume ---
LV Name /dev/system/srv
VG Name system
LV uuID VOXL4b-ezNf-MVgJ-Tcjs-uXQh-TuWr-EiCQzM
LV Write Access read/write
LV Status available
# open 1
LV Size 4.00 GB
Current LE 1024
Segments 1
Allocation inherit
Read ahead sectors 0
Block device 254:0
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LVM

vgcreate
pvcreate —>

vgcreate

—

—PV, VG, LV-
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LVM

ﬂmmm’

A

EXT3
# mk2fs —j /dev/system/srv

ReiserFS
# mkreiserfs /dev/system/srv

S

# lvextend —L+2G /dev/system/srv <= 2GB

ReiserFS
# resize_reiserfs —s +2G /dev/system/srv

ext2, ext3 (&iD)
# ext2online /dev/system/srv

(*1) remount kernel umount ext2resize

All rights reserved Anchor Technology, Inc. ©, 2005

LVM snapshot

. snapshot

/m&'&mmm

# modprobe dm-snapshot

# Ivcreate —-size=512 —-snapshot —-name snap /dev/system/srv
# mount /dev/system/snap /mnt

# df —h

Filesystem Size Used Avail Use% Mounted on
/dev/hdcl 912M 114M 750M 14% /

tmpfs 62M 0 62M 0% /dev/shm
/dev/hdc2 228M  39M 178M 18% /boot
/dev/mapper/system-home 22G  9.9G 13G  45% /home
/dev/hdc5 456M 8.1M 424M 2% /tmp

/dev/mapper/system-usr 5.06 1.1G 4.0G 21% /usr
/dev/mapper/system-var 8.0G 560M 7.5G6 7% /var
/dev/mapper/system-srv 7.9G 1.2G  6.4G_ 15% /srv
/dev/mapper/system-snap 7.96 1.2G 6.4G 15% /mnt
.

shapshot LV
Snapshot
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"1==i?!5=é;ussza7;zzhﬂﬁzu:ﬁr

[
# yum update
[
All rights reserved Anchor Technology, Inc. ©, 2005
“1==i?!"i;qraza7izznqnﬁ:cu:’
°
# netstat -Itupn
Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
tcp 0 0 0.0.0.0: 0.0.0.0:* LISTEN 452/portmap
tcp 0 0 0.0.0. 0.0.0.0:* LISTEN 559/httpd
tcp 0 0 0.0.0. 0.0.0.0:* LISTEN 468/cannaserver
tcp 0 0 127.0. 0.0.0.0:* LISTEN 534/master
tcp 0 0 0.0.0. 0.0.0.0:* LISTEN 559/httpd
tcp 0 0 :::22 H LISTEN 1034/sshd
[}
RedHat
# /sbin/service canna stop
# /sbin/service portmap stop
Debian
# /etc/init.d/canna stop
# /etc/init.d/portmap stop
RedHat
# /sbin/chkconfig canna off
# /sbin/chkconfig --del portmap
Debian
# update-rc.d —f canna remove
# update-rc.d —F portmap remove
_|
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ﬁmrfm&ﬁf

ISP NTP

for Public
http://www.jst.mfeed.ad.jp/

Cron

20 4 * * * /fusr/sbin/ntpdate ntp.jst.mfeed.ad.jp I
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—RCS
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RCS /;azmrfmaﬁr

» Revision Control System

All rights reserved Anchor Technology, Inc. ©, 2005

RCS ﬁmzﬁm&ﬁr

°
HRCSH
# cd /etc/apache
# mkdir RCS

°

# ci_—i_httpd.conf

RCS/httpd.conf,v <-- httpd.conf

enter description, terminated with single "." or end of file:
NOTE: This is NOT the log message!

>> default setting.

>>

initial revision: 1.1

done

All rights reserved Anchor Technology, Inc. ©, 2005
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RCS

# co _httpd.conf
RCS/httpd.conf,v -->

ﬁtmﬁmm

httpd.conf
revision 1.1
done
All rights reserved Anchor Technology, Inc. ©, 2005

°

# co —1 httpd.conf

RCS/httpd.conf,v --> httpd.conf

revision 1.1 (locked)

done
)

# vi httpd.conf I

All rights reserved Anchor Technology, Inc. ©, 2005
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. RCS

# ci_—u httpd.conf

RCS/httpd.conf,v <-- httpd.conf

new revision: 1.2; previous revision: 1.1

enter log message, terminated with single "_." or end of file:
>> MaxClients 200

>>

done

All rights reserved Anchor Technology, Inc. ©, 2005

e rcsdiff

l $ rcsdiff httpd.conf .

$ resdiff -rl.1 -rl1.2 httpd.conf
or
$ resdiff —u -r1.1 -r1.2 httpd.conf

RCS file: RCS/httpd.conf,v
retrieving revision 1.1
retrieving revision 1.2
diff -u -r1.1 -r1.2

--- httpd.conf 2005/11/01 08:18:49 1.1
+++ httpd.conf 2005/11/02 08:19:13 1.2
@@ -62,7 +62,7 0@

#MinSpareServers 10

MinSpareServers 10

MaxSpareServers 10

-MaxClients 50

+MaxClients 200

MaxRequestsPerChild 0
</1fModule>

All rights reserved Anchor Technology, Inc. ©, 2005
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$ rm_httpd.conf

$ co -u httpd.conf
RCS/httpd.conf,v --> httpd.conf
revision 1.2 (unlocked)

Done

$ Is httpd.conf

httpd.conf

$ co -r1.1 -u httpd.conf
RCS/httpd.conf,v --> httpd.conf
revision 1.1 (unlocked)

done

All rights reserved Anchor Technology, Inc. ©, 2005

—rcs2log

$ rcs2log httpd.conf
2005-11-02 KUNITAKE Koichi <kunitake@stardust>

* httpd.conf: MaxClients 200
* httpd.conf: ServerName www.example.com
2005-11-01 KUNITAKE Koichi <kunitake@stardust>

* httpd.conf: default setting.

|
RCS

$ Is

access.conf httpd.conf.20050911 httpd.conf.bak srm.conf

httpd.conf httpd.conf.20051101 httpd.conf.old

httpd.conf.20040609 httpd.conf.20051101_01 magic
httpd.conf.2005.04.19 httpd.conf.20051101_02 mime.types

All rights reserved Anchor Technology, Inc. ©, 2005
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man ﬁtmrfm&w

e TIPS man

’ $ man —f swap I

’ $ man —k swap

man

$ man man

All rights reserved Anchor Technology, Inc. ©, 2005
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DynamicDNS
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DynamicDNS
. DNS

All rights reserved Anchor Technology, Inc. ©, 2005

/ﬂwmrfzmw

Dynamic DNS

e DynamicDNS

3. FQDN IP
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/ﬂw&mri_fmw

IP
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DynamiCDNS /m&'sﬁerfm&w

* DynamicDNS

— HTTP IP
— POP3 IP
— FTP IP
— Web IP

All rights reserved Anchor Technology, Inc. ©, 2005

DiCE ﬁmrimm

« DICE
- DynamicDNS DynamicDNS

— http://www.hi-ho.ne.jp/yoshihiro_e/dice/linux.html

$ tar zxvf diced01912.tar.gz

# mv DiCE /Zusr/local

# cd /usr/local/DiCE

# ./diced

=-=-=- DiCE DynamicDNS Client -=-=-=
Version 0.19 for Japanese
Copyright(c) 2001 sarad

i? <=

1. DynamicDNS “add”

2. “ex< >" tey < >
3. daemon

All rights reserved Anchor Technology, Inc. ©, 2005

19



1.
:add
( )
DynamicDNS 0) @ @) 3)
et (a) ®)IP (6)
® ®
>ddo.jp >1
<< Dynamic DOLjp >>
URL: http://ddo.jp/ ) 23:05
sk ok @)
>05:00
" [ ]
(P) ) (1)
>ddo.jp >0
[ssL]
(P) (©] (€]
>asteroid >1
[ ]
P) (0)No (1)Yes
> >1
2 (YIN)
) ( / "EN/DIS"
SXXXXXX
2 (YIN)
13 ( / "EN/DIS"
13 >Y
(P)
> 2 (YIN)
>Y
"ddosetup”
(P)
>ddosetup
All rights reserved Anchor Technology, Inc. ©, 2005
DICE
2.
list
(No.) ( ) ( )
0* ddosetup 23:.04
:ex 0
+11/118:29 ddosetup
P
:ev0
[ ] ddosetup
[ 1
[DNS ]ddo.jp
[ ] asteroid.ddo.jp
[
[P ]
[ 1 05:00
[ 12005 11 2  05:00:00
[ 12005 11 18:29:24
[ P 1192.0.2.123
[ 1P
(1D:000000)
3.daemon
# [usr/local/DiCE
# ./diced -1 -d

All rights reserved Anchor Technology, Inc. ©, 2005
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SSH

All rights reserved Anchor Technology, Inc. ©, 2005

SSH ﬁm?ﬁm&&f

* SSH
—ssh

Protocol 2

PermitRootLogin no
RSAAuthentication yes
PubkeyAuthentication yes
RhostsAuthentication no
IgnoreRhosts yes
RhostsRSAAuthentication no
HostbasedAuthentication no
PermitEmptyPasswords no
PasswordAuthentication no

UsePAM yes <= PasswordAuthentication no
ChallengeResponseAuthentication Yes

All rights reserved Anchor Technology, Inc. ©, 2005
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Apache

All rights reserved Anchor Technology, Inc. ©, 2005

./J;Wf T TESATEOGY

Apache
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/ﬂwmrfmw

[ ]
= /etc/apache
—httpd.conf
Include
VirtualHost
== Jvar/wwwisiiy.example.comp
“* htdocs
“ conf FQDN
“7 cgi-bin
“ error
“ icons
“" logs
[ ]
VirtualHost
VirtualHost OK
[ ]
logrorate
All rights reserved Anchor Technology, Inc. ©, 2005
Ap ache /m&mrimm
[ ]

[ ]

[ ]

. TIPS

[ ]
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ﬁtmrfm&w

Apache

<Directory />
Options None
AllowOverride None
Order Defy,Allow |
Deny from all

</Directory>

==

Allow from all
</Directory>

All rights reserved Anchor Technology, Inc. ©, 2005

/mﬁﬁmri_fm&w
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Apache (Cont) ﬂmm"w

* Apache /

User www-data I

Group www-data

Apache

o UserDir

UserDir public_html
UserDir disabled root <= /~root/

<Directory /home/*/public_html>
AllowOverride Filelnfo AuthConfig Limit
Options SymLinksIfOwnerMatch IncludesNoExec
</Directory>

All rights reserved Anchor Technology, Inc. ©, 2005

Apache (Cont) /"‘mmm

» .htaccess

AccessFileName .htaccess

<Files ~ ""¥.ht">
Order allow,deny

Deny from all
</Files>
“.ht” .htpassswd .htaccess )
e Limit
AuthUserFile .htpasswd AuthUserFile .htpasswd

AuthName "valid user only" I AuthName "valid user only"
AuthType Basic l AuthType Basic
<LIMIT GET POST> require valid-user

require valid-user

</LIMIT>
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Apache

ﬁmm

’ServerTokens Productonly

kunitake@stardust:~$ telnet localhost 8003
Trying 127.0.0.1...

Connected to localhost. localdomain.

Escape character is "~]".

HEAD / HTTP/1.0

HTTP/1.1 200 OK
Date: Thu, 03 Nov 2005 14:45:43 GMT

[Server: Apache/2.0.55 (Debian) DAV/2 SVN/1.2.3 PHP/4.4.0-4]

Last-Modified: Thu, 15 Sep 2005 09:02:16 GMT
ETag: '13747-0-bbcd5600"

Accept-Ranges: bytes

Connection: close

Content-Type: text/html

kunitake@stardust:~$ telnet localhost 80
Trying 127.0.0.1...

Connected to localhost. localdomain.
Escape character is "~]".

HEAD / HTTP/1.0

Before

After

(*1) Apache IPv6 “telnet ::1 80"

HTTP/1.1 200 OK

Date: Thu, 03 Nov 2005 14:47:28 GMT

Server: Apache

Last-Modified: Thu, 15 Sep 2005 09:02:16 GMT
ETag: '13747-0-bbcd5600"

Accept-Ranges: bytes

Connection: close

Content-Type: text/html

OK.
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Apache

P

UseCanonicalName On

. up

ServerName

u/n

URL

’http://www.example.com/hoge

B

wp

’http://www.example.com/hoge/
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’AddDefaultCharset UTF-8 .

. META

[ AddDefaul tcharset UTF-8 I
8 - o
[ AddDefaultCharset OFf I
’ScriptAlias /cgi-bin/ /usr/lib/cgi-bin .

* AddType
CaGl

*) CGl) META
XSS
cf. http://www.cert.org/advisories/CA-2000-02.html
http://slashdot.jp/security/article.pl?sid=05/12/21/2318216
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Apache VirtualHost /aewmm

«/etc/apache/httpd.conf

Port 80
ServerName ddns.example.jp
NameVirtualHost *:80

#2005/11/01
Include /var/www/www.example.com/conf/vhost.conf

o/variwww/www.example.com/conf/vhost.conf

<VirtualHost *>

ServerAdmin kunitake@example.com

ServerName www.example.com

DocumentRoot /var/www/www.example.com/htdocs

<Directory /var/www/www.example.com/htdocs>
Options Indexes FollowSymLinks MultiViews
AllowOverride None
Order allow,deny
allow from all

</Directory>

ErrorLog *|/usr/sbin/cronolog /var/www/www.example.com/logs/error_log-%Y%m¥d
CustomLog *'|/usr/sbin/cronolog /var/www/www.example.com/logs/access_log-%Y%m#d" combined

</VirtualHost>

Name VirtualHost 1P
*
o) VirtualHost
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Apache ﬁmﬂﬁfmﬂ

’# apachectl configtest .

* VirtualHost

] # httpd -S I
All rights reserved Anchor Technology, Inc. ©, 2005
/ﬁﬁﬁ'ﬁmfi_’m&f
[ ]
— logrotate
. Distribution
. Graceful restart

» Apache restart/reload

# cat /dev/null > /var/log/apache2/access.log

- logging
e Apache rotatelogs
« cronolog
— rotatelogs

All rights reserved Anchor Technology, Inc. ©, 2005
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logrotate

» Apache logrotate

/etc/logorotate.d/apache

/var/log/httpd/*_.log {
monthly
rotate 12
compress
delaycompress

sharedscripts
postrotate

apachectl graceful > /dev/null 2> /dev/null
endscript

# logrotate -d /etc/logrotate.conf I

All rights reserved Anchor Technology, Inc. ©, 2005

"1==i?!5=é;urﬁez¢izzhﬂﬁzzc!;r

Cronolog logging

Apache

“1==i?!ﬂ=i;afaez7izznﬂﬁﬁ:ct:’

TransferLog "' |/usr/sbin/cronolog /www/logs/%Y/%m/%d/access.log*
ErrorLog *"|/usr/sbin/cronolog /www/logs/%Y/%m/%d/errors.log"

Cronolog

%d (01.31)
%m (01.12)
%y (00..99)
%Y (1970..2038)

http://cronolog.org/usage.html

All rights reserved Anchor Technology, Inc. ©, 2005
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All rights reserved Anchor Technology, Inc. ©, 2005

Awstats

slied M v taila

i

==
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Awstats : cronolog ﬁmm

VirtualHost

CustomLog "]/usr/sbin/cronolog /var/www/www.example.com/logs/access_log-%Y%m%d ** combined
ErrorLog " |/usr/sbin/cronolog /var/www/www.example.com/logs/error_log-%Y%m¥%d"

*Awstats

#LogFile="gzip -d < /var/www/www.examole.com/logs/access_log-%YY-24%MM-24%DD-24.10g.gz ¥
# |Zusr/local/bin/jconv4utf8._pl|™
LogFile=*/var/www/www.example.com/logs/access_log-%YY-24%MM-24%DD-24"

e ronolog awstats
Awstats

24" 24
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— graphviz

ey
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Webdruid : cronolog ﬂmmm

«VirtualHost (varlwww/www.example.com/conf/vhost.conf )

CustomLog "|/usr/sbin/cronolog /var/www/www.example.com/logs/access_log-%Y%mhd ¥
--link=/var/www/www .example.com/logs/access_log ¥
--prev-symlink=/var/www/www.example.com/logs/yesterday.log"” combined
ErrorLog " |/usr/sbin/cronolog /var/www/www.example.com/logs/www_error_log-%Y%m%d"

*Webdruid (Ivarlwww/www.example.com/conf/webdruid.conf

LogFile /var/ww/www . example.com/logs/yesterday . log

e Webdruid Awstats

--link --link
--prev-symlink
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/m&'&mm@

* sysstat

e HotSaNIC
— RRDtool

juf

]

Ty

All rights reserved Anchor Technology, Inc. ©, 2005

32



sar ﬁmm

l # sar —c I
L]
l # sar —w I
° -t SySem Adteasy Grapher Sysiem swathiag —ox]|
Ergram ki pSams Hep
[wsor |-
2 | .
« CPU
= | .
l # sar —u I
w | —
L]
= 1™ | =
[Foar - ! b M
1 L P ' . L P .
OEBN XS0 GM0E DEB0 BelN I 1200 L 1600 RSO 28BN 200 0EBN
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¢ Linux-2.6 CVS

CvS

$ cvs -d :pserver:anonymous@cvs.sourceforge.net:/cvsroot/hotsanic login
$ cvs -z3 -d :pserver:anonymous@cvs.sourceforge.net:/cvsroot/hotsanic co HotSaNIC

# mv HotSaNIC /usr/local
# ./setup.pl

lusr/local/HotSaNIC/var/settings/*

$ cd /usr/local/HotSaNIC
# ./rrdgraph start

All rights reserved Anchor Technology, Inc. ©, 2005
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— sar, HotSaNIC
— (logwatch

* RedHat
— yum
» Debian
— cron-apt

All rights reserved Anchor Technology, Inc. ©, 2005

/ﬂwmrfzmw

— http://www.example.com/cgi-bin/awstats.pl
— http://www.example.com/cgi-bin/cacti...
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— tcp_wrappers

/ﬂwmrfzmw

— iptables(Netfilter)

— Tripwire
— AIDE
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/ﬂwmri_fmw

UNIX
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