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| TargetBasedIDS

o Linux+Apache Nimda

Windows+IIS

MBSD Snort-JP
http.//www.snort.gr.jp/docs/N+I12005SnortBOF.pdf

» UTM (Unified Threat Management)
a

U IDS/IDPS /
(HTTP  SMTP)

IDS/IDPS UTM
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SIM (Security Information Manager)
o UTM

a

o SEM(SecurityEventManager)

PFW(

SIM




o DoS MassMail
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Malicious(

Wabbit

(Malware)

)—SoftWare( )

Exploit
Rootkit

Dialers
URL Injection

http://lwww.webopedia.com/TERM/M/malware.html
http://en.wikipedia.org/wiki/Malware

10



m}
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a URL Injection Dialers
m}
o Rootkit
| Backdoor( )
[ |
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= telnetd sshd

Windows GUI
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‘ Covert Channel

|
|
|
o ICMP
ICMP TUNNEL
aHTTP HTTP
TUNNEL

Covert Channel
http://www.todo.gr.jp/~wakatono/cakeoff20050528_CovertChannel.pdf

| SpyWare( )
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'BOTNET(

)

DoS SPAM
bot

bot(Robot)
IRC
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HTTP

SMTP

HTTP

HTTP Tunnel
a HTTP

oHTTP (80/tcp)
Firewall
TCP

HTTP Tunnel Corporation
http://iwww.http-tunnel.com/html/solutions/overview.asp
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SMTP

= Mproxy

o SMTP
TCP

SMTP
—_— SMTP
—
POP3
—w TCP
/ C/C++
https://www.7th-angel.net/seculog/media/1/20050329-OSC2005-Tunnel.pdf http://iwww.silversoft.net/projects.html

= Comet Systems Comet Cursor
u

http://www.symantec.com/region/jp/avcenter/venc/data/jp-spyware.cometcursor.html
http://www.shareedge.com/spywareguide/product_show.php?id=428
http://www.accs-net.com/smallfish/comet.htm
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Q IRC

Snort

o 1998 MartinRoesh

a Snort-2.6.1
) SourceFire CheckPoint

Snort - the de facto standard for intrusion detection/prevention
http://www.snort.org
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192.168.0.0/16
TCP

192.168.0.0/16
/ 25 SMTP
Ay ————

AN
alert tcp 192.168.0.0/16 any ->1192.168.0.0/16 25

(msg:“Virus warnning";content:"Hello user of co.jp";)
— N

7 N

Bagle

alert tcp $SHOME_NET any -> $SEXTERNAL_NET any (
msg:“Suspicious virus warnning v2 !1”;
content:“Attached file™;

content:"password™;)

alert tcp SHOME__NET any -> $SEXTERNAL_NET 25 (
msg:"'Suspicious virus warnning v1 1
content:"Hello user of Go.jp™;)
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BleedingEdge

# IRC Trojan Reporting

#

# By Erik Fichtner

#

# Bleeding-Remix :: irc / ircbot detection state machine
# compiled from various sources.

# thanks to: Joe Stewart of LURHO, Joel Esler, Tomfi.

alert tcp any any -> any any (msg: "BLEEDING-EDGE TROJAN IRC USER command"; flow:
to_server,established; content:"USER|20|"; nocase; offset: O;
content:"|203a|"; within: 40; content:"|0al"; within: 40; flowbits:noalert;
flowbits: set,irc.user; classtype: misc-activity; sid: 2002023; rev:7; )

alert tcp any any -> any any (msg: "BLEEDING-EDGE TROJAN IRC NICK command"; flow:
to_server,established; content:"NICK]|20|"; nocase; offset: 0; content:"|0a|";
within: 40; flowbits:noalert; flowbits: set,irc.nick; classtype: misc-activity;
sid: 2002024; rev:7; )

alert tcp any any -> any any (msg: "BLEEDING-EDGE TROJAN IRC JOIN command";
flowbits:isset,irc.nick; flow:to_server,established; content:"JOIN|2023|";
nocase; offset: 0; content:" '|0a"; within: 40; flowbits: noalert; flowbits:
set,|rc).]om; flowb|ts:set,|sfprotof|rc; classtype: m|sc—act|V|ty; sid: 2002025;
rev:6;

alert tcp any any -> any any (msg: "BLEEDING-EDGE TROJAN IRC PRIVMSG command";
flowbits:isnotset,is_proto_irc; flowbits:isset,irc.join; flowbits: |sset irc.user;
flow: established; content:’ PRIVMSG|203a| flowbits: noalert;
flowbits:set,is_proto_irc; classtype: misc-activity; sid: 2002026; rev:7;)

Bleeding-Edge Snort
http://www.bleedingsnort.com/

Covert Channel

CovertChannel

aTor

alert tcp $SHOME_NET any -> SEXTERNAL_NET any
(msg:"BLEEDING-EDGE POLICY TOR 1.0 Client Circuit Traffic";
flow:established,to_server;

content:"|54 4f 52|";content:" |63 6¢ 69 65 6e 74 20 3C 69 64 65 6E
74 69 74 79 3E|";distance:10; within:20; threshold:type both, track
by src, count 1, seconds 60; classtype:policy-violation;
reference:url,tor.eff.org; sid:2001728; rev:3;)
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‘ SpyWare

- Comet Cursor

POST /dss/cc.2 0 Olog u HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)
Host: log.cc.cometsystems.com

Content-Length: 299

Connection: Keep-Alive

Cache-Control: no—cache

wmdi e {30 Y] 220D,
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SpyWare

Comet Cousor

alert tcp $HOME_NET any —> $EXTERNAL_NET $HTTP_PORTS (
msg: "BLEEDING-EDGE Malware Comet Systems Spyware Reporting"
flow: to_server,established;

content"Host¥: log.cc.cometsystems.com’; nocase;

classtype: policy-violation; sid: 2001658; rev:3;)

alert tcp any any -> $SHOME_NET any (
msg:"BLEEDING-EDGE RXBOT / RBOT Vulnerability Scan™;
content:"|2E[|advscan|20|"; nocase; classtype: trojan-activity;
reference:url,www.nitroguard.com/rxbot.html;
reference:url,www.trendmicro.com/vinfo/virusencyclo/default5.asp
?VName=WORM_RBOT.GL;
reference:url,www.muzzleflash.org/readarticle.php?article_id=5
#scanning; flow:established; sid:2001184; rev: 2;)
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= SSL

= IDS/IDPS

P2pP
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