Internet Week 2006 T13 (4)

CISSP




UTM: Unified Threat Management

FIW

Web

G/W




a FIW IPS

C1 IDS/IPS
O




oooand

O

or







|
[
1
| |
| |
— Orange Alert
L —

] by @Police
0 http://www.cyberpolice.go.jp/detect/index.html

1 Web (80,443/tcp




1 Web

O Rootkit

IPS

O




PC

DNS

25/TCP

MX

n IDS
IDS IPS

n F/W,IPS

IDS/IPS




IRC
m 6667/TCP IDS IRC

8080/TCP

¢
= COVERT CHANNEL

PC

PC




IRC

Web

10



o X S
____________________ / T
______________________ 4 — RC /
....................... o
IRC :Eg ( /
_______________________ \
/ IRC ( v\

SIM SEM

|

m Security Management

|

n Unified Threat Management

11



Syslog Syslog

Agent

SNMP Trap

SSL

12



13



Lk L E3 F3 fE

i
i

"
HTTP(S)

14



6667/TCP

n IRC

15



m JPCERT/CC, IPA

Give & Take

16



IRT

17



(")

18



"

m http://www.kazamidori.jp/SECURITY/

O

O

» futagi@kazamidori.jp

19



