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protocols { Protocol OSPF export
ospf { — DEFAULT-
;export DEFAULT-ORIGINATE; ORIGINATE
policy-options {
policy-statement DEFAULT-ORIGINATE {
te’f"l"olm(( DEFAULT-ORIGINATE
protocol static; i
route-filter 0.0.0.0/0 exact; protocol  static
then { 0.0.0.0/0 exact match
metric 5, metric 5 external type-1
external { >
} type 1; reject
accept;
}
term 999 {
then reject;
}
}
} . .
r°”stt'2§i?}p“°"s ¢ —_ Static route
route 0.0.0.0/0 discard; - discard = nullO
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protocols {
group to-RR { X
type internal; Conflg
local-address X.X.X.X;
peer-as 2006;
neighbor Y Y Y Y{ Neighbor RR
import HOT_POTATO-IN; ~ Hot Potato Policy

T

}
}
policy-statement HOT_POTATO-IN {
term AS2006 { - ISP
from as-path AS2006; - ISP AS-Path
then {
metric 1000; ~ MED “1000
local-preference 150; = Local Preference
accept; eBGP
}
}
term AS-ALL { ~ Hot Potato ISP

from as-path AS-ALL;
then accept;

}
term Other { =
then reject;

as-path AS2006 “(2006 .*)"; - ISP AS Number AS-Path
as—path AS-ALL “(*)";
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NEXT HOP 2
eBGP next-hop
* iBGP next-hop-self Cisco
. OSPF IGP
eBGP /30 connected OSPF
IGP
* redistribute connected <— better
e Netwrok + passive
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next-hop-self
172.16.0.0/16
AS2001
192.168.10.0/30
R2 BGP
Prefix Nexthop AS Path

R3 BGP
Prefix Nexthop AS Path
172.16.0.0/16 10.0.0.254 AS2001

o

17216.00/16 192168101 AS2001

<>

10.0.0.254 AS2006
R2

next-hop-self NEXT_HOP
92.168.10.1(AS2001

m Cisco
router bgp 2006
neighbor 192.168.10.1 remote-as 2001

neighbor 10.0.0.253 remote-as 2006
neighbor 10.0.0.253 next-hop-self

eBGP

IBGP

AS2001 172.16.0.0/16 NEXT_HOP

2006/ Next-hop-self

AS2006
10.0.0.254
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eBGP IBGP

eBGP
IGP

192168.10.1
192.

192.168.10.2 R2 BGP

ASZOOG
:1192.168.10.0/30

168.10.0/30

Prefix Nexthop AS Path
172.16.00/16 192168101 AS2001

R3 BGP
Prefix Nexthop AS Path 192168101

1721600716 192168101 AS2001 IGP

AS2001 172.16.00/16 NEXT_HOP AS2006
192.16810.1
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AS2006 AS2001
21681 86 ccp 1721600716
<> <>
>

[ data] Dst 1721681 | Ethero
1 Lookup(BGP
R3
Prefix Next-hop

B 17216.00/16 192.168.10.1

019216810.0/30 10.00.1 Ether0O

2 Lookup(BGPNext—hop IGP

2006/12/6 Copyright © 2006 Tomo;

192.168.10.0/30
| 192.168.10.1

OSPF

m R2 Config Cisco

<
<

router ospf 2006
redistribute connected subnets route-map c-to-ospf

router bgp 2006

neighbor 192.168.10.1 remote-as 2001
neighbor 192.168.10.1 route-map peer-out out
neighbor 192.168.10.1 route-map peer-in in

access-list 11 permit 192.168.10.0 0.0.0.3
route-map c-to-ospf permit 10

match ip address 11
set metric-type type-1

@ Yosniaa
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eBGP

eBGP
eBGP

m Cisco R2

router bgp 2006

neighbor z.z.zz remote-as 2004
neighbor z.z.zz ebgp-multihop 2

ip route z.zz.z 255.255.255.255 X.X.X.X
ip route zz.zz 255255.255.255 y.yyy

= Juniper R2
protocols {
bgp {
group eBGP {
type external;
multihop {
ttl 2;

}
peer-as 2004;
neighbor zz.zz;

}

}
routing-options {
static {

route zz.z.z/32 next-hop [ xxxx yyyy I,

Static Route

2222 >
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IBGP multipath
eBGP
m BGP
BGP
m Cisco R5
router bgp 2006
maxiumu-path ibgp 2
= Juniper R5)
protocols {
bgp {
group iBGP {
neighbor xx.xx {
multipath;
eBGP
2006/12/6 Copyright © 2006 Tomoya Yoshida 122

61



PA CIDR

CIDR
BGP IGP static nullO

BGP

m Cisco RR \
router bgp 2006
network 200.100.0.0 mask 255.255.0.0

ip route 200.100.00 255.255.0.0¢null O
A

Protocol
Distance

up
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next-hop-self

AS1 AS2
AS2

AS

AS1 AS3
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next-hop-self

Transit
AS1 AS2
SwW
1 Peer “$‘ 2 next-hop BGP
9
=
. 4
0"
eer L IX next-hop-self
*
Vgl 192.168.0/24
K
3
v * AS1 AS3
AS3 Prefix Nexthop AS Path
172.16.10/16 19216801 ASl
172.1620/16 19216802 AS1 AS2
AS1 next-hop-self
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nalt
up/down BGP penaity
Update <Cisco>
CPU half-life: 15 minutes
reuse: 750
suppress: 2000
max-suppress—time: 60 minutes
Penalt
<Juniper>
half-life: 15 minutes
reuse: 750
suppress: 3000
max-suppress—time: 60 minutes

1. half-life:

2. reuse:

3. suppress:

4. max-suppress-time:

2006/12/6 Copyright © 2006 Tomoya Yoshida
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BGP

Cisco Juniper
1
1 1000 2000
15
505 101Q
1 1505 w suppress
Juniper
15 P
753 1505 Half-timel5
15
375 K—\\W;/ Half-timel5
v Reuse 750
2006/12/6 Copyright © 2006 Tomoya Yoshida
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BGP

¢ OS VersionUp

2006/12/6 Copyright © 2006 Tomoya Yoshida
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BGP Hold-time

Juniper - Keepalive 30  Holdtime 90
- Keepalive 60  Holdtime 180

Hold-time 2 BGP

Open

Juniper €=>» Cisco
keep-alive 30  / Hole-time90

BGP

BGP OPNE

OSPF area etc...
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next-hop-self

Cisco
« eBGP
iBGP
Juniper

« eBGP

iBGP

2006/12/6

iBGP

iBGP
Cisco

Copyright © 2006 Tomoya Yoshida

next-hop-self

next-hop-self

131

send-community

Cisco

Juniper

2006/12/6

send-community

no-export

Copyright © 2006 Tomoya Yoshida

send-community
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Route-Refresh

BGP Type5 = ROUTE_REFLESH
= RFC2918 BGP
= BGP OPNE

] BGP TYPE1 OPEN

Capability Code
Capability Code = 2 : rfc
Capability Code = 128 : cisco (128
n 2

= Juniper RiverStone
u

Optional Parameters

= Cisco soft-reconfiguration inbound
. receive-route
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BGP passive
TCP179 OPEN
OPEN
Passive OPNE
passive

179 OPEN
R

Passive Juniper Riverstone
passive BGP
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Juniper RS
OSPF BGP 1

BGP
. Juniper advertise-inactive OSPF
BGP BGP
BGP
e Out policy IP
¢ match protocol ospf BGP
. In policy BGP BGP
BGP >
2006/12/6 Copyright © 2006 Tomoya Yoshida 135
BGP
Cisco Foundry
BGP BGP
BGP
BGP
¢ BGP
. BGP
OSPF
BGP
e
BGP BGP
. OK
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BGP RIB

RIB Routing Information Base  BGP

e Loc-RIB |

UPDATE

0.0.0.0/0 *[OSPF] 00:00:51 metric 110 tag0
4.0.0.0/8 *[BGP] MED 100 localpref 200 ~AS path: 2914 3356 |
6.1.0.0/16 *[BGP] MED 100 localpref 90 AS path: 2914 668 7170 1455 |

150.22.0.0/16 *[OSPF] metric 36 tag 0

Destination  Interface

0.0.0.0/0 50-0/1/0.0
4.0.0.0/8 50-0/0/0.0
6.1.0.0/16 50-0/0/0.0

150.22.0.0/16 s0-0/1/0.0
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MED
= MED MULTIEXIT DISC)
=1 AS MED
m AS
« always-compare-med AS
u
= 2 AS
« eBGP Update MED
= MED
= MED =0 or NULL
= MED = MAX
m MED
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bgp deterministic-med
= BGP AS
AS
= Cisco
» Juniper  cisco non-deterministic-med Cisco
172.16.0.0/16
2006/12/6 Copyright © 2006 Tomoya Yoshida 139
OSPF
[ |
= Cisco
« R1 Cisco R2 R1 Loopback 10+1=11
= Juniper
e R1 Juniper R2 R1 Loopback 10
m IGP iBGP
Multipath
Cost:10 .:‘ Cost:10
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flow monitoring

BGP Max Prefix Prefix Limit
MD5 Message Digest 5
Unicast RPF

TTL Hack GTSM

IRR

Black Hole

Copyright © 2006 Tomoya Yoshida

exact
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2 2 in/out
. AS in
. AS AS out
. AS in
. AS AS out
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In AS> AS
. AS Private
RFC3330
. /24
. AS PATH and/or Prefix Filter
. max-prefix
. Prefix exact-much or Prefix
Out AS~> AS
¢ RFC1918
e remove-private-AS
. AS PATH
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In AS-> AS

Private
URPF
Out AS> AS
AS
. (o Filter
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Flow Monitoring
Packet Monitoring Packet
Flow Free flow-tools
Source/Dest IP
Source/Dest Port N UDP Packet
Source/Dest AS Number origin-as or peer-as
Packet Count Byte Count etc..
Netflow
Switching Cisco
Netflow Switching
c lowd : Netflow flow export
SFLOW
RFC3176
IPFIX : IP Flow Information Export
IETF  IPFIX-WG
http://www.ietf.org/html.charters/ipfix-charter.html
http://ipfix.doit.wisc.edu/
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Netflow

Netflow
Version 5
Version8  Version5 Flow aggregate
Version9 Format Flow
Export
interface GigabitEthernetQ/Z0
ip route-cache flov( sampled < sample
- Packet
ip flow—export source LoopbackO Interval
ip flow—export version 5 origin-as
ip flow-export destination 192.168.1.1 9996
ip flow-sampling—-mode packet-interval 10000
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cflowd
interfaces { forwarding-options {
ge-0/0/0 { sampling {
unit O { input {
family inet { family inet {
filter { rate 10000;
input/Cflowd; }
outpusCflowd; }
} output {
address 202.249.2.181/24; cflowd 192.168.1.1 {
} port 9996;
} engine-id O;
} version 5;
autonomous—system—typer peer
firewall { }
filter Cflowd { }
term 999 { }
then { }
sample;
accept;
}
}
}
}
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SFLOW

Sampling Flow
RFC3176 Format Flow Export

Y Iy b A TSR
MAC
VLAN (B0O2.1q 84L£UF BO2.1p)
IPv4 Aw ¥, TCP, UDP, ICMP €30

sFlow IPVE
Datagram

IPX (Fastiron 4BD2 £tk JetCore E¥a—L03)
—< | Apple Tslk (Fastiron 4802 Rl JetCors €Y 2—ad)
| v A/ ihm—p
29 KT PELR
HMT AS, ZETET AS
W% AS X
3Sa=F¢, O-ALRE
287 -2 EN (AFC1673. RFCE233. E&LU RFC2368)

S S s

S
http://www.foundry.ne.jp/technologies/sFlow/definition.html

IRS Workshop : http://www.bugest.net/irs/docs_20060922/
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BGP Max Prefix Prefix Limit

Peer
Warr"ng Warning
|
Max-prefix or m Cisco R1
Prefix Limit
router bgp 2001
neighbor 192.168.0.2 remote-as 2006
AS2001 AS2006 neighbor 192.168.0.2 max-prefi @
= Juniper R1
protocols {
— bgp {
BGP group iw {
192.168.0.1 192.168.0.2 family-inet {
unicast {
prefix-limit
maximum @
teardown (50)idle—timeout forever
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BGP Max Prefix Prefix Limit

= http://www.cisco.com/en/US/products/ps6566/products feature gui
de09186a00801545d5.html

= http://www.juniper.net/techpubs/software/junos/junos81/swconfig81l
-routing/html/routing-summary41.html

u RIB
n Cisco IW(config-router)#neighbor iw maximum-prefix 200000 ?
5L RIB <1-100> Threshold value (%) at which to generate a warning msg
0c- restart Restart bgp connection after limit is exceeded
u Juniper warning-only Only give warning message when limit is exceeded
. . <cr>
- Adj-RIBs-in 75%  warning
IW# set protocols bgp group iw unit 0 family inet unicast prefix-limit ?
Possible completions:
+ apply-groups Groups from which to inherit configuration data
maximum Maximum number of prefixes from a peer (1..4294967295)
»>teardown Clear peer connection on reaching limit
»><limit-threshold> Percentage of prefix-limit to start warnings (1..100)
»idle-timeout Timeout before attempting to restart peer
2006/12/6 Copyright © 2006 Tomoya Yoshida 151

BGP Max Prefix Prefix Limit

RIB

max-prefix Filter

Filter

=> Capability Option IETF
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MD5

Message Digest 5
BGP Peer

MD5
128bit bit

MD2 MD4 - MD5

e SHA-1(Secure Hash Algorithm) : 160bit

Peer

RFC1321
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Key: aabbccdd Key: aabbccdd
BGP
l To A From B | MDS
< BGP_peer

TN

VLTI

;;;;;; T

ey

C
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MD5

Key

2006/12/6

Encrypt

m Cisco

router bgp 2001
neighbor 192.168.0.2 remote-as 2006

neighbor 192.168.0.2 password(7 AABBCCDD

m Juniper
protocols {

bgp {
group iw {

authentication-keyCAABBCCDD”

Copyright © 2006 Tomoya Yoshida
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Unicast RPF

uRPF = unicast Reverse Path Forwarding

Ingress Filter

Ddos

Ingress Packet

RFC3704 : Ingress-Filtering for Multi-homed Networks

Loose mode

Feasible mode

Strict mode

Reverse Path
Forwarding
Default

FIB RIB

best

FIB

forward

Strict Reverse Path
Forwarding

2006/12/6
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Unicast RPF loose/strict mode
- PToA Source Dest

@ ISP-A

[

packet
IF

Packet

. Vo RTA Source Dest
OOSG ode <+— | 192.168.1.1 | 10.0.0.1

1E1

Strict

packet
IF

Packet
2006/12/6 packet Tomoya Yoshida paCket

Unicast RPF Loose Mode

Source = 192.168.1.1

19216811

Source Dest

192.168.1.

+— Loose
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TTL Hack GTSM)

= Generalized TTL Security Mechanism

= RFC3682
m TTL Packet
OK +—
AS2004 AS2005
4—
BGP
192.168.0.1 192.168.0.2

o el o
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IRR

= Internet Routing Registry

= BGP AS
= BGP
. IRR
m |RRTooISet Prefix

= http:.//www.janog.gr.jp/meeting/janog9/pdf/yoshida_janog9.pdf

= IRR Config
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Black Hole Routing

R

GW [~~~

m GW Config Cisco
ip route 192.0.2.1 255.255.255.255 null O

CORE CORE

N

1
2.

DOS 171.68.1.4/30
R1 static 1

3.

route 171.68.1.4 255.255.255.252 null O tag 66

2. static BGP

m R1 Config Cisco
router bgp 2004

redistribute static route-map static-to-bgp

route-map static-to-bgp permit 10
match tag 66

set ip next-hop 192.0.2.1

set local-preference 50

set community no-export

set origin igp
next-hop 192.021
4, GW null O route-map static-to-bgp permit 20
2006/12/6 Copyright © 2006 Tomoya Yoshida 161
yoshida@ocn.ad.jp
1E7D 79AD C610 B5F2 A94E 7FF4 FAAC A722 329C 3DE8
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Copyright © 2006 Tomoya Yoshida

BGP

1 NEXT HOP

2 WEIGHT Cisco

3 LOCAL PREF |Local Pref

4 LOCAL Local

5 AS PATH AS-PATH

6 ORIGIN Origin igp>eqgp=>incomplete
7 MED MED

8 PEER TYPE |iBGP eBGP

9 IGP METRIC |IGP Metric

10 ROUTER ID Router-ID

2006/12/6
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Protocol Distance / Route Preference

Cisco Juniper

2006/12/6

mCisco m Juniper
Preference Preference
Connected 0 Connected 0
Static 1| [Static 5
EBGP 20 MPLS_ 7
OSPF internal 10
EIGRP 90 ISIS level-1 internal 15
IGRP 100 ISIS level-2 internal 18
OSPF 110 RIP 100
ISIS 115 P-to-P 110
RIP 120 OSPF external 150
EIGRP 170 ISIS level-1 external 160
IBGP 200 ISIS level-2 external 165
BGP 170

Copyright © 2006 Tomoya Yoshida
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RIP 5 5
Metric 5 Metric 4

. < ) [t

iLSU Link State Update LsDB
iLSDB _Link State Database : ~—] E> -

SYTITEIITE 2 [ sy

s rag

BGP

200671276 Copyright © 2006 Tomoya Yoshida 167

ISP BGP

BGP

ISP
Private Peering ‘
IX |
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ISP

ISP
IX
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IX L2SW
u
IX
HKIX
[ |
IX IX
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peering

GP

tra#ic

2006/12/6 Copyright © 2006 Tomoya Yoshida
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peering

BGP

D

traffic
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traffic

m Cisco

router bgp 20000

neighbor Y.Y.Y.Y remote-as 20001
neighbor Y.Y.Y.Y route-map OUT_FILTER out

route-map OUT_FILTER permit 10
match as-path 1

ip as—-path access-list 1 permit '$
ip as—-path access-list 1 permit "25000%

m Cisco
router bgp 20001

neighbor XX X.X remote-as 20000

neighbor X X.X.X route-map IN_FILTER in

route-map IN_FILTER permit 10

match as-path 1

ip as—-path access-list 1 permit "20000$

ip as—-path access-list 1 permit 20000 25000%
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m Cisco

router bgp 20000

neighbor Y.Y.Y.Y remote-as 20001
neighbor Y.Y.Y.Y route-map OUT_FILTER out

route-map OUT_FILTER permit 10
match as-path 1

ip as—-path access-list 1 permit '$
ip as—-path access-list 1 permit "25000%

!

© 2006 Tol

AS 20000
AS 20001
YY.YY
OUT_FILTER
as-path 1
“wgr  “w25000%"
Path 1

out

74

87



AS 20001

AS 20000
X XXX
IN_FILTER in
as-path 1

“20000%$” “"20000 25000%”

?

m Cisco
router bgp 20001
neighbor XX X.X remote-as 20000

route-map IN_FILTER permit 10
match as-path 1

neighbor X X.X.X route-map IN_FILTER in

type external;
local-address X.X.X.X;
peer-as 20001,
export OUT_FILTER;
neighbor Y.Y.Y.Y;
}
}
}
policy-options {
policy-statement OUT_FILTER {
term LOCAL_OUT {
from {
protocol bgp;
as-path [ MY-LOCAL AS25000];
}
then {
accept;
}
}

as—path MY-LOCAL "()"
as—path AS25000 25000;

}

2006/12/6
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group PEER {
type external;
local-address Y.Y.Y.Y;
peer-as 20000;
import IN_FILTER;
neighbor X.XX.X;
}

}

policy-options {
policy-statement IN_FILTER {

term AS20000_PEER_IN {
from {

protocol bgp;

as-path [ AS20000-1 AS20000-2];
}

then {
accept;

}

}

}

as-path AS20000-1 20000;

}

as-path AS20000-2 “20000 25000

ip as—-path access-list 1 permit "20000$
Path 1 boos Tof 1P @s—path access-list 1 permit 20000 25000%
= Juniper = juniper
protocols { protocols {
bgp { bgp {
group PEER {

176

88



transit

BGP

tra#ic
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IX Policy Config

m Cisco

router bgp 2004

neighbor IX1-Main peer-group
neighbor IX1-Main next-hop-self

ISP

neighbor IX1-Backup peer-group
nelghbor IX1-Backup next—hop- self
ighbor IX ki

neighbor 192.168.1.10 peer—-group IX1-Main
neighbor 192.168.1.11 peer-group IX1-Backup
neighbor 192.168.1.12 peer-group IX1-Backup
neighbor 192.168.1.13 peer—-group IX1-Main
neighbor 192.168.1.14 peer—-group IX1-Main

- ) ) IX1-Main
ip as-path access-list 10 permit '$ a

ip as—-path access-list 10 permit 2008$%
ip as—-path access-list 10 permit 2008 2009%

route map ix1-main-out permit 10
match as-path 10

set metric 300 route-map

neighbor192.168.1.10
route-map as-4713-in in

route-map ix1-backup-out permit 10
match as-path 10
set metric 310
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