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VPN
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- 3 tunnel

RFC1701,1702

Protocol 47(GRE)

[

— IP Encapsulation within IP

- 3 tunnel

— RFC2003

— Protocol 4(IP-ENCAP:IP encapsulated in IP)
® GIF

— Generic Tunnel Interface

— IPIP UNIX I]J_

— IPIP tunnel GIF tunnel
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— Tunnel tunnell tunnel2 2
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VPN

® MTU 1500

VPN ) tunnel
o ) MTU(Maximum
Transmission Unit) 1500

— Path MTU Discovery Blackhole
= RFC1191 Path MTU Discovery
= RFC2923 TCP Problems with Path MTU Discovery

— Path MTU Discovery Blackhole MTU1500
= DF=1 LAN
. MTU
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Path MTU Discovery

MTU1500 MTU1300 MTU1500
|A= ITUNI ITUNI IBI

Size=1500/*DF=1

—

*|CMP Type3 Code4
MTU of next hop:1300

<&
<
Size=1300/DF=1
*DF Don't Fragment
**ICMP
Type3 Destination Unreachable
Code4 Fragmentation Needed and Don’t Fragment was Set
® Path MTU Discovery
— DF=1 IP P Destination Unreachable
_ uTU ILJ
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Path MTU Discovery Black hole

MTU1300 MTU1500

[Ton ] {Ton ] (e]
TUN TUN B
| ICMP Unreachable Size=1500/DF=1

*|ICMP Type3 Code4
| MTU DF=1

MTU1500

A

MTU of next hop:1300

Size=1500/DF=1

*ICMP
Type3 Destination Unreachable
Coded Fragmentation Needed and Don’t Fragment was Set
® Path MTU Discovery Black hole
— Path MTU Discovery P ICMP IIJ

Unreachable
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Path MTU Discovery Black hole

MTU1300 MTU1500

ITUNI ITUNI :BI

[
»

MTU1500

MSS=1260
Size<1300/DF=1

P
<
Size=1300/DF=1

| MSS:Maximum Segment Size (TCP Only) |

® TCP MSS
MSS

- TCP 1
MTU )
TCP Path MTU Discovery Black

hole
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Path MTU Discovery Black hole 2-1

MTU1500
-
MTU1500 MTU1300 MTU1500
— — D
| A : LTuN | LTun | B

- )
: [Size=1300/DF=0| £ [Size=1500/DF=1
: [size=*200DF=0] §

Size=1500/DF=1 200

® Tunnel MTU 1500
— Tunnel MTU 1500 tunnel

- TCPEProtocoI:Gz) UDP(SProtocoI:l?)
ESP(Protocol:50) 150

— Path MTU Discovery DF=1 IP IIJ
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Path MTU Discovery Black hole 2-2

MTU1500

-
MTU1500 MTU1300 MTU1500

cPU i | Size=1300/DF=0 | } |Size:1500/DF:1\|\\
Size=1500/DF=1 | } 200

® Tunnel MTU 1500

- MTU VPN Tunnel
)
- TCP MSS MTU
- MTU MTU ICMP Unreachable Path I ]'
MTU Discovery

2006/12/5 Copyright © 2006 Internet Initiative Japan Inc. 116

58



VPN

e MTU 1500
- TCP

- TCP

= MTU
MSS

-2
= MSS

= MTU
2

MSS

TCP

MTU
ESP UDP

= Path MTU Discovery Black hole

TCP

Path MTU Discovery

MTU
TCP

MSS

— Tunnel MTU=1500 - MSS=1460

— Tunnel MTU=1300 - MSS=1260
1300

DF=1 UDP

MTU1300

TCP
ESP

MSS

MTU

VPN tunnel

I/F MSS

DF=1 IP ) I] J_
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C :50

TUN

-

TUN tunnel

VPN

VPN

Tunnel i
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VPN

Internet VPN
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Internet VPN

-1 VPN
- tunnel
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VPN

Internet VPN
B :50
TUN TUN
TUN TUN
TUN TUN
A 1 50
TUN TUN
C :50
[ ]
- 2 VPN
- m VPN
VPN =2(m-1)
- VPN
-1 VPN
- tunnel
- VPN
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Internet VPN

VPN

- ‘m n VPN
2 2
VPN :m_n_,_u:%

— VPN
- VPN

VPN
-1 VPN

tunnel
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WAN

[ ]
- 1P (SNA )
— Ethernet ATM POS
— Tag VLAN VLAN
- STP L2
[ ]
- IP L2SW L3SwW STP
- Ethernet
STP L2

1)

2006/12/5 Copyright © 2006 Internet Initiative Japan Inc. 123

STP: Spanning Tree Protocol (IEEE802.1D)

Ethernet

[ s MCI;

= .
MC:
)
MC( ) Ethernet
) LAN L2SW
L2
® Ethernet Point to Point
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STP
L2sw f— vc - -
eswl—{ e - :
i EMC:
O 1 j

® L2

® STP

() L3

STP: Spanning Tree Protocol (IEEE802.1D)

L2
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. K Tt i
; ' STP ! :
E Root Bridge : ) : :
! — ! ! !
A L2SW : L2SW cl !
D= — 5 25w |
i 10 : i Block 10 |
B} _zsw] 5 2 ; ye] L2sw |
: —_ : 200 : i
E I MC:
R 1 Link Cost 2 ]

) BPDU

® STP Root Brigde BPDU

Root Path Cost Block
® |2 scheduler Storm-Control

BPDU: Bridge Protocol Data Unit
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A Storm-control shutdown

interface FastEthernet0/x
storm-control broadcast level 10.00
storm-control multicast level 10.00
storm-control action shutdown

storm-control(
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- STP storm-control shutdown

S

127

2006/12/5

.......... . Link Cost O —

2 Block

Copyright © 2006 Internet Initiative Japan Inc.

64



Root Bridge

Copyright © 2006 Internet Initiative Japan Inc.

2006/12/5

Root Bridge

Copyright © 2006 Internet Initiative Japan Inc.

2006/12/5

65



- L2SW VLAN IP
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WAN:

® L3
- L3
- Ethernet
Point to Point
e L2
- L2
e L2 ping
- L2 ping
VLAN
- VLAN IP
L3SW(L2SW
- VLAN IP
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WAN1
| i i
; I | WAN2

° A WAN1

) B WAN
PBR(Policy-Based Routing)
® PBR IP
Next Hop
o destination
P source(
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PBR WAN
® PBR(Policy-Based Routing) IP
Next Hop
® Next Hop WAN
® destination
PBR
source( )
® PBR static
2 WAN
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WAN

; OSPF
WAN1
WAN2
OSPF cost
) A WAN1
B WAN
° OSPF cost(500)
® WAN LAN OSPF cost(1000)
° WAN OSPF cost(1000) I I J
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WAN
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= OSPF cost
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A WAN1 B

C WAN1 WAN2
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WAN

osr

WAN2

OSPF cost

WAN2
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WAN
® A WAN1
B WAN
® WAN OSPF cost WAN
LAN OSPF cost
® OSPF cost WAN
® OSPF
® RIP OSPF
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| |
R R2

i.x.x.()zlz4 \1 2 / >‘<k_><.x.0=/24
Default \ f Default

Distance=1 R3 Distance=250

_I_ | ’ (OSPF )

X.X.X.0/24

- default(distance=1) 1
default(distance=250) 2

- (x.x.x.0/24) 1
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Default \

Distance=1

f Default

Distance=250
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I/F  down f
Defaultb
Ry Distance=250
%.x.0/24
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- I/F down

2006/12/5 Copyright © 2006 Internet Initiative Japan Inc. 146

73



Default \

Distance=1

f Default

Distance=250
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I/F down
- I/F down
= Ethernet
= PPPOE
= VPN/tunnel
= HUB LAN
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f Default

X.X.X.0/24 R3 Distance=250
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[ ]
- 1
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- default 5 1
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X.x.x.0/24 \
Default \

Distance=1
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- I/lF down
= Ethernet
= PPPOE
= VPN/tunnel
= HUB LAN
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[ J
- 1 2 3 0
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-1 IIF 1 IIJ
— Passive interface 1 i, f
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o
® VL(Virtual Link) 0
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OSPF

® OSPF
— OSPF
-  OSPF
OSPF

" 1,2,3,10,20,30,100,200,300

- OSPF P
" 192.168.0.1
" 0 loopback
" IP traceroute
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WAN
°
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WAN
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