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— S/MIME

— VPN

— IPsec

— Network Access Protection
— EFS Encrypting File System

— SSL/TLS
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— http://www.microsoft.com/technet/archiv
e/security/news/rootcert.mspx?mfr=true
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m “It just works”
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m OCSP

m TLS stapling

m HTTP 1.1 cache proxies
m Pre-fetch

m CRL, OCSP

m OCSP (Windows2008)
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m TLS Stapling

m RFC 3546 section 3.6
—TLS
- CA
TLS
OCSP

—Openssl  ?

= http://weblogs.mozillazine.org/gerv/archives/2007/09/ocsp_stapling_in_openssl_and_a.html
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Vista

m HTTP1.1 Proxy
— Etag, cache control:max-age
— Expire, Last Modified(HTTP1.0)
— Etag:

— Max-age:
]

m Pre-fetch
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HTTP 1.1
Caching Proxy

1.6/7/2006, 8:00am CRL

2. Revocation HTTP response
HTTP/1.1 200 OK
Content-Length: 1653
Date: Wed, 07 Jun 2006 08:00:00GMT
Content-Type: application/pkix-crl
Last-Modified: Wed, 07 Jun 2006 00:00:00 GMT
ETag: ''39a0-28d-4029bce7”
Expires: Tue, 13 Jun 2006 23:59:59 GMT
Cache-Control: Max-age = 86400
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HTTP 1.1
Caching Proxy

3. HTTP Proxy CRL A
4. B CRL 1 Proxy
proxy
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GET http://... HTTP 1.1
I1T-None-Match: "39a0-28d-4029bce7"" Caching Proxy

proxy

CRL

HTTP/1.1 304 Not Modified

Date: Fri, 09 Jun 2006 9:00:00GMT
ETag: '39a0-28d-4029bce7*
Cache-Control: Max-age = 86400
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Pre-Fetch

4/8/2006

CRL max-age reached
Download
(4/4) 4/8/2006 - 4/14/2006

Pre-fetch Window
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Max-age = 4 days

(LDAP
10CSP,1CRL

fetch
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m PKI

— User Profile
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m Credential

= S/MIME
[
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— XP, W2K3

http://www.microsoft.com/technet/security/guid
ance/cryptographyetc/client-credential-
roaming/terminology-assumptions.mspx
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Bit Locker

Full Volume Encryption

http://www.microsoft.com/technet/win
dowsvista/security/bitlockr.mspx

BitLocker

->
— SYSKEY ( Windows
Key)

— TMP1.2 ¢
= Full-Volume
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BitLocker

TPMkK (StorageRootKey) TPM

VMk (Volume Master Key) TPM TMPk
Seal/Unseal

FVEK (Full Volume Encryption Key) VMk

FVEk Full Volume
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m SHA256
mn TPM VMK Unseal

— USB Start-up Key
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BitLocker

Clear Key TPFM TPM and external Koy TEM with PIN Startup Key Recovery Pasword
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= ABA

] Geotrust, Verisign, Identrus, Comodo,
Cybertrust, Go Daddy and X-Ramp
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IE7 — EV certificate

m high-assurance SSL certificate — EV
certificate
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IE7 — EV certificate
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m CA/Browser Forum

— http://www.cabforum.org/
= Browser
Microsoft Corporation
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Opera Software ASA
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|
— http://www.jcaf.or.jp/
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NAP

http://www.microsoft.com/technet/itso
lutions/network/nap/naparch.mspx
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m http://www.microsoft.com/japan/wind
owsvista/default.aspx

m http://download.microsoft.com/downlo
ad/4/a/b/4abb4432-5b51-4de2-a0e5-
f69b1f250c51/SEC305.ppt
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