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ROA - Route Origination Authorization Do ISP
v
AS65535 192.168.64.0/24 ’
Authorization 192.168.64.0/22
AS65535
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?;2%7 JPNIC
& ISP

192.168.0.0/16

f
J.‘\ IC 20071110

Version: 3

Serial: 111111

Issuer: CN=JPNIC

Not Before: Mon Jan 1 00:00:00 2007 GMT

Bot After: Tue Jan 1 00:00:00 2008 GMT

Subject: CN=ISP, E=resourcecerts@isp.jp

Subject Key Identifier: SSS-SSS

Subject Info Access: caRepository -
rsync://repository.nic.ad.jp/jpnic-isp/AAA-AAA/SSS-SSS

Key Usage: DigitalSignature, nonRepudiation

CRL Distribution Points:
rsync://repository.nic.ad.jp/jpnic-isp/AAA-AAA. crl

Authority Info Access: calssuers -
rsync://repository.nic.ad.jp/jpnic-isp/AAA-AAA.cer

Authority Key Identifier:
Key ldentifier: AAA-AAA

Certificate Policies: 1.2.392.200175.1.4.1

1Pv4: 192.168.0.0-192.168.255.255
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Authority Trust List
or

PKI Best Current Practice, PKI Day PKI

IJNSA » NPO
http://www.jnsa. 0rg/sem|nar/2005/semmar 20051028/2shimaoka., pdf 2006 10
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Secure BGP Origin AS: AS65532 ‘?;?ROA
Prefix: 192.168.128.0/24 &,

ROA

‘(‘%@ ~ a.. ROA

IP
- 192.168.64.0/22

—— - 192.168.0.0/16
Origination -192.0.0.0/8
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» PKIX Public-Key Infrastructure — X.509 WG
- RFC3779
» X.509 Extensions for IP Addresses and AS ldentifiers
— Jun 2004, C. Lynn, S. Kent, K. Seo
» SIDR Secure Inter-Domain Routing WG
— draft-ietf-sidr-res-certs-08.txt
» A Profile for X.509 PKIX Resource Certificates
— draft-ietf-sidr-cp-02.txt

« Certificate Policy (CP) for the Internet IP Address and AS
Number (PKI)

— draft-ietf-sidr-roa-format-01.txt

» A Profile for Route Origin Authorizations (ROA)
— draft-ietf-sidr-arch-01.txt

» An Infrastructure to Support Secure Internet Routing
- CPS

f
J.\ I€ 20071119 InternetWeek2007 in 13

WG
RFC3779
rRrcazre
{ /" g RPSEC Wo
[] O O J

J5% O )
NIE 200771119 InternetWeek2007 in 14




— RIR-RIR  RIR-NIR

1
-ﬁ 2007/11/19 InternetWeek2007 in 15

RIR

Jﬁ;‘e smEn (A RYRNT— A I AA— 3~




RIR

APNIC ARIN RIPE NCC JPNIC
”X.509” (@]
(@] (@]
(@)
APNIC ROA
2006 2007 APNIC
[ ]
— crypto-pw mail-from “X.509”
‘l
J.'NIE 2007/11/19 InternetWeek2007 in 17
2005th 2006th 2007th
IETF P004th Jun RFC3779 Mar 1-D “ROA”
Mar 1%t SIDR BoF Apr1-D “profile”
Apr SIDR WG
P —— /R
P ——
ARIN
RIPE NCC EPENCC } Oct GATF
CertPROTO
& ><>
JPNIC CA
Y | [ ——
A
J.'NIE 2007/11/19 Internet\Week2007 in 18




RIPE NCC

¢ RIPE NCC Certification Task Force
- 53 RIPE 2006 10 LIR 6
e 54 55 RIPE 56

. LIR

LIR RIPENCC

¢ CertPROTO
- RIPENCC
Task Force
- 2007 1 2007 6
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