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http://ipv4.potaroo.net/

by Geoff Huston of APNIC (2008/1/26)
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“Carrier-Grade NAT”
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Access
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With NAT
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Max 20 Connections
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Max 10 Connections
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Global IPv6

Private

Global IPv4
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HP

Application # of sessions

No operation 5 10
Yahoo top page 10 20
Google image search 30 60
50 80
OCN photo friend 170 200+
ITunes 230 270
iGoogle 80 100
50 60
Amazon 90
HMV 100
YouTube 90
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Carrier-Grade NAT

— >10K users (or contracts)
— 100s of sessions per user (or contract)

— SOHO Router
— “Full-CONE”

e High Availability
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— UDP

* RFC4784” Network Address Translation (NAT) Behavioral
Requirements for Unicast UDP “
- NAT Hairpinning

— TCP

e draft-ietf-behave-tcp-07” NAT Behavioral Requirements for TCP”
— TCP Hole Punching, “hairpinning”

— ICMP

e draft-ietf-behave-nat-icmp-07 “NAT Behavioral Requirements for
ICMP protocol
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CGN

(IETF BEHAVE WG)
NTT

DNS
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e NAT-PT (v6 -> v4 translator)
cache IPv4

google

— http://64.233.169.104/search?g=cache:fTMdGNw-

20EJ:www.ntt.com/index-

i.htmI|+NTT+Communications&hl=ja&ct=clnk&cd=1

. WEB

NAT-PT
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\/3) WEB

OS Apache BIND

IPv6
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Google

http://ipv6.google.com/

http://ipv6.google.co.jp/

IPv6

IPv6

“mail.google.com “

IPv6

/etc/hosts
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IPv6

* “1+/64s”
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Internet

Access
concentrator

TYPE-A: A host is beyond a CPE

RA or
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I/F_H
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|/F_A |/F_CO Network .
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Access
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IPv4
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At the beginning: Global v4 only service

Internet (v4 only)

EBGP Router

Nationwide / International Back bone (v4 only)

Access

Concentrator One Global IPv4 address

ADSL,FTTH,etc.

CPE Router /w NAT RFC1918 Based Private address
" (typically 192.168.0.0/24)
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LAN

Dual Stack backbone (it’s easy)

< >

Access

Concentrator (v4) One Global IPv4 address

ADSL,FTTH,etc.

CPE Router (v4) )
/w NAT RFC1918 Based Private address

__— (typically 192.168.0.0/24)

COPYRIGHT BY NTT Communications 2008

LAN




Introducing CGN
< >

Carrier Grade NAT

Access

Concentrator (v4) One Private IPv4 address

From New “Private” space

ADSL,FTTH,etc.

CPE Router (v4) RFC1918 Based Private address
__— (typically 192.168.0.0/24)
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LAN

Introducing Softwire (v6 over v4 L2TP)

< >

Carrierl'Grade NAT

Access

Concehtrator (v4) One (new) Private

IPv4 address

ADSL,FTTH,etc.

CPE Router
RFC1918 Based Private address

LAN | _—(typically 192.168.0.0/24)

If softwire client has v6 routing / | - SOFTWIRE Client
function, delegated IPv6 is here Of (v6 over v4 L2TP)
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Softwire termination on CPE router
looks tricky but in-expensive

Cagrier Grade NAT

I Access
doncentrator (v4)

ADSL, FTTH,etC/
SOFTWIRE Client /~{-C) RFC1918 Based Private address

(v6 over v4 L2TP) LAN / (typically 192.168.0.0/24)

One Private IPv4 address
From New “Private” space

Delegated IPv6 prefix
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Native IPv6 service but CPE router is not ready

| ]

IPV6 traffic is CarrienGrade NAT
Bypassed CGN

One Private IPv4 address

From New “Private” space
ADSL,FTTH,etc.

CPE Router
RFC1918 Based Private address

LAN | _—(typically 192.168.0.0/24)

If softwire client has v6 routing / | o SOFTWIRE Client
function, delegated IPv6 is here Of (v6 over v4 L2TP)
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Replace CPE router to IPv6 compatible

Internet (v4/v6)

EBGP Router

Nationwide / International Back bone (v4/v6)

IPV6 traffic is Carrier Grade NAT
Bypassed CGN
Access Concentrator

One Private IPv4 address
(ZYAS))

From New “Private” space
ADSL,FTTH, etc. IPv6 address + Prefix delegation

CPE Router .
(v4 NAT/v6) RFC1918 Based Private address

" (typically 192.168.0.0/24)

Delegated IPv6 prefix End Host

(v4/v6)
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Pure v6 world

Internet (v6)

EBGP Router

Nationwide / International Back bone (v6)

Access Concentrator

IPv6 address + Prefix delegation
\))

ADSL,FTTH,etc.

CPE Router (v6)

Delegated IPv6 prefix
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OCNIP

e “OCN IPv6”tunnel service

e http://www.ocn.ne.jp/ipv6/
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“OCN IPv6” tunnel service

v'Launched in December 2005

v'IPv6 Tunneling over IPv4 by L2TP

v'Fixed IP address and non-fixed IP address to be given
(two /64 subnet prefixes)

v'Original tunneling software provided for subscribers

Radius Mail/Web Proxy ‘ ‘

IPv6 Tunneling
Termination Unit

L2TP UDP Implemented

L
()
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price

e About S3 USD 300 315 per
month for OCN™ users

e About S5 USD 550 577.
per month for others

— Two dollars (250

membership

) for “OCN ValuePlan”
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Lo VARIOUS HOME APPLIANCES WILL BE

you can...

How’s your pet when you...
Run a bath remotely before...
Fridge tells you what you...
Don't miss the TV show ...

Cool down my room before...

IPv6 really changes
my life!!

CONTROLLED As YOU WISH...

Camera
IPVS Router £ %
Air
Conditioner
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OCN IPv6 has an option to control IPv6 devices using non-native consoles such as

mobile phones or PDAs

IPv6-non-native devices
From Outside y communicate via Reverse

Proxy Server

/"x The Internet

Viewing my home by
remotely controlling IPv6

Ccamera

Mobile
Phones \

Reverse Proxy Server
(IPv4 <> IPv6)

Mobile PCs

/PDAs
IPv4-1Pv6

Conversion

. DNSServer

1Pv6 Network
Broadband Router

/ADSL Modem

OCN IPv6
Router-mode ¥

Camera
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Host mode

upstream

L2TP (v6 over v4)

LAN

DHCP x

(v4)

L2TP
client
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Router mode

L2TP (v6 over v4)

LAN
Upstream DHCP \ Router Advertise
(v4)
L2TP
client
COPYRIGHT BY NTT Communications 2008
Router mode with 29 LAN
L2TP (v6 over v4)
LAN
upstream

DHCP x

(v4)

L2TP
client
RA
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Architecture (Host Mode)

RADIUS

IPv4
L2TP . .
> Client OS assigns
Link local a global address
DHCPv6 PD from the delegated

‘ prefix to a Virtual I/F

Global Address by RA
DHCPv6 PD COPYRIGHT BY NTT Communications 2008

protocol standardization

e |[ETF softwires WG
» Softwire Hab and Spoke Model
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“OCN IPv6 Mobile GW” Service

HTTP Reverse Proxy service

— |t receives IPv4 HTTP communication and re-transmit as
IPv6 HTTP

Also it provides DNS service which is associated to
the reverse proxy

Now in the experimental service for free only for
“OCN IPv6” users ©

http://ocnipv6.jp/
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IPv6
IPv4

IPv4
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