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The Real Security Problem

e 2002 9 ISP/SP
September 2002 ISP/SP Operations Security Engineers could not:

Find their security colleagues in their directly attached peers.
= Hop

Find security engineers in providers two hops away.

Find ANY security engineers in the Asian providers.

When big attacks happened, there was no way for the people who needed to work with each
other to find/contact one another ... let alone work collectively to mitigate the attack.
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A Year of Difference

2003 9 ISP/SP
September 2003 ISP/SP Operations Security Engineers Can:

- ISP

Find their security colleagues in their direct peers and a huge range of global ISP/SPs

- INOC

Work with each other via email, chat, INOC Phone, and POTSs to collectively mitigate attacks
and incidents on the Internet

- Traceback
Execute inter-provider traceback and mitigation

- (Blaster
Apply proactive measures to prepare for projected attacks (e.g., Blaster)

What changed? JANOG14
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-CSI/FBI 2007 Computer Crime & Security Survey
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DoS/DDoS m Phishing Botnet Mabhware
Scanning Compromised Host SPAM Vulnerability
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DoS/DDoS
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Phishing

Phishing
12 * Spear-Phishing
- » Vishing (Voice phishing)
—  VolP (QIQ )
10 — SMS spam
* Web
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Malware

*  SQL Injection

\\

) PE—IP Malware

Valentine.exe, April fool's day.exe
- anjelina videoexe, iloveyou.exe

- PDF
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Scanning
) . Scanning
— telnet, ssh
—  Mail, VoIP, HP storage, ...
| - Brute Force, botnet,
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Vulnerability
Vulnerability

18 DNS Cache Poisoning
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— Web Cyber Attack

— Worm/Virus
» Valentine.exe, April fool's day.exe

* YouTube
— 2ch
. 5000 botnet
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. DNS

* Xxx.mizuguchi-dns.jp XXX
. cooking

» Cooking.mizuguchi-dns.jp 10.0.0.1

e cooking.mizuguchi-dns.jp phising
. DNS

* Account Disable

» cooking.mizuguchi-dns.jp 0.0.0.0
. phising

e 24
. Packet

» Skype VolP whois

Flooding
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eg 1 PC

(eg ICMP,UDP) eg 100Ks pps

eg 1-100 PC

eg 10Ks pps
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VolP , VPN
| 1000k pps
I 10 PC
|
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Thank Youl!!

nsp-security-jp-
owner@puck.nether.net
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