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1 (2008) IETF
o 1 WG

WG
o Routing

» savi WG (INT)
rtgwg (RTG)
sidr WG (RTG)
idr WG (RTG)

« grow WG (OPS)
o DNS

« dnsext WG (INT)

« dnsop WG (OPS)
o IPv6

« v6ops WG (OPS)

« 6MAN WG (INT)




ROUTING

SAVI WG

o Source Address Validation Improvements WG
» Source Address Validation
« Path Validation

o Ingress Filtering

o Bridge Layer-3

o First-come-first-serve SAVI for IPv4 + IPv6
o SAVI for IPv6 Secure Neighbor Discovery

o requirement ‘




SIDR WG

Secure Inter Domain Routing WG

RPKI Architecture / ROA format
RIR, LIR, NIR RPKI
Routing Object

BGP Prefix Origin Validation
RPSL and RPKI

BGP PREFIX ORIGIN VALIDATION

Prefix Origin AS
BGP update

ROA Validation

RPKI  ROA




RPSL AND RPKI

inetnum: 193.0.0.0 - 193.0.7.255

netname: RIPE-NCC

descr: RIPE Network Coordination Centre
descr: Amsterdam, Netherlands

remarks: Used for RIPE NCC infrastructure.
country: NL

admin-c: AMRG68-RIPE

admin-c: BRD-RIPE

tech-c: OPS4-RIPE

status: ASSIGNED PI

mnt-by: RIPE-NCC-MNT

mnt-lower: RIPE-NCC-MNT

signature: v=1; c=rsync://rpki.ripe.net/....cer; m=rsa-shal,;

t=1234567890; a=inetnum+netname+country+status; b=<base64-
data>
source: RIPE # Filtered

RTGWG

Routing Area Working Group

IP fast reroute

Failure detection
Repair Paths

IS-1S / OSPF
MPLS LDP
BFD




GROW WG

Global Routing Operations WG

MRT format
MRT

BMP "BGP Monitoring Protocol”
BGP monitor

LISP implementation
www.lisp4.net / www.lisp6.net

LISP: Deployment and Experience

LISP

Locator and Identifier Separation Protocol

Locator (
Identifier (

Identifier Locator

GRE

www.lisp4.net / www.lisp6.net
— OpenLisp
Practice and Experience




IDR WG

Inter-Domain Routing WG

Published

RFC5291: Outbound Route Filtering Capability BGP-
4

RFC5292: Address-Prefix-Based Outbound Route
Filter for BGP-4
Ongoing
Flow-spec
Prefix flow NLRI
BGP4-mib

IDR - NEW WORKS

Advertisement of Best External Route in BGP

IBGP Best Route eBGP Best Route
Fast Switchover

Fast Connectivity Restoration using BGP Add-
path
BGP path ID RR




DNSEXT WG

o DNS extensions WG
+ DNS WG

o DNSSEC
« Kaminsky Attack
+ DNSSEChis
o RFC4033, RFC4034, RFC4035, RFC4956, RFC5155
oBind 9.6 NSEC3
+ DNSSEC
o 1AB, ICANN

o Forgery Resilience




FORGERY RESILIENCE

Call for Ideas
Additional Entropy
Cache Overwrite
CNAME and DNAME chains
TCP
Multiple UDP queries
Do nothing and recommend DNSSEC deployment

FORGERY RESILIENCE (CONT.)

Additional Entropy
0x20
o Port/ TID Entropy

Cache Overwrite
Cache

TCP

TCP

Multiple UDP

Do Nothing
DNSSEC




DNSOP WG

Domain Name System Operations WG

Reflectors are evil

Name Server Management
DNSSEC trust anchors
Priming

Respsize

AS112

EDNSO deployment

DNSOP WG (CONT.)

Reflectors are evil
Open Resolver Reflection

Name Server Management
Name Server
Requirement

DNSSEC trust anchor

DNSSEC trust anchor
Priming

Resolver Server Priming
Respsize

UDP 512 octets




DNSSEC
o NTIA (

/lwww.ntia.doc.gov/dns/dnssec.html

+ Root zone

« http

o Public comment

o IAB
* NTIA

o ICANN

deploy

DNSSEC

o Root zone

R




V6OPS WG

IPv6 Operations WG
IPv6

IPv6 CPE
Rouge RA / RA guard

IPv6 usage in Sweden
6to4 Teredo 50M
MAX 6to4 100M Teredo 200M
IPv6 statistics at Google
RIPE meeting

IPV6

6to4 (RFC3056)

IPv4 - IPv6

6to4

Tokyo6to4.net Project
ISATAP - Intra-Site Automatic Tunnel Addressing
Protocol) (RFC5214)

6to4
Teredo (RFC4380)
UDP IPv6 over IPv4 tunnel
NAT
Teredo

Windows Vista
MacOS X 6to4




o6tod

2002 | IPv4 ADDR | SLA | Interface ID
16 32 16 T ea
ISATAP
ISATAP Prefix - 0000 5efe |P\jr4 ADDR
64 32 32 :
Teredo
Teredo Ui flag | Port | IPv4 ADDR
Prefix Server ADDR |
32 32 16 16 32
GOOGLE IPV6
www.google.* IPv6
ready latency
1 0.76%
1 0.65%
1 0.45%
1 0.15%
IPv6
IPVv6

6to4 :67.9%
Native : 29.1%




6MAN WG

IPv6 Maintenance WG
IPv6

Node Requirements
IPV6
MUST / SHOULD

Overlap Fragment

Address Selection Model
Address Selection

Vv6ops CPE




