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An another look at
the Kaminsky class attack
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Source Port Randomness:

£1000
port 91000
EARAN
50800
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BAtkY -/~ DoxParalZNATD 5 B % 151

\ Y/\B ? Your name server, at
Number of samples: ™ iy e safe, But
nique ports: the NAT/Firewall in front of it
Unique p 25
. ) appears to be interfering with its
Range: 50213 - 51709 port selection policy. The
Modified Standard Deviation: 438 difference between largest port

Bits of Randomness: 11 and smallest port was only 170.

Values Seen: 50213 50329 50385 50442 50531 50578 Please talk to your firewall or
50868 50927 50978 51029 51092 51155 gateway vendor -- all are

51446 51509 51578 51648 51709 s e S
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vulnerable
Highly vulnerable. ME !

The servers tested for appear highly vulnerable to cache poisoning. Immediate action shoul
rectify the problem.

Name server IP Address Results
Not recursive

Is recursive, without source port randomisation
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Implications
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