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#include <stdio.h>
<sys/types._h>
<sys/socket.h>
#include <netdb.h>

int sock,err;
struct addrinfo hints, *res0, *res;

memset(&hints, 0, sizeof(hints));
hints.ai_family = PF_UNSPEC;
hints.ai_socktype = SOCK_STREAM;

/* getaddrinfo AAAA A */
err = getaddrinfo("www.linux-ipv6.org"”, "http", &hints, &res0);

if (err) {
fprintf(stderr, "error : %s", gai_strerror(err));
freeaddrinfo(res0);
exit(l);

/* getaddrinfo */
for (res = resO; res; res = res->ai_next) {
sock = socket (res->ai_family, res->ai_socktype, res->ai_protocol);
if (sock < 0)
continue;

if (connect(sock, res->ai_addr, res->ai_addrlen) < 0) {
close (sock);
continue;

3

break;

freeaddrinfo(res0);
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« IP
— ifconfig
. ifconfig interface [aftype] options | address ...
_.ip
. ip [OPTIONS] OBJECT { COMMAND | help }
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IPv4 — ifconfig -

e IPV4

1Pv4
# 1fconfig ethO 192.0.2.1 netmask 255.255.255.0

# 1fconfig ethO
ethO Link encap:Ethernet HWaddr 00:00:XX:XX:XX:XX
inet addr:192.0.2.1 Bcast:192.0.2.255 Mask:255.255.255.0
UP BROADCAST MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:O
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)
Interrupt:169

# 1fconfig ethO up

ifconfig ethO down
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IPv6 — ifconfig -

e |PV6

1Pv6 interface up
# 1fconfig ethO add 2001:db8::80/64

1Pv6
# 1fconfig ethO del 2001:db8::80/64

# ifconfig ethO

ethO Link encap:Ethernet HWaddr 00:XX:XX:XX:XX:XX
inet addr:192.0.2.1 Bcast:192.0.2.255 Mask:255.255.255.0
inet6 addr: 2001:db8::80/64 Scope:Global
inet6 addr: feB80::2d0:XXXX:XXXX:XXXX/64 Scope:Link
UP BROADCAST MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:O
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)
Interrupt:169

(IP 6
# 1fconfig ethO down
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IPv4/IPv6 —ip -

1Pv4/1Pv6
# ip addr add 192.0.2.1/24 dev ethO
# 1p addr add 2001:db8::80/64 dev ethO

# 1p addr show dev ethO
3: ethO: <NO-CARRIER,BROADCAST ,MULTICAST,UP> mtu 1500 gqdisc pfifo_fast
glen 1000
4: ethl: <BROADCAST,MULTICAST,UP> mtu 1500 qdisc pfifo_fast glen 1000
link/ether 00:xX:XX:xX:XxxX:xX brd ff:ff:ff.fF:fF:.ff
inet 10.0.0.1/8 brd 10.255.255.255 scope global ethl
inet6 Te80::202:xXX:XXXIXXX:Xxxx/64 scope link
valid_Ift forever preferred_Ift forever
inet6 2001:2a0:102:2000::a000:1/64 scope global
valid_Ift forever preferred_Ift forever

# 1p link set ethO up

# 1p link set ethO down
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[ ]
— longest prefix match
192.0.2.254
| eth0: 192.0.2.1 192.0.2.0/24
L
ethl -
192.0.0.0/8 ‘ network Next hop Metirc | Interface
0.0.0.0/0 192.0.2.254 0 ethO
192.0.2.0/24 0.0.0.0 0 ethO
192.0.0.0/8 0.0.0.0 0 ethl
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route

Default
# route add —A inet default gw 192.0.2.254 dev ethO
# route add —A inet6 default gw fe80:x:x:x:x:Xx dev ethO

# route add —net 192.0.2.0 netmask 255.255.255.0 gw 192.168.0.1 dev ethO
# route add —A inet6 2001:db8::/64 gw fe80::2d0:b7ff:feal:-beea dev ethO

# route -n —A inet6
# route —n —A inet
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Default
# 1p route add default via 10.0.0.1 dev ethO
# ip route add default via Fe80::202:b3ff:fe32:faa2 dev ethO

# ip route add 192.0.2.0/24 via 10.0.0.1 dev ethO
# 1p route add 2001:db8::/748 via fe80::202:b3ff:fe32:faa2 dev ethO

# 1p -4 route show
# ip -6 route show
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= Jetc
hosts - IP

filt

resolv.conf —

[t

[!

— = host.conf —

127.0.0.1 hoge.example.jp localhost hoge

# The following lines are desirable for IPv6 capable hosts
:1 ip6-localhost ip6-loopback

fe00::0 ip6-localnet
Ff00::0 ip6-mcastprefix
ff02::1 ip6-allnodes
ff02::2 ip6-allrouters search example.jp
:3 ip6-allhosts nameserver 192.0.2.254

LLLLLLL order hosts,bind |
multi on |
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= Jetc

‘— = Services .
— protocols :
tcpmux 1/tcp # TCP port service multiplexer
echo 7/tcp
echo 7/udp
discard 9/tcp sink null
discard 9/udp sink null
systat 11/tcp users
daytime 13/tcp
daytime 13/udp
netstat 15/tcp
qotd 17/tcp quote
msp ip 0 1P # internet protocol, pseudo protocol number
mﬁp #hopopt 0 HOPOPT # 1Pv6 Hop-by-Hop Option [RFC1883]
chargen icmp 1 1CVMP # internet control message protocol
;tatggza igmp 2 1GMP # Internet Group Management
ftp aap 3 GGP # gateway-gateway protocol
p ipencap 4 I1P-ENCAP # IP encapsulated in IP (officially ~"IP"")
fsp st 5 ST # ST datagram mode
ssh tcp 6 TCP # transmission control protocol
ssh egp 8 EGP # exterior gateway protocol

BeaconNC,

Inc.

CentOS
= Jetc

L.

‘sysconfig

— network :
7 network-scripts

Debian — — ifcfg-{dev} :
= letc

I—ﬁnetwork
= options :

-~ Interfaces
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CentOS

|/etc/sysconfig/network I

HOSTNAME=hoge .example.jp

# 1PV4
NETWORKING=yes
GATEWAY=192.0.2.254

#1Pv6

NETWORKING_IPV6=yes
1PV6_DEFAULTGW=Te80: : xxxx%ethO
#1PV6_AUTOCONF=no

#1PV6FORWARD ING=no

HOSTNAME :
FQDN
NETWORKING
yes: rc network
GATEWAY
1Pv4 default gateway
NETWORKING_I1PV6
yes: IPv6
1PV6_DEFAULTGW
1Pv6 default gateway
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CentOS

| /etc/sysconfig/network-scripts/ifcfg-ethO i

DEVICE=ethO
BOOTPROTO=none
ONBOOT=yes
NETWORK=192.0.2.0
NETMASK=255_.255.255.0
IPADDR=192.0.2.1
IPV6INIT=yes
#1PV6_AUTOCONF=no
1PV6ADDR=2001:db8: :80/64
ETHTOOL_OPTS="autoneg off speed 100 duplex fu

DEVICE 1PADD

yes :
BOOTPROTO no :
none : NETWORK
bootp: BOOTP
dhcp : DHCP NETMASK
ONBOOT
yes : IPVGINIT
no : yes: IPv6
NETWORK No : IPv6
1PV6ADDR
NETMASK 1Pv6 /

ETHTOOL_OPTS
ethtool
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Debian (HISTORYCAL)

|
| /etc/network/options |

ip_forward=no
spoofprotect=yes
syncookies=no

ip_forward
yes: Linux Router

spoofprotect
yes: Reverse Path Stub network

syncookies
yes: TCP syn flooding attack cookie

[etc/network/options letc/sysctl.conf

/etc/sysctl.conf i

net.ipv4d.ip_forward = 1
net.ipvd.conf.default.rp_filter = 1
net.ipvd.conf.all_rp_filter = 1
net.ipv4.tcp_syncookies = 1

BeaconNC, Inc.

Debian

1
| letc/network/interface |

auto lo
iface lo inet loopback

auto ethO
iface ethO inet static
address 192.0.2.1
netmask 255.255.255.0
gateway 192.0.2.254
# dns-serarch example.jp
# dns-nameservers 192.0.2.254
up ethtool -s ethO autoneg off speed 100 duplex full

iface eth0O inet6 static
address 2001:db8::80
netmask 64
gateway Te80: :xxx%ethO

up down
up down

up down
post-up post-down

up down

Also See man interfaces
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— ping
— traceroute
* fraceroute




Ping(ICMP)

 Default gateway ping

1P 4

$ ping -c 10 192.0 2.254

PING 192.0.2.254 (192.0.2.254) 56(84) bytes of data.

64 bytes from 192.0.2.254: icmp_seq=1 ttl=255 time=2.09 ms
64 bytes from 192.0.2.254: icmp_seqg=2 ttl=255 time=2.04 ms
64 bytes from 192.0.2.254: icmp_seq=3 ttl=255 time=4_.30 ms
64 bytes from 192. .254: icmp_seqg=4 ttl=255 time=2.00 ms
64 bytes from 192. .254: icmp_seqg=5 ttl=255 time=2.01 ms
64 bytes from 192. .254: icmp_seq=6 ttl=255 time=2.02 ms
64 bytes from 192. icmp_seq=7 ttl=255 time=2.03 ms
64 bytes from 192. .254: icmp_seq=8 ttl=255 time=2.62 ms
64 bytes from 192. -254: icmp_seq=9 ttl=255 time=3.84 ms
64 bytes from 192. -254: icmp_seq=10 ttl=255 time=4.77 ms

cNoNoNoNoNoNoNo)
NNNNNNN
N
Ul
N

-—- 192.0.2.254 ping statistics ---
10 packets transmitted, 10 received, 0% packet loss, time 9036ms
rtt min/avg/max/mdev = 2.009/2.776/4.774/1.038 ms
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Ping(ICMP)

o Default gateway ping

P v 654D 1 4 i
$ ping6 -c 10 fe80::2000:1 -1 ethO

PING fe80::2000:1(fe80::2000:1) from fe80::2d0:b7ff:feal:beea
ethl: 56 data bytes

64 bytes from fe80::2000:1: icmp_seg=1 ttl=64 time=2.38 ms

64 bytes from te80::2000:1: icmp_seq=2 ttl=64 time=7.71 ms

64 bytes from fe80::2000:1: icmp_seq=3 ttl=64 time=7.47 ms

64 bytes from fe80::2000:1: icmp_seq=4 ttl=64 time=2.41 ms

64 bytes from fe80::2000:1: icmp_seq=5 ttl=64 time=2.39 ms

64 bytes from fe80::2000:1: icmp_seq=6 ttl=64 time=3.91 ms

64 bytes from fe80::2000:1: icmp_seq=7 ttl=64 time=5.00 ms

64 bytes from te80::2000:1: icmp_seq=8 ttl=64 time=2.29 ms

64 bytes from fe80::2000:1: icmp_seq=9 ttl=64 time=2.30 ms

64 bytes from fe80::2000:1: icmp_seq=10 ttl=64 time=2.32 ms

-—- fe80::2000:1 ping statistics ---
10 packets transmitted, 10 received, 0% packet loss, time 9036ms
rtt min/avg/max/mdev = 2.292/3.822/7.711/2_.069 ms
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Ethernet Card Full
Duplex(

# ethtool ethO

Full-duplex
# ethtool -s ethO autoneg off speed 100 duplex full

# mii-tool ethO

Full-duplex
# mii-tool -F 100baseTx-FD ethl

BeaconNC, Inc.

sysctl

e |PV6

UP

# sysctl —w net.ipv6.conf.ethO.accept_ra=0 I

e TCP Syn flooding attack

# sysctl —w net.ipv4.tcp_syncookies=1 I

» Broadcast ICMP

# sysctl —w net.ipv4.icmp_echo_ighore_broadcasts

BeaconNC, Inc.




# ps aux | less I

— hetstat
— fuser

Listen




Netstat

-l, --listening
-p, --program
-n, --numeric
-t,--tcp

tcp

-u,--udp
udp

(netstat)

Listen

PID

BeaconNC, Inc.
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(netstat)
# netstat -ltupn .
Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name |
tcp 0 0 127.0.0.1:993 0.0.0.0:* LISTEN 3785/famd
tcp 0 0 127.0.0.1:111 0.0.0.0:* LISTEN 3175/portmap
tcp 0 0 192.0.2.1:53 0.0.0.0:* LISTEN 3380/named
tcp 0 0 127.0.0.1:53 0.0.0.0:* LISTEN 3380/named
tcp 0 0 0.0.0.0:5432 0.0.0.0:* LISTEN 3619/postmaster
tcp 0 0 0.0.0.0:25 0.0.0.0:* LISTEN 3596/master
tcp 0 0 127.0.0.1:953 0.0.0.0:* LISTEN 3380/named
tcpb 0 0 :::80 il LISTEN 11254/apache?2
tcpb 0 0 :::53 I* LISTEN 3380/named
tcp6 0 0 :-::22 III* LISTEN 3659/sshd
tcpb 0 0 :-::5432 III* LISTEN 3619/postmaster
udp 0 0 0.0.0.0:32768 0.0.0.0:* 3380/named
udp 0 0 127.0.0.1:161 0.0.0.0:* 3653/snmpd
udp 0 0 192.0.2.1:53 0.0.0.0:* 3380/named
udp 0 0 127.0.0.1:53 0.0.0.0:* 3380/named
udp 0 0 127.0.0.1:111 0.0.0.0:* 3175/portmap
udp6 0 0 :::32769 il 3380/named
udp6 0 0 :::53 il 3380/named

(inet or inet6)




Listen

(fuser)

user Listen

# fuser -vn tcp 80
USER PID ACCESS COMMAND |

80/tcp: root 4699 F.... apache
www-data 4706 F.... apache
www-data 4707 F.... apache
www-data 4708 F.... apache
www-data 4709 F.... apache
www-data 4710 F.... apache
www-data 8407 F.... apache
www-data 8408 F.... apache
www-data 8409 F.... apache

BeaconNC, Inc.

Web
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Apache

— Apache2.0

IPv6

IPv6




Listen

IPv4 ]

Listen [2001:db8::a00:20ff:fea7.ccea]:80

e 2001:db8:0:1000/64

AuthName “Staff Only”

AuthType Basic

AuthUserFile “/var/www/www.example. jp/.htpasswd”
Require valid-user :
Order Deny,Allow

Deny from all

Allow from 192.168.1.1

Allow from 2001:db8:0:1000::/64

Satisfty Any




VirtualHost

Listen IPv4 []

#<VirtualHost *:80>
<VirtualHost [2001:db8:0:1000::80]:80>
ServerName www.example.co.jp

</Vi alHost>

BeaconNC, Inc.

2001:db8:0:1000:211:24ff:dead:beaf - - [04/Nov/2008:09:30:59 +0900] "GET /favicon.ico HTTP/1.1" 404 272
192.0.2.1 - - [04/Nov/2008:09:35:59 +0900] "GET /favicon.ico HTTP/1.1" 404 272

Linux Apache IPv6 socket IPv4
IPv4 offff:192.0.2.1
192.0.2.1
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e Q&A?

e |PV6
 |[PVv6




IPvV6

. ISP IPV6

e |PV6 IDC

e Tunnel Broker
— Feel6(dtcp)

— OCN IPv6(L2TP)
http://ipv6.blog.ocn.ne.jp/ipv6/2006/04/linuxocn_ipv62_5915.html

IPV6




IPvV6

cont(2)

(upper layer)
— |Pv6

(TCP,UDP

— IPv6 (Ethernet,PPP

neighbors)

IPvV6

cont(3)

— |Pv6
MTU

MTU
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MTU




