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= DOCSIS 1.0
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= DOCSIS 3.0
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Cable Labs
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(Mac and Upper Layer Protocol Interface Specification)

@ PHY (107) a70x—)
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(5 e—router (103) (s8<—2)
(IPv4 and IPv6 eRouter Specification)
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Motivations for IPv6 in DOCSIS 3.0

= DOCSIS3.0TDIPV6 Y R—FDRKELEFAR—300D
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DOCSIS 3.x IPv6 Reference Architecture

Customer admin domain MSO admin domain

Access model 1

Access model 2

g, HOME / =
E2 . SMB CPE

router
Access model 3

HOME /

CPE3 .3WB

HFC link; assigned 2001:DB8:FFFF:0::/64 (mgmt) Management prefix: 2001:DB8:FFFF:0::/64

Customer 2 premises link; assigned 2001:DB8:2:1::/64 | Customer 2 prefix: 2001:DB8:2::/48
Customer 3 prefix: 2001:DB8:3::/48

Customer 3 premises link; assigned 2001:DB8:3:1::/64

Routers span customer and MSO administrative domains
© 2008 Cisco Systems, Inc. All rights reserved.




IPv6 Features in DOCSIS 3.0

= 3 APhase
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IPv6 Features Phase 1

= DHCPv6 T ZOEY3=>4
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= CMTST®IPVv6EEE
- IPv4IZINZ.. IPV6 D ERiE
- DHCPV6D = DYL—IT— x> MRE
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IPv6 Features Phase 2
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Theory of Operations: DOCSIS 3.0
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Dual Stack Management

= CM [IMDD D $&RIZHELY, Dual StackZfERT 5,

= IPv4% L<[ZIPv6 TRegistrationt®. £5— A DIPF7KFL X%
DHCPZ AL\ TH %

= MSOIZCMZIPv4+ L<IXIPv6 D SNMPTE B w] Bk

Alternate Provisioning Mode (APM)

= FAE A=V DEEERED-HDERE
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= DOCSIS3.0 CMIZATIPveZERAICHERALAZITIITESAEL
Hxk

= {RIZIPv6 Tprovisioningl“&L LB & L. IPvaZERAL T
provisioningZ £ Ji




IPv6 Address Assignment

cM CMTS DHCP TFTP ToD
Link-local NS (DAD) >
add_ress Mo response expected
assignment to DAD
Router RS
discovery RA i
-
SOLICIT RELAY-FORW
DHCPv6 >
RELAY-REPLY
|« ADVERTISE -
Optional if Rapid Commit fiot usec
REQUEST > RELAY-FORW P p
_RELAY-REPLY -
- REPLY -
NS (DAD) |
Mo response expemedlr
to DAD
ToD Request -
| Response
TFTP TFTP-GET -
|« [P TP-RSP (config file)
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DOCSIS3.0 IPv6 Requirements

Function Subject Bronze | Silver | Full

IPv6 Basic IPv6 forwarding with static routes v v v

IPv6 DHCPV6 relay agent (unicast forwarding) v v v
MDD msg to CM sets IP version, pre-reg DSID, dual-

IPv6 stack mode disabled, and alternate provisioning mode v v v
disabled
MDD msg to CM sets IP version, pre-reg DSID, dual-

IPv6 stack mode enabled, and alternate provisioning mode v v
enabled

IPvé CM registers in IPv4 or IPv6 v v v

IPv6 Provide response to ND messages from CM v v v

IPv6 Support for IPv6 CPE traffic 4 v v

IPv6 Dn IPv6 SF classifiers v v

IPvé Upstream Drop Classifiers v v

IPv6 IPv6 SubMgt filters v v
Allow upstream IPv6 traffic from CMs only for operator

IPv6 . . v
provided IPv6 prefixes
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e-Router{t##

= A IAAIPVEIL—RIZR T HEH
—IPLANJLDER
*IPv6 CPEFRR D 5 DND/RSDH7R—F
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e-Routertt#k (4 DD E—F)
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e-Routerft#k (4 DD E—F)

3) IPv6FY—E—F
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IPv4 XX<_

4) eRouter Disable
E-Router&L TENMEE T . CMERILL
)y L TEIME
2749 774 )L De-RouterMEZRTE D
ADTHWEEDTI74ILEEIE IPV6 <
IPv4d «

v

© 2008 Cisco Systems, Inc. All rights reserved.

b—ERRREASTIT

© 2008 Cisco Systems, Inc. All rights reserved.




YR —HEEMSDIPV6Y—E XER %A

Ay
= F/NED)Y—RATIPVAED R FERYET—ODIEE . ERH
ASETRE

= EALOME-FEDRXNHLO/VONIDER. YV—ILD
BENLGVEIETERS &

T A1)k

= ETORYNT—OEBHESR . Y—ILHIPV6eEHR—FLTLY
ZEUNATRETEAYK

A—H—flcE 5 —ERBRESFTIF

» PCIE &
* CMNESTB
 EMTA + PC
T R— L —rT—




SF)A 1: PCEEER

DHCPV6
I DHCPv6, CM
CMTS £ CM PC
DHCPv6
DNS (IPv6)
F)A 2: CMRIESTB
DHCPV6
I _ DHCPv6, CM
CMTS £ cM|STB
DHCPv6, STB




<F1)A3: EMTA + PC

DHCPv6
| DHCPv6, CM
CMTS

CMCI PC
CM DHCPv6
DHCPv6, MTA MTA

A AA
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FIF4: R—LT—box—

DHCPv6 ? PC1
I _ DHCPv6, CM < DHCPV6
CMTS £ CM Gateway PC2
DHCPv6 + PD
— PC3
Stateless

Autoconf
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Industrv’s Broadest Platform Support

Cisco 1800 Series Routers
Cisco 2600 Series Routers
Cisco 2800 Series Routers

Cisco 72/7300 Series Routers

Cisco 3600 Series Routers

Cisco 3700 Series Routers Cisco 75/7600 Series Routers
Cisco 3800 Series Routers Cisco 10000 Series Routers
Cisco 7200 Series Routers Catalyst 3750/3560/2960 Series
Cisco 7301 Series Routers Catalyst 4500 Series

Cisco 7500 Series Routers (EoL)

© 2008 Cisco Systems, Inc. All rights reserveg

Cisco I0S-XR

Cisco I0S 12.2S family

atalyst 6500 Series

ASA Firewall (7.x), FWSM 3.1,

LMS 2.5, CNR 6.2, NFC 5.x, NAM
3.x,

MDS9500 series, Nexus 7000,
GGSN 7.0




High Capacity Forwarding
Cisco IPv6 Solutions

0OC-768, 0C-48, 10GE and GE line cards m F .

Cisco 12000 series
Internet Service Engine 3 — up to 3.8Mpps per LC
Internet Service Engine 5 — Up to 16Mpps per LC

Cisco 10000 PRE2/PRE3/PRE4

Cisco ASR 1000 series

Cisco 7600 and Catalyst 6500 series

Sup. Engine 720, 720-3BXL, 32W, 32/PISA, RSP’ g
— up to 200Mpps (EANTC report) ‘

IPv6 tunneling—Configured, Automatic, 6to4 and
ISATAP tunnels in hardware

Nexus 7000 series, MDS 9500 series

Catalyst 4500 series
Supervisor Engine 6E

Catalyst 3750/3560 & 3750E/3560E series

© 2008 Cisco Systems, Inc. All rights reserved.

CableBS:EIPv6xd it 8

= CMTS
uBR10012(PRE2) : 12.2(33)SCALLE
uBR7246VXR(NPE-G1) : 12.2(33)SCALLE
uBR7225VXR(NPE-G1) : 12.2(33)SCALLE&

= DHCP/TFTP
CNR 6.2L1B%(Latest CNR7.0.1)
Broadband Access Center 4.0\

= Cable Modem
DPC3000
DPC2505

© 2008 Cisco Systems, Inc. All rights reserved.




CMTS IPVv6 #EE@

12.2(33)SCA

CMTS IPv6 (1)

= DOCSIS3.0MDBronzeZE LD % YR —F
«uBR10012/PRE2
«uBR7246VXR/NPE-G1/G2
«uBR7225VXR/NPE-G1

= [IPv6 Ty ET LDsingle&dual-stack mode THDHR—F

= CMRUCMICEEEH SN T-CPEIZxL TIXIPv6 SLAAC
(stateless address auto configuration)l3ZDOCSIS3.0(LHRIZHE

LWERSHhZEL

= IPv4-only LI IPv6-only CPE’ s ZH7R—Fk.
Dual-stack CPE l:OL)'Clgﬁ’UﬁligF"ﬂ'Tk—F
(R))—RUBRTYR—MPE)




CMTS IPv6

(2)

= CM®) link-local ZFL AMDEUI64 compliance FEREHR—k

= [Pv6 source—verify Y- 7/R—F — new CLI

= 19547k (CM, CPE)IZDZ1DHCPv67 FL R D #HEH R
—bF DHCPvV6 responsel“fEHMDDHCPV6 7PFL AN EFEN
5B E1%. DHCPV6 responseZCMTS Cdrop

= [IPv6 Syslog server HR—p

= “show cable modem” A< KDIPv6Yt G HL3E
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How to determine if CM is IPv6 enabled?

ta-vxrl#scm

MAC Address IP Address

0018.6835.27b3 50.3.37.76
0019.474a.cld4a ---
0007.0e03.6851 50.3.37.36
0007.0e01.b085 50.3.37.34
0018.6835.27aa ---

ta-vxrliscm ipvé

Device Type:

MAC Address

0018.6835.27b3 B/D C4/0/U2
0019.474a.cl4a B/D C4/0/U2
0007.0e03.6851 B/D C4/1/U1
0007.0e01.b085 B/D C4/1/U1
0018.6835.27aa B/D C4/1/U1l

ta-vxrl#

© 2008 Cisco Systems, Inc. All rights reserved.

I/F

c4/0/uU2
c4/0/U2
c4/1/u1l
c4/1/u1l
c4/1/u1l

Type Interface Mac State

online
online
online
online

online

MAC

State
online
online
online
online

online

B - CM Bridge, R - CM Router
IP Assignment Method: D - DHCP

D/IP

2 2 2 2z

B
Prim RxPwr Timing Num P
Sid (dBmv) Offset CPE I
1 1.00 1379 0 N
2 0.00 1384 0 N
1 0.50 2008 0 N
2 0.00 3077 (0] N
3 -0.50 1534 0 N

IP Address

2001:420:3800:809:A896:1431:75EA:

2001:420:3800:809:E97D:2986:9F37:

Z2 2 2 2z 2 v HU

5EAl

FFE
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LabIRIBETORIINBFIESINTLNS
= STB. EMTAZFERBINAT/NNARAOMMNEHIZIEZ T

THEY., IR—TAMDIE=ODTSAR—TFRLADM
AN RKDBERE

= £F(ICM(STBAE .. EMTAS L) DR VT —HEBIZEH
(+5IPv6e FIAMEIESN D RAH

= CPEAMDIPV6H—E X [£2010~2011LEEMNSIZ/EHEE
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ComcastiZH [+ 5IPV6IR;

= JLRXETRKDMSO
TVIMAZE# : 2440517 (55Digital 16807)
AoB8—2ubk : 14705

* CMEBATSAR—ITFRLRARR—ZD 5
—10.x.x.x/8[X16milionM7FL ARAR—X
—172.16.x.x/121& 1 milion
—192.168.x.x/16(E65K

= ComcastTIHhEELTWWATRLA#IZ100/F+
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ComcastIZ#H T 5IPv6ik;

Table 10. Triple play effect on the use of IP addresses

2005 high speed data 2006+ Triple Play
| Cabie Modem 1 (private)
f_Horne Computerf Routerm 1 1
; Voice adaptor gembEddEd Multimedia Terminal Ada_pte[) 1] e

Set | Top Box (STB) 02 0 il
‘_Jgfgjupumber of IP addresses  (assume 2.5 STE per | huusehnld] 1-2 B3

Source: Comeast — NanogaT: Managmg 100+ million IP addresses. ™

= Coretr b7 —5DIPv6Xtit (Dual Stackit) (X5 T

s FRBRIZTOERADIPVeILEZEH THETEY.
CM®MManagementDIPv6itZE 74— ILFESA 7 )L BB

s BEEFEMAEKXIPVADEEZTHRAMAEIC
IPv6x %R E

Figure 10. Comcast’s deployment strategy

gggggg

[isior]

Source; Based on Comcast presentation at Nanog 37.
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