2009.11.25

JPCERT/CC




JPCERT CC°

oL o=

- BAREICEDET

- RHEARS

Copyright® 2008 JPCERT/CC All rights reserved. 1



A /  JPCERT CC°

I 2009/07/01 X )

- DA R) T ) IRNEA VA= ILETFEIL
- R REERNERFTEENS PC T

A PFICE=E oAy =2y MR ZIRH - RALRA Y =3y N

N

- AROVTIUVIES

2009/05/19 1 (C B iy (2009 ] 2265%)
pisl] Fi

- B At EMTR R A LRBIEERA-a0E A
 http://www.miit.gov.cn/n11293472/n11293832/n11293952/12398220.html

Copyright® 2008 JPCERT/CC All rights reserved. 2



FIEY « =3 - BESEIE /  JPCERT CC°

WEEH AN EE HEEY — )L OFHH

i~ 5~ IP

3LAY =Ny )T

HE AP I MEREA (RO 5 L

Copyright® 2008 JPCERT/CC All rights reserved. 3



BT /  JPCERT CC°

s i 7] - Green Dam— Youth Escort
—— VA N

- PEBE &M
- 41708 ANRTT

- RNBRBYARNDqIILEBYG
- Ry MES R RS, B iR

— BESLEVSIOVAA

- $kiFH (B T1ILA)
- {EZ=HEMm GEAIT1/LA)

Copyright® 2008 JPCERT/CC All rights reserved.



10 ESH- JPCERT CC*®

ERBI4V5 (@A), EHR. IP)

EIFLU105 P T—3R—=2
FBAFYHERREICLSEADIT)
TRFVICLLERERRL
‘IQZU—FEEE'Z?H/;(%FI'7“/|:|—|:’%"§.I]:
A4 al R a% E
ATV T =L FrIR)TROWL-BL
A—HBEREICREICKIE

EEFvTFrithe |

BHEELGAA—D( R - DI B ES

<~ LS

-

Copyright® 2008 JPCERT/CC All rights reserved. 5



GANTA Y Y  JPCERT CC°®

2008/01 T L 3 ]S

CTANBRI T T) =) TNERE

- Portable Software, Green Software
- BUEAEAERIZ 1 ERER

- EEFTVEANEERY

2008/05 7 FEIIEE
2009/04 F5 I NECT R ES

- TINRZD (LAY G I MEREE
- 5SARETIZEHBTT

m  2000/03 7V =57 O—R

- 95 A AHoO0—KRFE:326 A

— A

- PC lRESHMHAN —=2F

Copyright® 2008 JPCERT/CC All rights reserved. 6



= /' JPCERT CC®

HlB”E‘fﬂ%’? NS

1M W EZ TR

r ) e )
M === A Ty

sk ) “E'?fg; ; = shiIR

A
X
i




A7 A A
http:/[www.1ssw365.net/

& an-weem

Copyright © 2008 FICP&£081056475 IFiR-F& EFITEI+HE THE

HdEFREEREX
BET—TT30 LRINT!

JPCERT CC°

Copyright® 2008 JPCERT/CC All rights reserved.



A7) =3y /' JPCERT CC®

W S0 - EFPH

D @ g%lt

Efae 4. — N

“- aud

7,
A

BHEEAFR! BikdieHE!

0 aMe BFPM FREDILESR

Copyright® 2008 JPCERT/CC All rights reserved. 9



FEIFIE Yy JPCERT CC®

— T CAE L
(YD) o (AT : 3 ¥ s
- ﬁ FiREE lm
B
) B -
S| maem e
+ 1 raem
+ 1% exnr
| E
: . ) P
&0 o AT : ’ v -
< i EPEE a
+ Y wiam "
3 h = RN T
BEGIARMSEMCE) [T - 1 reen B A/ BRI 8
= - ensasemE Ll |-
M R et | v hmm B/ T
™ asex
. ! + W awar
O oxRm
[l 0] BRI A
Onsonser WEETA I - :
[ thunder RETFEIR
COwangrang Pl SR AERE
[ skype ToWSpE T
Orahoomes. .. nein
O googletalk ool BIET A m m
o s = . ' . : .
E.._.M. B sRiE MR L -] m
| ¥ T F : F = 3 298

Copyright® 2008 JPCERT/CC All rights reserved.

10



FIEIF+7Fv 7 72A07 JPCERT CC°

o\ FEELET =

R v Bl
FewE #E  |me mw |

UBE 5 R

TS ::51

2009-06-18 09:19:02
2009-06-15 09:24:24
2009-06-18 09:38:28] <
2009-06-18 09:38:31] <
2009-06-18 09:38:31] <
2009-06-18 09:40:41] <

4

4

waw. google. com. tw/
www, google. com. tw/
wiw. gaogle, com. twi
> w. ko comi show/SLjgegimb-qks_cf. hinl
> v k. comf fatchfrag/91354, 91355, 91357, html
> comment. kuf. com/podv—51jgcgimb-gks_ch. html
7 www. google, com. twy
éaﬁéqﬂéﬁﬁﬁit} http:/fclientsl. google. com. twfconpletef sear ch?hl=rh-CHpg=%ES¥O0RECHERRE0RAT RE4HEONIEHERHE 1 %5 bh
45§Eqﬂaﬁﬁﬂﬂt T http:/fwww. google. com. tw/search?hl=zh-CHig=¥ES$I0RCHEBRA0NATSEORS 1 %0Bkag= fhoq=
ecial. LadyOl. com/0T1205/ index. html
4E!£ PRI} http:/fwwn. google. com. twf sear chPhl= ch-CHAQ=ESHI0¥ECHECEIORATREE A1 $B4b 4n5=Co 0 gl e+ EENOOUICHETH])
FEPEIFEHE] http:/fwww. google. com. twsear chPhl=rh-CHAQ=%ESHO0¥ICHEERIONATHEE %1 $3BEE 4056=Go 0 g1 o+ HESRIONOCHETH
> app. astro. Lady. qq. com/ exan/909/009. htm
> app. astro. lady. qg. com/ping. him
> www. crsky. com/soft/1033. htnl
> wiw. hui gezi. gz.
. ersky. comfggan/16_1. him
. ersky. comfgzaofall_top. him
ersky. com/ ggan/16_Z. htn
crsky. comf theme/ images/kaspersky. png
gerihk comfhuigeriziazai/2009/0417/20 html
. gezihk com/huigezixiazai /2009/0418/30. html
. 1==w3A5. net/
¥ img uzers. 51. 1a/2T59105. a=p
> img users. 51. 1a/26T6200. asp
> www. zhild. cnfcummercehtmfZDDT £-10/2007610234702, htm
» www. yahoo, com. tw/
» tw. yahoo. comf’
> www. = com. tw
F} http:/fclientsl. google. com. tvfcompletef search?hl=ch-CHAq=SESEO0NSCAEERE0NATAER ¥ 1%49B4ap=3
http:/fwww. google. com. twfsear ch?hl=ch-CHAQ=¥ESEI0RECHECEI0RATREEAS1 $OBEb 405G o 0 gl e+ HEEROORICHETH]
http:/fwww. google. com. twfsear ch?hl=ch-CHAG=¥ESEI0XECRECEI0RATRECAS1 $BEb 405=Co 0 gl e+ REEROORICHETH]
http:/fwww. google. com. twfsear ch?hl=ch-CHAG=¥ESEI0XECHECEIORATREE A1 $2BEb 406G o 0 gl e+ HEERQORICHETH]
http:/fwww. google. com. twfsear ch?hl= ch-CHAG=¥ESHI0YECREEEI0RATREE RS $EBAb 40660 0 gl e+ REEXDONICRETH]
http:/fwww. google. com. twizearch?
http:/fwww. google. com. tw/zearch?
http: /fwww. google. com. twizearch?
http:/fwww. google. com. twfsear ch?hl= ch-CHAG=RESSA0RSCREESA0RAT REE RS 1 $5B6b 11600 0 g1 e+ REERIONICKETH]

R \/@;EE

2009-06-15 09:40° 44
2009-06-15 09:40:45
Z009-06-15 09:41:33
Z009-06-18 094203
2009-06-18 09:42:04
2009-06-18 09:42:11
2009-08-18 09:42:29
2009-08-18 09:42:34
2009-08-18 09:42:45
2009-06-18 09:42:48
2009-06-18 09:42:50
2009-08-15 09:42:51
2009-068-13 09:42:51
2009-06-13 09:42:51
2009-06-15 09:42:51
2009-06-15 09:42:51
2009-06-15 09:42:51
Z009-06-15 09:42:51
Z009-06-18 0942 .52
"""" Z009-06-18 094252
2009-06-18 09:42:52
2009-06-18 09:42:57
2009-06-18 09:43:14
2009-08-18 09:43:15
2009-06-18 09:43:24
2009-08-18 09:43:33
2009-06-18 09:43:33
2009-08-18 09:43:35
2009-06-18 09:43:37
2009-06-18 09:43:39
2009-06-18 09:43:40
2009-06-15 09:43:40
2009-06-15 09:43:41
2009-06-15 09:43 42

AR

FR 1A ) reedt

T B R R ARARARRRRAT A=

s e e s s e i e e e e e e s e e i i B s s s e
AR A BN RN A AR AR £ di by Bt 5y Bt 7ttt AR A Rt o 70 D

LR LRI A LR LRI R R R LR CRr LR R T LY O G
B i i
B iy B

RV IV VA
TxxzEzxzEx
FEEEE T
FxEzzzEa=x

3@@33@3&@3333333885@

)

Z009-06-15 09:43:45 g} e http:/fclientsl. zoogle. com. tw/completef sear ch?hl=rh-CHibq=¥ESHA0%SCHER RS0 %ATHER¥3 1 45 Bdep=3
Z009-06-15 09:43:50 P http:/fweww. google. com. twd sear ch?hl=zh-CHAG=¥ES¥A0¥ECHEBEI0RAT ¥EARE 1 $5BAb tnG=Go 0 gl e+ ¥EEHIORIACHETH]
Z009-06-15 09:43:50 3l P http:/fwww. google. com. twfsearch? SHAORSCHERHIORAT REBHS 1 ¥EEAb tnG=Go 0 gl et REBRIOROCHETH]|
2009-06-15 09:43:51 I P http:/fwww. google. com. tw/search? S%QU%SC%EE%SU%AT%EE%SI%SB&]JlnGhGuugle+%EE%90%9C%ET%]|
2009-06-15 09:43:52 i3] P http:/fwww. google. com. twfsearch? SRAORGCHREDRI0RAT REDRE 1 HEBAD tnG=Go 0 gl e P HEBRIOROCHETH]
2009-06-15 09:43:53 i P http:/fweww. google. com. twfsear chfhl=ch-CHAG=¥ES¥A0¥ECHERSSORATHERHE 1 $3B4b tnG=Co 0 gl e +¥EEHI0RICHETH]
2009-06-15 09:44:09 5] P http:/fzh wikipedia. orgfwlklf%ES%QU%SC%ES%SU%AT%ES%S1*33

2009-06-15 09:44:18 il P http:/fwww. google. com. twfsearch? Hig=HESHADESCRERRA0RAT REERG 1 ROB&D LnG=Go 0 gl e P REBRIORICRETHIW
Z009-06-15 09:44:19 T P http:/fwww. google. com. twisearch? | SHAORSCHRERHIORAT REBHS 1 WEEAb tnG=Go 0 gl et RESRIOROCHETH]
Z009-06-15 09:44:20 g} http:/feww. zoogle. com. tw/sear ch?hl=rh-CHEq=¥ES¥A04SCREBXE04ATSEB S 1 $5BAb tnG=Go 0 21 e+ HEBHS0RICHETH

%
2B 5 o

Copyright® 2008 JPCERT/CC All rights reserved. 1 1



/' JPCERT CC®

= DOAL Y FOERPIZHIEET2TP &35
- EET7IEROY -BEEY YT FyEER?

TaFTY T A
JESE L

N 2= DR

- THIEFEEIE), S aE(GFW), #4155, X TERY
- RENZT)—2F L

- SMBIIZGFW

- BHETXTER

TN =2 TR

- RER

Copyright® 2008 JPCERT/CC All rights reserved. 12



~6/25 /  JPCERT CC°

Proof of Concept codeD3=F.l

O — N sl

S St 2=l

y‘\A/R\X?—"‘ “;,\( = ILIJEJ”

Copyright® 2008 JPCERT/CC All rights reserved. 13



6/30 ~ JPCERT CC®

GELL DD 9% pLIEEE)

- RKBEHE . MABIRE

WﬁjiﬂﬁﬂfﬁZﬁf7xvy

- RUA—FRRITHECAVAMFRZ R EHETHELL
- BEE AR THEERIRBICEDLLZWNGE

U EEPIAN.

- BAECER
- BRYYVIMETE -FHEIZE<EH-THLY

Copyright® 2008 JPCERT/CC All rights reserved.

14



6/30 = W HIE EL[H) S1H 2 Bl /  JPCERT CC°

e 7/l A A EFRIEEA ?

AR T
RIS DBVRESRRITEC . BRENISRET 2CLETET S

BARA A EFEIWTOE R H?

A(BUFREE) SR> TiTh N
- AVINEIABERE . K- 122 - S5 FICARGTLD

sl ONMERILEH AN ? A —TERN?

-FHR-FEAEI—TBEENRDSD
-V IMEI—HEERERITIToTALY, eI R

INPZRR - RYM AT I TOERIRR

- IR :261.8F 8 rybhTT: 46995 F
- BEAUTUVIEE 0% (RE#E KLY KFT

Copyright® 2008 JPCERT/CC All rights reserved. 15



¥ L /  JPCERT CC°

A

W o Y — L

B= 19—y MR

Copyright® 2008 JPCERT/CC All rights reserved. 16



) 57\\ N . 8
HHeHITEnET

B Contact info
—Jack YS LIN

B nformation Security Analyst
B Watch and Warning Group

B JPCERT Coordination Center
—Web. https://www.jpcert.or.jp
—Tel. +81-3-3518-4600
—Fax. +81-3-3518-4602
—Email. office @ jpcert.or.jp
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