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» Windows D B &8 A #EEE (autorun.inf) Z Fl| F
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lowZ 77 Bt A A< S D ko
k2] b2l s B44<<; Bkypo

» ROAR K TEITTE S (from Semplice)

reg delete "HKCU¥Software¥Microsoft¥VWindows¥
CurrentVersion¥Explorer¥MountPoints2" /f

reg add “HKLM¥SOFTWARE¥Microsoft¥Windows NT3
CurrentVersion¥IniFileMapping¥Autorun.inf' /f /ve /t reg_sz /d
@SYS:DoesNotExist
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» 2008.11.16: Internet Explorer
Joas2inid ficth Hifrp Xy @wah | 2533;453< k00
patch $2{it:2008.12.18
» 2008.12.10: T—Fk/\vk, Office T+ A+ /\—4
JosZzzTp Firvdiafip faschginfkohihfid 2 im ] 29339 ve(
patch 24t: 2009.04.15(MS09-010)
» 2009.02.19: Adobe Reader / Acrobat
koZzz Boretifrp 2acsnihi 2 Am 234 koo
patch #2:2009.03.10(9.x) . 2009.03.18 (8.x LAHI)
» 2009.02.25: Excel
JoesZz.zTp Ao faschginfkchihf i@ imn29;5:5pve(
patch }2{it: 2009.04.15 (MS09-009)
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» 2009.03.11: —KER
k2] Winopp A ifris@d fidnasos:
ks 2.z.z I [ Vo 260 aiR<334kyp o
patch $&{i: 2009.03.16
» 2009.03.25: Firefox
k22 zz 1 Joidsding X I 2ot 3533< MoE33<A5 kpo
patch $&fi: 2009.03.27
» 2009.04.03: PowerPoint
ks 2.2z 3o Rirvriafvp Zascointkchihita ) 2y i 20469 ve{
patch &1 2009.05.13 (MS09-017)
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» 2009.05.29: DirectShow
kwesZzzz o Arvriifrp adsdpinfkchha W2 imy 224 - ; s
DirectShow M K[, QuickTime 774/ /LD IR THIH
patch $&1: 2009.07.15(MS09-028)

» 2009.07.07: Microsoft Video ActiveX > kA—)L
kwesZzzz o Arvridfrp adscdinfkch@ha W2 im 2::5; <3pvs
ActiveX A bO— )LD RMa7ED T, IE E THIH
patch f&: 2009.07.15(MS09-032; kill bit &€ 9 57=(1)
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» 2009.07.13: Microsoft Office Web O R—ARk
( ActiveX 2> kO—)L)
ks 2.z o Firvriifrp ZdsdoginfkchiRhix 2y Am 2::67: 5 ve(
patch 2: 2009.08.12 (MS09-043)

» 2009.07.21: Adobe Reader / Acrobat. Flash Player

kw22, z Boreifrp 2sesnihix i 2y s 2svaB<G6kypo

B C R BEA Adobe Reader / Acrobat & Flash Player D12
2, 588

= |

patch $Z{t: 2009.07.31 ( Adobe Reader / Acrobat ) .
2009.08.03 (Flash Player)
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» 2009.08.31: IIS FTP H—E X
kwesZzzz o Rrvriifrp dscfinfkohihsa W2 i 2 84<4pvs
patch &1 2009.10.14 (MS09-053)

» 2009.09.07: SMB2 (Windows Vista / Server 2008 / 7 RC)
k2223 Rirvriafvp Zascoinfkchidhia ) 2oy im 2 : 87< : ovs{
Conficker / Downad D &DI(Z%EAHD TIIEDEET HRIEE
HOT=H ., FEWIZEHEIEE LMo
patch &1 2009.10.14 (MS09-050)

» 2009.10. 09 Adobe Reader / Acrobat

patch $&{i: 2009.10.14
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jscript.dll M/ N\—23 B SIZEDHEF
Internet Explorer ME&E D H|E ?
» gumblar.cn/rss/?id=2
PDF 774 JL (Adobe Reader / Acrobat E& )
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exe Z7A4IL(RILDTT)
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& Windows Enterprise Defender - Home - Windows Internat Explorer

Dﬁg

'|@|‘9|X||§;'Liv35earch o |

@ O £ |g, http://windowsenterprisedefender.com/

T7AILF) |EE) TRNV) BRICADA) Y—ILT) ~ILT(H)
x Norton- - (@»-teov{omsi-

w BEIEAD | /& Windows Enterprise Defender - Home | |

WINDOWS Language English g

Enterprise Defender

o~ v O mh v R—I(P)v E—TF«(S)v YO}~ @~ "

Product Buy now Threat center AQ, Support

m

Windows Enterprise Defender
Powerful and efficient internet antivirus suite

B Protection against virus threats

B Intelligent protection against spyware and malware
B Protection for ICQ and IM clients
& Low CPU load

Download Now ¥ , 8
—

T, .o

Internet Threats Free Online Scanner Features

- Fast automated updates

- Real-time protection against malicious and suspicious
software

”m" “ H " - Advanced protection against spyware and adware.
— - Real-time protection against security threats when using
AT 10 and 1M dients -

@ (>4 —xw b | REE—R: =0 a3 v ®100% <~




indows Enterprise Suite

Enterprise Suite — Online Protection — Opera
JrE REE FTM  Jebw-hE opdiebE W lD ALTHH

m &84 Enterprize Suite — Onlin. 3¢ i8E 3

| & = » D # 7 |m http.//letmeeuardyour—pe com/%p=p52dcWipc FE2FCiBhYhodyh k129 Y VpY2F Zatrau JS2BCo KM |« | 2

P My computer

' My computer
System Tasks Windows Security Alert
Wigw system information
= To help protect your computer, Windows Web Security
Q Add ar remove programs \7 have detected Trojans and ready to remove them.
[-} Change a settings
Detected spyware and adware on your computer: Filenarne:
Other Places 9 AdvWare.Hothar ansi.sys il
~ Trojan.Fakealert.355 erg_dial.ini =
& 1y Metwork Places 9 Troj 49 ‘j
[[,] 0 Trojan Horse IRC/Backdoor.SdBot4.FRY usbmon.dl
My Dn Lk
2 e 9 Trojan-Downloader.Win32.Tibs.kc dssec.dat
D shared Documents ¥ Adware.Win3z.LookZme.ab NOTEPAD. EXE
9 Control Panel -
L Remove all ] ’ Cancel J .
et ot et et ot et e |
Details e Spyware is software, which can gather information from user's computer
@ throught Internet connection and send them ta its creater. Gather
My Computer ~" information can be passwards, e-mail adresses and all that data, which is ©@ WARNING | S
Swstem Folder impartant For wou,
Marne Type Threat level
g AdvWare.Hotbar Yirus High
@ Trojan.Fakealert.355 Virus Medium
9 Trojan Horse IRC/Backdoor.5dBot4.FRY Virus Critical
9 Trojan-Downloader. Win32.Tibs.kc Virus Medium
v Adware.Win32.Look?me.ab Yirus Critical
Recommend: Click "Start Protection” button to erase all threats |Skart Protection|

o
q

]
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»H« @' |Q1DD% vl




Windows Enterprise Suite

IrLE REE ®TW BEEGQ Tuiv-0® u-l@ ALTH
@ - Gar | P bt e virustotal com/p/analisis /3daB65c62d0ae 1 B0Tef6326503Ta284fHea T TRR0403T () 7 - | ]~ -
(8] R 4P Firefox RETHED 0 BFZ2-2
)] Virustotal. MD5: Se0bada3c29.. &5 ﬁ My ThreatExpert Reports ﬁ ThreatExpert Report: Mal/Fakef-. ﬁ €322 -
Srpski | MakegoHckd | -l Suomi | ikkddl | FH20 | noaw | Slovensting | Dansk | Pycokuii | Roménd | Tirkee | A
Mederlands | Exrvikd | Francais | Svenska | Porugués | taliano | 98530 | I | Magyar | Deutsch | Cesky |
Folski | Espafiol | English
VI RUS Virustotal (3 SEROULLWZ7AILERITT 29—
ATHY, DAIA, D=L FOAOARESLUT
TOT AL FOANAIL D A EVSEINEETO=IL Y £
TERR<BRECEELET, FH.
J77 I setup_builds_158.exe FIE 2009.11.14 15:45:40 (UTC)
REDHRE: 527
FEFR 539 (12.82%)
B ERE S EREER 2
FUFOAIWA  1—Tay B&HH F=3 3
a-suared 4.5.0.41 2009.11.14 -
AhmLah-¥3 5.0.0.2 2009.11.13 -
Antivir 7.9.1.65 2009.11.13 -
Antiy-AVL 2.0.3.7 2009.11.13 -
Authentium 5.2.0.5 2009.11.14 -
Lvast 4.8.1351.0 2009.11.14 -
BitDefender 7.2 2009.11.14 -
CAT-QuickHeal 10.00 2009.11.13 (Zuspicious) - DNAScan
Clamd¥ 0.94.1 2009.11.14 - r
T S)

kw222, z 3/ixmnaiTo ZaopanaooB
37/;45; <0< : 5 ERSS; @58; 546873

OBFFRAM ;3 :hPaER6 :b; 716 £: ;e



Windows Enterprise Suite

LB REER FTW EBED  yiv-i@ w-D ANTH

- c T Ij . ..‘lv -
(8] (R P Firefox RETHED 0 BFZ2-2
)] Viruztotal MDE: Belbada3c?0el1ach.. |j My ThreatExpert Reports |j ThreatExpert Report: MaIfFake.._ﬁ + -

Visit ThreatExpert web site | Close Report

B ThreatExpert

Submission Summary:

@ Submission details:
v Submission received: 14 Mowvember 2009, 09:50:59
v Processing time: 8 min 19 sec
v Submitted sample:
File MDE: OxSEORADAZCZIEL1ACEE76A19BRBRDG3GF3
File SHA&-1: OxBERD4370BFCDERDAS2EELI0D30FFECOD9C3IEDC434
Filesize: 188,416 bytes
Lo alias: Mal/Fakeav-ax 0 [Sophos]

@ Summary of the findings:

What's been found Severity Lewvel
Downloads/requests other files from Internet, a
Creates a startup registry entry, oo

Technical Details:

@ The new window was created, as shown below:

[ Enterprise Suite Setup @l

w
S JavaScriptlf—EFFRTENTLET, 142 dhreatexpertcom? | <SCRIPT: 2 | <OBJECT:: 0 #7230 | @
S

ET

ks zz i ghifrp Zrensths {BoaBad Recb sl ; 9: Siveeensob



WDOTHEZTH
» Web IRFRHFR
SEQO IR/ RX=2%
BREEBREZIILIITHRS A
» —f%D Web Ak
Web 55
WS ASTf- Web Ak
YILOT7EMA Web X—2
» SNS. Twitter
Koobface Rk vk
» BFA—IL(EBEE ENT= URL [C7HUEALT. &ffteh
-8 oa0—4%4L7TC)




#: BREDOLAB

» A, 0—4 BREDOLAB MNERXETAHD
(287 >2F A4 )L AT Antivirus Pro 2010
RykR sy Zeus ]




BEIZIBDR—Y
kws2Z.zzodzdimdrp2

0 MalwareURL - Opera

IrILF) REE) FTn(V) Twsvw—H(B)

[ MalwareURL x

0 Malware Domain List - Opera

DT w BG)

Y—IUT)  ~NLT(H)

Bl 23 (#) 8 [

W

I7AILF) #WEE) FTRV) JwiHI—4(B) DaITYBG) YT} ~NLF(H)

E MalwareURL b4l (O Malware Domain List

INEINEIED lEJ m ;:; |@ http://www.malwaredomainlist.com/mdl.php

@ 6 «

n Services we use

» VirusTotal

» Wepawet
» Anubis

» Threat Expert

n Qur users

Qe «\nmBo

M A

Homepage | Forums | Recent Updates | RSS update feed | Contact us

WARNING: All domains on this website should be considered dangerous. If you do
not know what you are doing here, it is recommended you leave right away. This
website iz a resource for security professionals and enthusiasts.

Search: | ||AII ¥ | Results to return: - [_] Include inactive sites

Search

Page 01 ...104

2009/11/16_17:20 diklinodr.cn/redir.php 111.221.47.175
2009/11/16_17:20 sucerdeuerf44.com/dsff/r.php 80.91.151.156
2009/11/16_17:20 spainsn.com/lsd.php 58.218.199.186
2009/11/16_17:20 - tgi?;s:t;jp"?g!
2009/11/16_17:20 cryaboutmeasure.su/cp/gate.php 61.156.242.119
2009/11/16_14:15 www.conexionmusical.de/red.php 62.140.23.71
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G @ v B = [ 100% vﬂ
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» KISPDVAserv, zero-dayBEZ (15, He551E % ZEH
nNf=Vorkoz7OsttRITER
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VAserv O (2009.06)

» VAserv [RBEILRRA T4V H—EXDEE Y ILEL
T HyperVM Z (& FF

» HyperVM Z#AHIAATZARBHRR T4 T TFvhiR—

Kloxo (IBF Lxadmin) [T DB ENREINS, %
RZ&(X 2009.05.21 [ZBAFEIT Ixlabs [Z@ENILT=ELND Y,

HIZLWLV RN EFoNE T8k,
» FERBALHEIEEIEHRZ 2B (2009.06.04)
ko2 23 Frp s, ; ;3




VAserv O (2009.06)

v Ixlabs [XMEIERRY TR 7 1212 # (2009.06.05) , K
B ([2/N\N—2a3 N ER-oTLVo=h, EBR S TR
M 2.0.7992 THHRYZT>TLVEM -T2k,

» INEMNFEE  VAsery TIE 10 BED Web /DT —
AHEHSND

k2. z.z 3k dedn 3 533< BB ; Zhaawiedwar 2
» LxLabstt Mt & K T Ligesh ExAYE % (2009.06.08)

» HyperVM / Kloxo [&7#4—7>— X4t (2009.11.03)
kw2 z Qo ing 2nboks astour fhihirkyo
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BEDFEITTEITHEE
95 0FDFIAIZKSENEFR G ?
» Ea—URXTavD
F=EISSFECHKEEE ?
» LEaAT—23Y
URL., 774U
—TEDNRI B DIERK
MRZFATS

» IRDAR) R
» RERTHE[REEN NI, KEXT S




RT7A YR MREERONA
=51

Ahnl

> :Norton Internet Security 2010

[ @ Norton + >H- b - PTUS—2-325HA

Norton 24 b T2 %0 BHE EIEI 7 1 LE B BIT At
(CoT v —An 04 -2 A ELET .
{5 ¥H:Ads 80%

0 1020 30 40 50 6

wil M

BEXOD D7 JVE ROIEL A+ 9 5.LBAEE0, T/E2 —AnE
TRIEINE T . SEemIEER

AxyRI3—LAT0I7N = RS i

| r2amAR

Frd B SHL~N Y- AERE

5 acpi.sys N Norton {58883 :.ﬁ' SN —H— = 2009/10/26 :l
51 acroiehelpershim.dil '{/ Norton {S¥RiFH &’S‘ HED —H— = 2009/10/26

i adihdaud.sys 3{/ Morton {S3EFHH &Sﬂ HH —H- = 200910626
By adobearm.exe '{/ Norton {S¥8&H &5‘ DD —H— J— 2009/10/26

i adp94iesys 3{/ Norton {SEEEH &s‘ B —t— = 200910426
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NSSLabs 2009 Q3 Endpoint Protection
Test Report
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Key Findings
+ In-the-cloud reputation systems boosted protection significantly on average
« Trend Micro achieved the best download and execution protection with 96.4% overall
o Kaspersky ranked #2 in download and execution protection with 87.8% overall
« Morton's behavioral protection excelled, making up for lower protection in the download phase.
+ While McAfee technically ranked #4, their exceptionally short time to block should be commended.

Protection over Time

The table and following chart summarize two important factors of total protection on the web-based
malware attack vector. Caught on download prevents malware off the machine. For malware that made it
past this first line of defense, we also measured the percentage ‘caught on execution.” Total consists of
download + execution layer protection.

Caught Initially on Download Caught Subsequently on Execution

Trend Micro 91.0% 5.5%

Kaspersky 78.5% 9.3% 87.8%

Morton 50.5% 31.3% 81.8%
McAfee 79.8% 1.9% 81.6%
MNorman 66.3% 14.9% 81.2%
F-Secure 63.7% 16.4% 80.0%

AVG 65.0% 8.3% 73.3%

Panda 64.4% 7.6% 72.0%

cseT 55.4% 2% [ oo% |
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Home Comparatives Forum Weblog Newsletter ymDara B
welcome | tests - reviews - reports | discussicn board | latest news | subscribe now | _| '

Main Menu Hams Latest Reports %
Home Welcome to AV-Comparatives.org

Malware Removal Test
Comparatives | Reviews

rE On this site you will find independent comparatives of Anti-Virus software. All products listed in our OnlemaniComparative

comparatives are already a selection of some very good anti-virus products. In order to get August 2009
About Us included in our main tests, vendors must fulfill various conditions and minimum regquirements. I
Contact X . . §

The following products are tested in the current main comparatives:

Polls

Join the Tests! avast! Professional Edition 4.8 Kaspersky Anti-Virus 2010 Did you ever try to
We invite all interested Anti- AVG Anti-Virus 8.5 Kingsoft Antivirus 2009 remove malware from
Virus software vendors, to AVIRA AntiVir Premium 9 IMcAfee VirusScan Plus 2009 your computer?
apply for inclusion in the main BitDefender Antivirus 2010 Microsoft Live OneCare 2.5 ol no, i think my pc was
tests of 2010. Please write us e3can Anti-Virus 10 Morman Antivirus & Anti-Spyware 7.10 never infected
and ask for the conditions to ESET NDD32 A.nn-\ﬂrus 4.0 Sophos Anti-Virus ?.ﬁ . ~ yes, butit did nat start
participate. The number of F-Secure Anti-Virus 2010 Symantec Morton Anti-Virus 2010 afterwards
participants is limited. G DATA AntiVirus 2010 TrustPort Antivirus 2008

‘" yes, butthe product
was not able to

Look into the Comparatives section to find out additional tests and reviews. remove the malware

-
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» On-demand Comparative (&, DFY LI AV-Comparatives.org
CRICEARZEZENTZITRETEENENIZHER LTSS
FDLIIZED

Company Picroldordl F-Secure G DATA Security Kaspersky Labs

Product eScan 155 F-Secure Anti-Virus G DATA AntiVirus Kaspershky AV

Frogram version 10.0.997 49 10.00 246 20049 9004863

Engine § signatire version MA 91015261 Ma A

Awa ADVANCED

Hum| | Company Hingsoft Mchfee Microzaft ESET

On-d | Product Kingsoft AntiVirus  McAfee VirusScan+ Microsoft OneCare NOD32 Antivirus

Dete  fuogram version 200911 663 1311402 25290025 404370

SET| Engine/ signature version 2009.8.10.12 54001158 5705 16312070 43231230

oo || Award reached in this test WUTESTED ) ADVANCED STANDARD ADVANCED+

tacr | Humber of false positives many many few few

Serig On-demand scanning speed tast average slov average

¢ Detection of virus malware:

Ef,:: SET A ([Deci? - Dec D) 2.309 850 PASSED PASSED PASSED PASSED

Troja SET B (Jan09-Augod):

other]  WInCowWs viruses 237 19725 829% 23185 97 5% 23 921% 22493 S45%
Macro viruges 11898 a5 7.1% 1198 100% 1189 992% 1498 | 100%
=cript makware 4 465 1295  290% 3482 T50% 3TN B3IS% 4278 955%
Wiorms 95581 85588 89.3% 94 322 954% 1190 951% 94128 982%
Backdoorz/Bots 323723 291886 | 90,2% 321161 @ 992% 299285 92.5% FI6.786 | 97 9%
Trofans 1.054 602 930761 855% 1072525 8959% 962995 835% 1053237 | 97 1%
ather mabaare 26.431 20237 | M,2% 25144 65 4% 24945 BT 7% 26.886 94 6%

TOTAL 1.562,092 1349677 B6.4% 1541 417 98,7% 1405245 90,0% 1519005 | 97,2%

kw2 zz By/p sddsisingodjnaandsamsog g fohenee sy
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» Retrospective/Proactive Test(Ea1—!) 17_'4 wIlZ&BIE

Xt 71 12519 5T AR) ILERRZELY

Cornpdny AWIRA Alwil Software AYG Technologies BitDefender

Product AmtiVir Premium avast! Professional  AVG Anti-Vinus EitDefender AWV

Pragram version 520374 481335 S.0234 12011 4

Epciine F slanailive wersion 20200765 .01.01 248 020208-0 27010194941 A

Certification level reached ADVANCEL STANDARD STAHNDARD ADVANCED

Mumber of falze positives ARy Fagny nany Faany

Prafctive detection of "NIEFW" samples

Windows virusss 135 161 BB i) 35% g9 47 % a7 46%

Whigrms 1730 520G 35 a439 20% J3a 19% 62 J2%

Backdoors 4 966 3737 To% 2ET7 S4% 2 BSE 53% 3.087 B2%

Trojans 13.555 9523 % 5288 39% 5823 43% G507 49%,

oth
Cornpa py Kirg=oft Mcifes ficrozoft EZET

el | FAICE Kingsoft AntiVirus McAfee VirusScan+ | Microsoft OneCare  HOD32 Antivirus
Prograin version 200511 663 133117 25280020 3.0654.0
Engine £ sighature version 20092870 3002777 Fas 1.51.291.0 35391180
Certification level reached ADVANCED ADVANCED+ ADVANCEHD+
Mumber of false positives mahy fen VY few e
ProfActive detection of "HEW™ samples
Windows virlzes 188 43 23% 122 5% 82 449% 1 43%
Wiarms 1. 733 130 11% 271 16% syl J3% 423 25
Backdoars 4 965 1.230 25% 1.686 34% 3172 4% 2894 55%
Trojanz 13.555 2.646 20% 1242 24% 7.530 268% 7.6 25%
ather malware (incl. script+macro) 223 12 5% 3 17% 1.951 59% 1.519 1%
TOTAL 22635 4221 19% 5692 25% 13.666 60 12 648 56%

kw2 zz B/Ap sddsiingodjh2ads A og g fo e
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5] Adobe Flash Player 10.x 10.0.22.87 (NPAPI) OTTT] OGO {
A Sun Java IRE 1.5.x f 5.x 5.0.200.7 EEEE| OmMQO]
|£] Sun Java JRE 1.6.x / 6.x 6.0.150.3 0111 (%) [&] (5 @ a
|£] Sun Java IRE 1.6.x / 6.x 6.0.150.3 I OMaO®R
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#l: Firefox (Plugin Check)

¥2) Plugin CGheck — Mozilla Firefox 3.6 Beta 2

T C LT
[B] &$REA=T | Firefox BENCHES B BHI1-A | VA0EE
4 Plugin Gheck +

mozilla

Keep vour Plugins up to date!

= Click Update Now to update a plugin.

Flugin Details

1 of 7 plugins are potentially vulnerable

Shockwave Flash

Shockwave Flash 10,0 r22

w Silverlight Plug-In

3.0.40818.0

JrE RERE F&TW BEEG wav-hE =D sdE

httpe:/ . mozilla.com/en-USplugincheck”

» Complete all recommended updates before restarting your browser.

Status

Cutdated Version

S.0.40818.0

Action

Plugin Tips

= What iz a Plugin?

= Why should Tupdate my
Flugins?

= How can Firefox help me?
= Which Plugins do [ have?

= How do I disable a Flugin?

Help Us Out

If wou have plugin information

we don't have, please left us knovr,

dli
h'l
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PDF viewer
Office 7k
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