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= Entity authentication or identification

= corroboration of the identity of an entity (e.g. a
person, a computer terminal, a credit card, etc.)

= Message authentication
= corroborating the source of information

= Certification
= endorsement of information by a trusted entity

(Handbook of Applied Cryptography, Menezes,
Oorschot, Vanstone, CRC Press&l))
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MD5&ESHA-1 D fEr2E 2614

MD5 SHA-1
year identical- chosen- identical- chosen-
prefix prefix prefix prefix
pre-2004 | 2%4(trivial) | 254(trivial) 280(trivial)
2004 | 240
2005 | 237 269
263
2006 232 249 280-8
2007 | 25 242 261
2008 | 22
2009 | 216 239 252

“Short Chosen-Prefix Collisions for MD5 and the Creation of a Rogue CA
Certificate,” Stevens,Sotirov,Appelbaum,Lenstra,Molnar,Osvik,\Wegner,
CRYPTO 2009, LNCS5677, pp.55-69, Springer, 2009 XY
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