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flzIE NIST SP800-52

Tahle 2: Recommended Client Cipher Suites?!

Guidelines for the Selection and Use L\S

NIST Special Publication 800-52 Cipher Suite Authent- Key Encryption Digest
of Transport Layer Security (TLS) _ ication | Establishment
. TL5_DHE D55 _WITH_AES 256 CBC_SHA DS5 DHE AFS 256 CBC SHA-1
Implementations TLS DHE RSA WITH AES 156 CBC SHA RS54 DHE AES 256 CBC | SHA-
NH TLS R5A WITH AES 256 CBC SHA ESA RS54 AES 256 CBC SHA-1
TLS_DH DS5_WITH_AES 156 CBC_SHA DS5 DH AFES 256 CBC SHA-1
National Institute of TLS DH_RSA WITH AES 256 CBC SHA ESA DH AFS 256 CBC SHA-1
Standards and Technology AT . . , . TLS_DHE DSS_WITH_AFS 128 CBC_SHA D35S DHE AFS 128 CBC SHA-1
Technology Administration C. Michael Chernick, Charles Edington ITI, TLS_DHE_RSA_WITH_AES_128_CBC_SHA RSA DHE AES_128_CBC | SHAI
U.S. Department of Commerce Matthew J. Fanto, Rob Rosenthal TLS_RSA_WITH_AES_128_CBC SHA RSA RSA AES 108 (BC | SHAI
TL5_DH DS5_WITH_AES 128 CBC_SHA DS5 DH AFS 128 CBC SHA-1
TLS DH_RSA WITH_AES_128 CBC SHA ESA DH AFES_ 128 CBC SHA-
TL5_DHE_DS5_WITH_3DES_EDE CBC_SHA D55 DHE JDES_EDE_CEC SHA-1
TLS DHE RSA WITH 3DES_EDE CBC SHA ESA DHE 3DES EDE CBC | SHA-1
TL5_RS5A_WITH_3DES_EDE CBC_SHA RSA RSA IDES_EDE CBC | 5HA-1
COMPUTER SECURITY TL5_DH_D55_WITH_3DES_EDE_CBC_SHA D55 DH 3DES_EDE_CBC | SHA-1
TLS DH RSA WITH 3DES EDE CBC SHA RS54 DH 3DES EDE CBC | SHA-1
TLS RSA_WITH RC4 128 SHa'? Es4 RSA RC4_128 SHA-1
5.1 Considerations for Selecting TLS Client Implementations
Clients play a limuted, but crucial role in the overall security posture. The client Table 3: Recommended Server Cipher Suite:™f
negotiates three parameters: the protocol version, the cipher suite, and the compression Cipher Suite Auth Kev Encryption Digest
algorithm_ These items are presented in the “ClientHello™ message and form the basis Establishment
for the server to negotiate the strongest possible security options. TLS DHE D55 WITH _AES 256 CBC _SHA D55 DHE AES 258 CBC SHA-1
) ) ) ) TLS DHE RSA WITH AES 23§ CBC SHA RSA DHE AES 256 CBC SHA-1
The ClientHello message 1s the first message to be sent as the client establishes a TLS TLS RSA WIIH AES 756 CBC SHA ESA S AES 156 CBC SHA-1
connection to the server. These messages allow the client to stay connected, re-establish [ T7.6 OH DSS WITH AES 756 CBC SHA D5s oo AES 356 CBC | SHA
an existing session, or to establish several independent secure sessions without repeating TLS_DH _ESA WITH_AES 256 CBC_SHA RSA DH AES 256 CBC SHA-1
the full handshake procedure. TLS DHE DS5 WITH AES 128 CBC SHA DS5S DHE AES 123 CBC SHA-1
The client version field within the ClientHello message represents the protocol version %2 ]:R}SH,E ‘E‘%&HWAT_E'H; {'!:EESCEE EI-BE.E SHA Eﬁi EIS-.I-E ﬁg 1:: Egg gﬁi
that client supports. Th.is.ﬂeld s]mu.ld.c ontain the highest version nm:ﬂt.:er Ihf_r client is TLS DH_D55_WITH_AES_ 178 CBC_SHA DsS DH AF5 128 CBC THA.1L
prepared to support. For implementations that support TLS this value is: major=3. TLS DH ESA WITH AES 1°E CBC SHA ESA DE AES 108 CBC THAL
minor=1 (which represents 3.1, and hence TLS). All non-TLS mplementations should TLS DHE D55 WITH AES 256 CBC SHA D5G DHE AES 256 CBC SHA-1
use major=3, minor=_{ for S5Lv3. This designation does not limit the implementation to TLS DHE DS5 WITH 3DES EDE CBC SHA DSS DHE JDES EDE CBC [ SHA-1
the identified protocol version. For example, if a client wishes to use only TLS, the client | TLS_DHE RSA WITH _3IDES_EDE CEC_SHA RSA DHE JDES_EDE_CBC | SHA-1
must connect to the server and is responsible for terminating the connection if the server TLS RSA WITH 3DES EDE CBC SHA RSA ESA 3DES EDE CBC | SHA-1
selects any other protocel. Under no circumstances should a client use any protocol less TLS _DH _DS5_WITH _3DES FDE_CBC_SHA D53 DH JDES EDE CBC | SHA-1
than SSLv320. For the most secure protection of data, only nse clients that support TLS TLS DH RSA WITH 3DES EDE CBC SHA RSA DH SDES EDE CBC | SHA-1

and that can disable all versions of S5L.

o
1 £

MNote that all server certificates with ESA kevs should have a key length of at least 1024

bits.
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7.7 Checklist for Using Authentication and Encryption Technologies for Web Servers

NIST Special Publication 80044 >Uidelines on Securing Public Web
Version 2 S ervers Configure Web authentication and encryption technologies

For Web resources that require minimal protection and for which there is a small,
clearly defined audience, configure address-based authentication

For Web resources that require additional protection but for which there is a
small, clearly defined audience, configure address-based authentication as a
second line of defense

For Web resources that require minimal protection but for which there is no
clearly defined audience, configure basic or digest authentication (befter)

For Web resources that require profection from malicious bots, configure basic
or digest authentication (better) or implement mitigation techniques discussed in
Section 5.2.4

For organizations required to comply with FIPS 140-2, ensure the SSL/TLS
implementation is FIPS-validated

For Web resources that require maximum protection, configure SSL/TLS
Configure SSL/TLS

Ensure the SSL/TLS implementation is fully patched

Use a third-party issued cerfificate for server authentication (unless all systems.
using the server are organization-managed, in which case a self-signed
certificate could potentially be used instead)

For configurations that require a medium level of client authentication, configure
server to require usemame and password via SSLUTLS

For configurations that require a high level of client authentication, configure
senver to reouire clisnt cedificates via LTl

Recommendations of the National
Institute of Standards and Technology

Miles Tracy, Wayne Jansen, Karen
Scarfone, and Theodore Winograd

ks
COMPUTER SECURITY

Ensure weak cipher suites are disabled (see Table 7.1 for the recommended
usage of Federal cipher suites)
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is to be used in the Web server, ensure access via any TCP port
disabled

If most traffic llithe Web server will be via encrypted SSL/TLS, ensure that

ing and detection mechanisms are employed in the Web server
rk monitoring is ineffective against encrypted SSL/TLS sessions)

brute force attacks
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ntication if possible

r failed login attempts

unt after a set number of failed login attempts

rd policy

sses or domains known to attempt brute force aftacks
ing software to detect brute force attacks

Use a delay

Enforce a pa
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Cenlbre: de la sécurilé
des alécommunications Canada

Communications Security
Establshmant Canada

IT Security Bulletin
Bulletin de sécurité Tl

November 2008 ITSB-60 navembre 2008
Guidance on the Use of the Conseils ! Table 1 : Approved Cryptographic Primitives for TLS/
Transport Layer Security Protocol TLS (Tran Tableau 1 : Primitives crvptographiques approuvées pour le protocole TLS
within the Government of Canada du gouvel
) Eev Block Haszh Digital Fandom Bit Generation/ Integritv
Purpose Objet Establishment' | Ciphers/ | Functions/ | Signatures/ Génération de bits Protection/
The purpose of this Bulletin is to provide Le présent bu Etablissement | Chiffrement | Fonctions | Signatures aléatoires Protection
Government of Canada (GC) departments gouvernemen de clés par bloc | de hachage | numériques de intégrité
guidance on: o AFS SHA-1 DSA Hazh_DRBG HAMAC
- I'otilisatio
- using the Transport Layer Security (ILS) transport ([ py s Mellman  |Triple DES SHA-224  [RSA HMAC_DRBG CMAC
protocol for the protection of Protected A pour la pr
and B information: AetPRO g Exchamze  |CASTS SHA-256  |Elliptic Curve | CTR_DRBG
. Alzorithm (KEA) DSA
- the approved cryptographic protocols and - les protoci
algorithms that the Communications approuves o SKIFJACK SHA-384 Dual EC_DRBG
Security Establishment Canada (CSEC) télécommy | Elipne Curve i
recommends for use with TLS- and drutiliser ¢ | Drffie-Hellman SHA-512 Legacy DEBGs based on DES,
) Triple DES, AES, SHA-1, and
- standards and NIST special publications that les porme: | Elliptic Curve HMAC /
dESCﬂbE the TECOﬂJﬂ_lEﬂdEd _C_l}ptogtaphic décrivent . | MOV Anciens génerateurs de bits
primitives and provide additional fecommar aléatoires déterministes fondés
information on TLS. additionne sur DES, Triple DES, AES,
SHA-1. et HMAC,
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