IBEAR)L/7AvX>2 T EDNS

22411 A25H
TR YR IKYRERES
ISP fliT & SWG

Jb# G




o RERI/T

o RERIL/T

e DNSSECZEE AFFD =

Agenda

VEF T BARFDER

Ve

>

-~

70

SRR

=
=

FI3E[ZDUNVT

o JOvFx I RHEIZRIT TDERRE




> N » = H B
JOvX 0 BARGTOER
e JOYXUT=1REDOWMERIZEE
- R EE A— L%t 5K (OP25B)
- P2P[Z %t 9 % e d8k il ]
e 2010/5/18 #IFABICTHEIEME S
2010/7/27 ILEXEKEESRZE RERIL/HEBREE XK
S2010FEERIZTOVX VT EICHEIT-IREZTE

o TAYXUT DX REGE

- EKIFEZUT7AILDOHIR

- TREARIV/BETZFLRA)AMEREEHARERAMRSA]

D YA NEBEEAEHIREZEToENEIRSW G20

@ BT —NITEEINTNSED

@ A EEEZEADHIREENRETHILD

@ .. BENDEBHLTRHBIERESNVET, BHICEMEESDEE
CY kA




DNSTRA X=24F Ax

DNSIZX I AEE LT, AV ARDIPTRL AZEEZE

L. Al7ES A b~GEE
DNSZFIAT 2BEICDAFNIPTFLAEITST

A

% A )

TRAMR/FA D BEITH A=A —/\TAvx G NHERE
AZ)F /I 91— RO —T2 T4 RETEASEH

www.example.co.jp
(IP7kL X=3.4.5.6)

J0Ow@EA
YAk
ISPﬁﬁ/' (IP7RLAR=

1.2.3.4)




INTYR DL ILA) T B

BEREREODEEIZKY. IPPRLAHAUNIURLE I TR Y
H A kR BREZEE

BT AP E—IPFPRLALIZH BB EITA—/\TOvFY
T hFEE

TOER)ADEREENEH

www.example.com £~
(IP7PbZ:3.4.5.6

JL—A or

DPIEES



http://www.example.com/

JOX AR

o Proxyb—/N\IZTT7IEREURLIEHREZXNRIAN RS
e URLEELTOI7OVFY
e Proxy#*HDIEEREDEELIELDRERR

www.example.com

(IPTFI/X=3.4.5.

JOv @A



http://www.example.com/

INAT)YRI2ILBZ) T B R

o ZEOHLLVBIENDAZFURLELITI OV RIEE  proxyE = H
o FESHIEIDNSZEFIAT HIETEHLLVEEZHE
e BT(CleanFeed) CE#EdHY

www.example.com
(IP7 kL X=3.4.5.6)

J0vx U MRURL
THRWMEEIFZE YA
cAT Ot AA[RE

ISP#3

‘«,L _ Q
o e BhHLOEBERANE. IP7RLR%)
[EproxyH—/3~iRY 5 1+


http://www.example.com/

ISPAD T r—MEE

e JAYFUITDAAKITONT, EiEEEDBHEM.
A~ RAAREG AN, EAFRRHFET Y
r—bh =Tt

o DNSIRARZV U AN ARG AKX ELTRE
(%950%)
BRI, BRZEOFTETIREGEFIORNMETZE
MZeNS AR THAINGEEZEZALNS




BIND9.7.0-P1

@2 forward4£ D DNS named.conf

bad.example.co.jp
% Rl 7zDNS~forward

=

B {KpY7:DNS ) 5% 5E {5l
(BINDDIFE)

zone "bad.example.co.jp" in {
type master;
file "bad.example.co.jp.db";

STTLO

bad.example.co.jp. 0 IN SOA root.bad.example.co.jp. admin.bad.example.co.jp. (
2010101527 ; serial
7200 ;refresh (2 hours)
3600 ;retry (1 hour)
604800 ; expire (1 week)
600 ; minimum (10 minutes)
)

0 NS ns.bad.example.co.jp.
ns O IN A 192.168.11.134
bad.example.co.jp. 0 IN A 1.1.1.1

@ FvaH—s\ named.conf

zone "bad.example.co.jp.” {
type forward,;
forward only;
forwarders {192.168.11.134; },




B {KpY7ZDNS D 5% TE I
(unboundDIFE)

unbound 1.4.1

@ forward4£ M DNS unbound.conf

local-data: "bad.example.co.jp. 0 IN A

1.1.1.17

bad.example.co.jp
% fllZzDNS~forward

D F+v v atP—s\ unbound.conf

|
~ = g forward-zone:

-~ name: "bad.example.co.jp"
forward-addr: 192.168.11.134

10
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1) JL/\TODNSSECFRELE

Firefox~MD75% 4> (DNSSEC Validator)

- C X & Emhl":;:!:.-’_-’w--«-n.w‘n.u\.r._i5.::.4::u_'g_;r
- - ‘

- = | B &3
| e ‘t A i -

FRAEZAF LEBEE FT-v IS4

DNSSEC validator 1.0.3

Checks whether domain names in the address bar are secured by DNSSEC.

————— -

EEQ) | | Fio) | | mmw) | DOWNLOADS

i Java Console 6.0.22 "l.-'alldator Preferences r

Resalver
DINS server(s) used for name resolution:

Use system settings(S)

@ DMNSSEC validating resclvers(D): fDARC's .]

Custom(C): |127.0.0.1

] oK |[:Fv:»tm‘_

T
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1) JL/\TODNSSECFRELE

F7ILE) WK(E) BFR(V) WE(S) Jwiv—0(B) Y—IUI) ~LI(H)

0 - c x o v -|[2§- Google 2

L<R3—F | | Firefox ZEL)
£ LM DNSSsecC a Secured h"." DNSSEC

7 Internet Systems Consortiun
' Domain name: T

www.isc.org
is secured by DNSSEC.

Your computer is also secured by DNSSEC for
this particular domain, so you are secured

against dormain name spoofing. DOWMNLOADS

DOWNLOADS software solutions services community store aboutISC  support us |
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ERY—/\DYJ—IEHREREL
9 HhKREL(ServerFail)
iR (2 L CABIRRRIENG

Validation
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DNSSECHREE K Z Bl &I 55 %

LR A D A RIRRZDNSSECRREEX R T 5
Unbound Tl&. domain-insecure& 9 % Z & TXt it A BE
(BINDIZIXER TEHEBETZL)

D54 T o4 EDNSSECK X It & 5858

VERCT—N

b 4
/,’ R4 DNSSEC
Y
/, /’

/, /,
L/
unbound.conf
SSSSSS
B / . domain-insecure: "bad.example.co.jp"
- Frvyia
_lj_ g

—/\ forward-zone:
~ = ¢ name: "bad.example.co.jp"
forward-addr: 192.168.11.134

Validation o




Forward5EDNSHIDNSSECK 59 B & ?

o Iyl aH—/\TIEDNSSECHREEFIFOK
e 547> TODNSSECHREEIELNG

fOl‘W&I’df‘E *‘EEE'U'_/\
DNS
DNSSEC
d
) ,,, g DNSSEC

Xyl aH—/\Tforwad EDNS D % & %

zone "bad.example.co.jp." {

type forward,

— / forward only;
\‘ R forwarders { 192.168.11.134; };
H—/\ { )

- . ,\DNSSEC }’
trusted-keys {
“pad.example.co.jp.” 257 35
Validation Validation bad.example.co.jp®D 2 FHEE"
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3 ATTENZIONE! — POLIZIA FOSTALE E DELLE COMUNICAZIONI - PAGINA BLOGCA = Microsoft Internet Explorer
e REE FTA BREANE Y-D ATH

Q- O RNE G Por fomow @ 3% 5-LA 3

TELA D) @] http://2124817080/

Minizkare deli'intarns
Dipartimante della Pubblica Sicurezza
Sarvizic Pelizia Postale & delie Comunicazions

i @zl
STOP !f

PAGIMA INTERDETTA DAL CENMTRO MAZIOMALE PER IL CONMTRASTD ALLA PEDOPORNOGRAFIA SULLA RETE INTERMET

Il tuo browser sta tentando di raggiungere un sito Internet contenente immagini e filmati pedopornografici.
La detenziane, la distribuzione, la produzione, la commercializzazione di tale materiale prevedaono 'applicazione di gravi
zanzioni in base alla lagge penale italiana & sano persequibili anche ad apera di forze di polizia estere,

Messun dato relative al tuo ip address od altra traccia utile ad identificarti verrd reqgistrato.

L'inibiziane dell'accesso a questa sito & prevista dalla legge n, 38/200¢6 ed & stata aperata al fine di immpedire la
commissione e la docurmentazione di violenze sessuali 2 minori degli anni diciotto, Questo servizio di protezione della
nawigazione zulla rete Internet & predisposto grazie alla collabarazione tra il "Centro Nazionale per il Contrasto alla
Pedoparnografia sulla rete Internet" e gli Internet Service Provider italiani.

rour browsear is tkwing to contact an Internet site that iz used in connection with distribution of photos depicting sexual
abusze of children, This is a criminal offence in accordance with the italian penal code,

Mo information about vour ip address ar any other information that can be used to identify vou will be stored when vou this
page iz displaved.

The purpose of blocking access to these pages iz anly to prevent the carmmizsion of criminal dissemination of
docurnented sexual sbuse, and to prevent the further exploitation of children who have already been zbused and
photographed. Thiz is a prevention service provide from italian Internet Service Provider and the italian "National Centre
far Cormbating On-line child pornography™

v e o AL C.LR.CAMP. ?
Coapal Internet Related Child Abuzive Material Project

5

F

I filtrn entidistribuzione del materiale pedopornogreficn & parte delliniziztive "CIRCAMP" (Cospol Interpet Relsted Child Abusive Materiz! Project)
Tale progetto & stito avvisto dalle "Task-Force" del capl delle polizie europee per commbattare la crininalits organizzats che gestizoe I cormercio of
raatariale prodorg mediante V'urilizzo ressusle dal minars.

The Child sexual abure anti-disteibution fitey in part of the "CIRCAMP" (Cozpol Tnternet Relzted Child Abusive Materiz! Project]. Thefrga’ect s
initisted by the european police chief task-force - aimed at combating organized criminal group bebind commercisl sexusl exploitation of children.
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