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2009 £2010F DEZ T4 7 HFB LI
(JPNAPD 1))

JPNAP Total (Tokyo I + II and Osaka)

R
© 200 6 [, o PN UAR AN e p AN PP v A PR
:!()()s’£¥£ £ 1006
[¢] l

Oct Miow Dec Jan Feb Mar Apr May dun Jul Aug Sep Oct
B JPNAP Osaka max [avg 48.176 max = 58.51G)
B JPNAP Tokyo-1I max (avg 161,076 max = 180.34G)
B JPNAP Tokyo-II max [avg 13.656 max = 26.06G)
B JPNAP Total max (awvg = 222.90G6 max = 247.60G)

Updated, Wed 11 Now 20059 at 0900 (J5T)
Copyright({c) 1997-2009 Internet Multifeed Co. ALl Rights Reserwved.

JPNAP Total (Tokyo I + II and Osaka)

200 G
1 N
-E - IIII"'_F""-’ ] Mw |I|J|WAVW'\‘11F l,-.,-“-f'd'“‘\ J-“-’r” WNWHVW“H‘W i s
E— WW WW
20104 § w-
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Oct Mow Dec Jdan Feb Mar Apr May Jun Jul Aug Sep Oct
E JPNAP Osaka max (avg = 51.35G max = G0.62G)
B JPNAP Tokyo-I max (avg = 168.62G max = 1B6.28G)
B IPNAP Tokyo-II1 max (avg = 16.42G6G max = 26.06G)
B JPNAP Total max (avg = 236.39G max = 257.R40G)

Updated, Mon & MNowv 20108 at 0908 (J5T)
Copyright{c) 1997-2010 Internet Multifeed Co. ALl Rights Reserwved.
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1/8Z X IL &L TR ZHERR

LTDT7RFLATIEFENTNS=HE|YHTLALY
e 1.0.0.0/24,1.1.1.0/24. 1.2.3.0/24.

1.4.0.0/24. 1.10.10.0/24
UTFOFRLREIZELHF—D

1.0.0.0/16 1.5.0.0/16 1.20.0.0/16
1.1.0.0/16 1.6.0.0/16 1.32.0.0/16
1.2.0.0/16 1.7.0.0/16 1.37.0.0/16
1.3.0.0/16 1.8.0.0/16 1.187.0.0/16
1.4.0.0/16 1.10.0.0/16
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//23 ﬁii:ﬁ! n/nl B

APNIC. X UrMerit, NTTCom(AS38639)IZT1:&fE/8% L&
tcpdump T/ Ay MNIREEE i, FitldnetflowlZ&bT—2UNER R (Samurai)

49/8 and 101/8 (Aug.) 14/8 and 223/8 (Apr.)

Incoming Traffic by DstPort Incoming Traffic by DstPort
ToH

1000

anH

TR

E0H

TCP445

" TC P I I 5
0o
s s = s s = z = = = =
= g & = & = & z g 8 z
+ I - = = o - - - o
& 5 5 & & & = = ~ &
& - £ & & & z z z z
T I I T I = = 3 £
=1 =1 =1 =1 =1 =1 = = =
& & & ] & & = = S S
Time Tim
Al [Cltcp 445 tmicrosoft—ds) [Jude 1434 tms—sql-m [ icve [Jher 1433 (me-sql-s3
tep 445 (microsoft-ds) || udp 1434 ms-sqlm) [ ] udp 514 (syslog) || udp 36428 || udp 137 (aetbiosns) [_| icmp I tcp 1435 tms-sqi-s) [ udp 5060 [Hude @t [Clude 157 inetbios-ns? [l tcp 54557 [Clude 53 tdommin?
W wop 14155 [ udpas04s tep 2967 [ RS R ] 11377 [ tep 22 (ssh) []rorar B tep 22 tsshy [ude 12323 [l tep 139 hatbios-sen) [l tep 23 Chalnad)
[ tep Li24 [ tep 3072 [ tep 135 []TOTAL.
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Incoming Traffic by DstPort

- TCP445
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b= z b= z b= z b= z b= z b= z b= z b= z

o - o - o - o - o - o - o o

(] u oo — = Lol u = (] u oo — = Lol u =

o 9 = b z o 2 z o 9 = b z o 2 z

- - - - - - - - - - - - o o o o

L] L] 7 L] = = = = = = = = = = = =

1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1

oo oo oo oo (-2 = (-2 = (-2 = (-2 = (-2 = (-2 =

= = = = = = = = = = = = = = = =

1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1

2 4 2 4 2 4 2 4 2 4 2 4 2 4 2 4

- — - — - — - — - — - — - — - —

z T z T z T z T z T z T z T z T

o (] o (] o (] o (] o (] o (] o (] o (]

Time

Rl

I:l tep 445 (microsoft-ds) I:l tep 1433 (ms-sql-5) I:l udp 1434 {ms-sql-m) I:l tep 139 (netbios-ssn) I:l icmp I:l udp 137 (netbios-ns) . udp 36428 I:l tep 22 (ssh)
B o102 [[] tep3072 [] tep 50 (http) I tcp 3388 B tcp 2967 ] udp 5060 I tcp 5080 (webcache) [ ] TOTAL
2010/11/26 Copyright © 2010 Tomoya Yoshida 9
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— DNS prefetch#%HE
o« FOURLIZEHINTWNAR AL UIZH L TRABIFERZLTHLS

« IS DYPHNE LITRO, A—R—VRHIZEETIRAERR
I AERIZKREDqueryh —KIZH S

« Google Chrome*>FirefoxZ hidefault CEIET BT8O EMNIERLTLVS
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DNS queryZX D #EF% (OCN)

2
B N

006/11
umber of Queries

2009/2
B Number«

2010/3
bf Unique IPs

query#
= B I IEI |

2006/11 2007/11 2008/11 2009/11 201

https://www.dns-oarc.net/oarc/workshop-201010/
Copyright © 2010 Tomoya Yoshida
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DNS queryZ ? 73 %1 (OCN)

M 2006/11

M 2007/11

2010/11/26

0-10 10-100 100-1000

™ 2008/11
M 2009/02
W 2010/03

1000-10000

9 T1)#/IP per day

https://www.dns-oarc.net/oarc/workshop-201010/
Copyright © 2010 Tomoya Yoshida
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Google Chrome DNS query (20094

)

Chttpsi//www.internetweek.jp % google Chrome TA J1L1=DNS queryDFER

/ -"l Gooele \@

L C M T hitps/Swwwinternetweek jd

p Ew i T

® https//vwww.internetweek j
Q. https/ A interretweek jp — Google 52

Filter: [dns. Flags

www.int
www.internetweek.jp

Expreszion.. Clear Apply

Ma. .

70

71

79

80

87

B8

98

El=]
106
107
114
115
123
124
132
133
140
141
150
151
158
160
168
169
177
178
200
201
2086
207
208
209

Time

14.
14.
17.
17.
18.
18.
19.
19.
20.

218652
234472
5920800
607810
326185
41845
932811
0460947
407606
.0l2121
L 2003580
L 216123
. 640836
.B56305
L 059845
. 074138
L475102
L4BO153
. 832009
846221
. 235350
.253233
LG3T7FEL
.B52288
083761
L101E7S
. 743604
. FHBOE3
. 079423
L 095212
. 098566
112258

Source

152,
103,

168.
168.

Py Sy g
B ol B2l 2 o 2 2 2 B B e e

Destination

152,
102,

168.
168.

Py Sy g
B e B e e S T

Protocaol

DS
DRSS
DS
DS
DS
DS
DRSS
DS
DS

Info

f=tandard
standard
standard
standard
Standard
standard
standard
standard
standard
Standard
standard
standard
standard
standard
Standard
standard
standard
standard
standard
Standard
standard
standard
standard
standard
Standard
standard
standard
standard
standard
Standard
standard
\gtandard

query
query
quary
quary
quary
query
query
quary
quary
quary
query
query
quary
quary
query
query
query
quary
quary
query
query
query
quary
quary
query
query
query
quary
quary
query
query
gUEry

AAAS wWw
response, Mo such
ALAN www.
response, Mo such
AR www. TN
response, Mo such
ALAS www. AT
response, Mo such
ALAN www. THTE
response, Mo such
ASAA www . TRTer
response, Mo such
ALAL www. Tntern
response, Mo such
ASAR www . TNTerne
response, Mo such
AnAA www o TNTEFNET
response, Mo such

ALAL www. TNTErnetw

response, Mo such

name

namea

name

namea

name

namea

namea

name

namea

name

AfAA wwwo TNTEFNETWE

response, Mo such

namea

ALAL www. Tnternetwae

response, Mo such

namea

ASAR www. Tnternetweek

response, Mo such

name

anan www. Tnternetweek. j

response, Mo such

namea

AfAh www. Tnternetweek. jp
response AASA 2001 :dc21000:2000: 80
A www . Tnternetweek. jp

response A 202.12.30.115

J

FE3ILAN

http:// DIHZBE (L. FEED3DDH (cctldBEED queryZ 9 1&4%)

IVR A V63X FETICHIBSN TS


https://www.internetweek.jp/
http://www.in/
http://www.int/
http://www.internetweek.jp/

DNSSECD 22£5f & (CPUJEE )

CPUIZXHLTIZFZB R D HYEL TIFENIXIFIXALY

350

CPU

No signature and no cache data

300 = No signature, but there is cache data
//,_.\ There is a signature, but no cache data
AN There is a signature and cache data
250 7 i

200

f
i
/

/

/

f."
150 /_/ \\
100 /I =

/

I|
/ \
/
50 Ilflf I

1 o 1 1 1 1 1 1 1 1

1 3 5 7 9 11 13 15 17 19 21 23 25 27 29 31 33 35 37 39 41 43 Time

https://www.dns-oarc.net/oarc/workshop-201010/



DNSSECD L E (AT HE)

AEYDBEEBEIZDOVTIE HEECEE TS

2.5
MEM

1.5

T \!

No signature and no cache data

0.5 No signature, but there is cache data
_/ There is a signature, but no cache data

There is a signature and cache data

O 1 1 1 1 | Bl 1 1 1 1 1 1 1 1 1 B | 1 1 1 1 1 1 1 1 1 (B | 1 1 1 1 1 1 1 1 1 {2 | 1 1 1 1

T3 95 7 9 11 13 15 17 19 21 23 25 27 29 31 33 35 37 39 41 43 Time

https://www.dns-oarc.net/oarc/workshop-201010/



ChinaNetlZ& /N1 v 4/9
(RIS FEE . K93 A7 TR %)

Country => number of prefixes hijacked by AS23724

US => 10547
CN => 10298
KR => 2857
AU => 1650

MX => 885
IN => 719
JP => 604
BR => 592
FR => 508
RU => 471
CA => 425
TH => 372
ID => 369
IT => 338
CO => 328
GB => 322
CL => 302
SE => 281
HK => 276
EC => 272
DE => 227

2010/11/26

ﬁ.,l-}u_-!
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b- 3
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W

T -

o

¥ ;-'r'

source: http://bgpmon.net/blog/?p=282
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6/19 Wcup A5 4 vs HAK

JPNAP Tokyo-I ®r—%ILES 7490 DFI10% hViRE D

JPNAP Tokyo-I Total
200 G f

100 G

bits/second

0

09 12 13 18 21 elo} 03 06 09 12 1

B incoming avg (min
B 1l-week ago (max
B 2-weeks ago (max

66.64G avg = 120.30G max = 171.16G) last = 145,306
168.96G 1last 152.126)
167.04G 1last 142.80G)

Updated, Sun 20 Jun 2010 at 1555 (JST)
Copyright(c) 1997-2010 Internet Multifeed Co. All Rights Reserved.

http://www.jpnap.net/jpnap-tokyo-i/traffic.html

2010/11/26 Copyright © 2010 Tomoya Yoshida 20



11/7 BRI — X E 78

JPNAP Tokyo-I Dr—%ILES 7499 D 10%55hV iR

JPNAP Tokyo-I Total

200 G

100 G

bits/second

Q
15 18 21 ] o3 ] L] 12 15 18 21
H incoming avg (min = 58.00G6 avg = 128.376 max = 174.09G) 1last = 172.45G6
B 1-week ago (max = 183.30G6 last = 173.47G)
W Z-weeks ago [max = 183.08G6 last = 173.03G)

Updated, Mon & Nov 2010 at 2125 (JST)
Copyright{c) 1997-2010 Internet Multifeed Co. All Rights Reserwved.

http://www.jpnap.net/jpnap-tokyo-i/traffic.html
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LFHED AV F3—Ryk

9Ath4&kY175.45.176.0/22 (E[I(X/24)HAS131279(4byteAS)IZTEE
(ASEBLIPVATFLRIZEEL2ARICHESNTLNS)

Routing history of A5131279 and related blocks

A5131279

Origin AS

11789

2010/11/26

187089 257089 az2/18 aas18 16718 23718 30518 a6/11
Date

Copyright © 2010 Tomoya Yoshida

Prefix

175,45,176,8/24
175,45,177.8/24
175,45,178,.8/24
175,45,179,.8/24

22
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IPVAFZ R ER D HEFS
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IRR fltr-unallocated object

Swhois —h jpirr.nic.ad.jp fltr-unallocated

KENYIRY D /8% 7= I IRRDObject

2009411 A 201011 A

filter-set: fltr-unallocated

descr: Unallocated (by IANA) IPv4 prefixes.
filter: {1.0.0.0/8"+,

—

filter-set: fltr-unallocated

descr: Unallocated (bx IANA) IPv4 prefixes.
filter: {5.0.0.0/8"+,

—_

5.0.0.0/8"+, 23.0.0.0/8"+,
0.0/8~+, 37.0.0.0/8"+,
0/8"+, 39.0.0.0/8~+,

14.0.0.
23.0.0.
27.0.0.0/8"+, 100.0.0.0/8"+,
31.0.0.0/8"+, 102.0.0.0/8"+,
36.0.0.0/8"+, 103.0.0.o§gAI, — 11{&
37.0.0.0/8"+, 104.0.0.0/8"+,
39.0.0.0/8"+, 106.0.0.0/8"+,
42.0.0.0/8"+, 179.0.0.0/8"+,
49.0.0.0/8"+, 185.0.0.0/8~+} )
50.0.0.0/8"+,
100.0.0.0/8"+,
101.0.0.0/8"+, — 26{&
102.0.0.0/8"+,
103.0.0.0/8"+,
104.0.0.0/8"+,
105.0.0.0/8"+,
106.0.0.0/8"+, ~
.0.0. AAE, > ~ =53 —_
177.000/8", *JANA Reserveh\ L~ -l E (2
N ZDATTHONDEHRMNELLD
E) - (COFFRTLERFIEDONITGLKTED)
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10000 20033K : 130873
20043k : 150712
20053K : 175261
8000 20063K : 204725
20073K : 237694
6000 20083K : 273492
20093K : 303445
4000 20103k : 337826
2000
0 4—-_.—‘._‘_‘
/1 /2 /3 /4 /5 /6 /7 /8 /9 /10 /11 /12 /13 /14 /15 /16
W 2003K 0 0 0 0 0 0 0 19 4 6 14 57 100 277 483 7506
W 20043K 0 0 0 0 0 0 0 19 3 7 15 61 138 314 553 8113
E2005K 0 0 0 0 0 0 0 18 5 8 17 81 187 340 666 8597
W 20063k 0 0 0 0 0 0 0 19 10 13 30 111 222 397 794 9077
W 2007K 0 0 0 0 0 0 0 18 9 16 39 136 271 485 948 9715
H 2008k 0 0 0 0 0 0 0 18 9 18 46 152 301 541 1072 10153
12009 0 0 0 0 0 0 0 20 10 25 65 177 361 641 1220 10747
H2010K 0 0 0 0 0 0 0 19 10 25 69 207 423 748 1355 11409
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200000
180000 —
2003k : 130873
160000 20043k : 150712 —
140000 20053K : 175261 I
120000 20063 : 204725 L
& 20073 : 237694
88 100000 20083 : 273492 —
80000 20093k : 303445 I
0000 20103 : 337826 -
40000
20000
0
/17 /18 /19 /20 /21 /22 /23 /24 /25 /26 /27 /28 /29 /30 /31 /32
W2003%K | 1829 3334 8716 9249 6656 9386 | 10943 | 71541 182 233 156 70 21 50 0 41
W 20043 | 2270 3933 9818 | 10402 | 8007 | 11066 | 12707 | 82382 252 239 130 69 54 120 0 40
H20053K | 2880 4871 | 11026 | 12142 | 10194 | 13440 | 14626 | 95225 345 292 194 26 12 36 3 30
W 20063k | 3625 5826 | 12664 | 14281 | 12838 | 16203 | 17682 (109219 | 658 468 364 69 44 80 0 31
W2007K | 4192 6767 | 14670 | 16753 | 15656 | 19873 | 20885 | 124763 | 814 1013 544 114 5 0 0 8
H2008K | 4444 7678 | 16540 | 19394 | 19123 | 24098 | 24829 | 142338 | 831 1000 798 92 9 1 0 7
2009k | 4977 8507 | 17591 | 21348 | 21260 | 27614 | 27395 158588 | 955 1128 565 224 11 8 0 8
[2010K | 5584 9343 | 18618 | 23987 | 24029 | 31706 | 30591 (176852 | 992 1102 585 151 12 2 0 7
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&
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S
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= 22226
o)
T
@ 20000 17969
1)
g 15000 14074
N 11545
< 9764
10000 Ja5y 8322
5137
- ] l
0
19994F | 20004 | 20014F | 20024F | 20034F | 20044 | 20054F | 20064 | 20074F | 20084 | 20094 | 20104
H/24D% | 5137 | 7452 | 8322 | 9764 | 11545 | 14074 | 17969 | 22226 | 27190 | 31134 | 35491 | 40533
B FEmE 1.45 1.12 1.17 1.18 1.22 1.28 1.24 1.22 1.15 1.14 1.14
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2500
20097K : 1832
20107 : 3659
2000
1500
o
38
L
1000
— 4
DLUE T B (1 ZHE R 6l
500 L+ IS NF-
ClaaCo) /T
0 - ——— . IJ_
/16 | /17 | /18 | /19 | /20 | /21| /22 | /23 | /24 | /25 | /26 | /27 | /28 | /29 | /30 | /31 | /32 | /33| /34 | /35 | /36 | /37 | /38 | /39 | /40
m209% 10,0 |2 |5|3|3|0|1|1|5|3|7|0/|2|31/1450 0|1 |22/0/|0/|0|o0]oO0
m2010%| 1|00 |2|5|4|4|1|1|1|5 5|93 |8/ 42173275 64| 2|6 /| 21|09
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m2009%| 1|0 |0 /| 1| 1| 2|3 /|30 0|0|o0o|0o|o0o|o|o|o|o|o|o|o|o0o|o0o|o0o]|10
W2010%| 5 [ 30| 3 | 24| 15| 9 | 18|94| 0 | 0| 0| 0|0|0|O0|1|0|0|0|0|O0|O0O|O0O]|S
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1 B united States 1028
2 @ Germany 290
3 ENetherlands 178
4 Bl Australia 177
5 EHUnited Kingdom 161
6 [®]1apan 147
7 [Flcanada 143
8 [ERussian Federation 117
9 [lFrance 113
10™ indonesia 109
11 [ Brazil a8
12 8 Sweden 84
13| switzerland g2
14 [ed Czech Republic 80
15 Austria 74
16 [ Poland 72
17 EV 70
18 [(#]Korea, Republic of 52
19 ElHong Kong 61
20l 1taly 56
21 @ New Zealand 54
22 [ china 52
23 @ Norway 41

24 Malaysia

2010/11/26

IPv6 BGP weathermap

http://bgpmon.net/weathermap.php?inet=6
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IPv6 BGP weathermap

1 ™ Germany 290
2 EMetherlands 178
3 EHunited Kingdom 161
4 [@HFrance 113
5 [EEsweden 84
6 [Elswitzerland g2
7 [ Czech Republic 80
8 [=Austria 74
9 [edPoland 72
10 EV 70
11 @ W 1taly L6
12 = Norway 41
13 - Finland 33
14 [ Slovenia 28
158 Denmark 28
16 [ Ukraine 26
17 [ Ireland 25
18 [ Spain 20
19 [l Belgium 18
20 = Hungary 17
21 Il Romania 13
22 [ Slovakia 13
23 =] Luxembourg 13
24 [ Bulgaria 11 —~ —~.
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IPv6 BGP weathermap
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3 [ Russian Federation 117
4 ™ |Indonesia 109
5 [ [Korea, Republic of 62
6 Hong Kong 61
7 |“ Mew Zealand 54
8 @ China 52
9 B Malaysia 36
10 Thailand 34
11|- Taiwan, Province of China21
12™ |Singapore 30
13 India 22
140 Vviet Nam 18
153 Philippines 12
16 [Tran, Islamic Republic of |12
17| (¥ AP 10
188 saudi Arabia g8
19 Pakistan 7
20 SriLanka &
218 Turkey &
22[E] [Israel E
23 Qatar 4
242 United Arab Emirates 3
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JPNAP Tokyo-I Total
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Updated, Sat 12 MNov 2010 at 2100 [(JS5T)
Copyright({c) 1997-2010 Internet Multifeed Co. A1l Rights Reserwved.
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Copyrightic) 1997-2010 Internet Multifeed Co. All Rights Reserved.
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Other International IX Traffic

AMS-IX
LINX
DE-CIX
MSK-1X
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Copyright (c) 2010 DE-CIX Management GmbH
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http://www.ams-ix.net/cgi-bin/stats/16all?log=totalall;png=yearly

AMS-IX

1.1 T 2
fn
- 10T J‘Hﬁ'q'h" J,,-,!ﬁl,fr".' 1 »
= =
S p.aT Iﬂrw _____ ! l!"lﬂrn.ll'l |r[‘|| [=]
[ ' [ ; i |
el AR
; AT T AR |
& 77 W PH | | 1
. Il |'lu| I|[|UI ILII
-E 0.6 T it In-*,,\.f"l
[TV
8.5 T A
0.4T
Jul Aug Sep Oct Mov Dec Jan Feb Mar Apr  May Jun  Jul Aug Sep Oct
B Input
W Peak S Minute Output W Output
Peak In 1.109 Th/s Peak Out : 1.108 Th/s
Average In : G559.048 Chf/s Average Out : 558,922 Ch/s
Current In : 710.99& Chfs Current Out : 711.002 Ch/s
Copyright (c) 2010 AMS-IX B.V. [updated: 10-Mow-2010 OF:29:42 +0100]
http://www.ams-ix.net/statistics/
2010/11/26 Copyright © 2010 Tomoya Yoshida 79


http://www.ams-ix.net/cgi-bin/stats/16all?log=totalall;png=yearly

traffic in bps

AP RPPPRPRPRPPER P
(- R Y R R Y - T - T -
OO o000 0000000 o

B in

Cur
Avg
Max
Min

Copyright (c) 2010 AMS-IX B.V.

Jan

Ghps
Ghps
Ghps

AMS-IX : IPv6
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Copyright (c) 2010 DE-CIX Management GmbH

http://www.de-cix.net/stats/

2010/11/26 Copyright © 2010 Tomoya Yoshida 82



DE-CIX : IPv6
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MSK-IX
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