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BGP Man-In-The-Middle Attack
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e renesys
BGPMON  http://bgpmon.net/

Cyclops http://cyclops.cs.ucla.edu/
ISAlarm https://www.ripe.net/is/alarms/
Renesys http://www.renesys.com/

RERELT http://www.nic.ad.|p/ja/ip/irr/jpirr_exp.html
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THEER R Route views RouteViews | 330 RIRIEH
prividers
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BRIRESR | —ANER JPIRR
ED LLER
ik
WE0. Web Web Web Web A—JL
WBAE | x—)L A—)L A—)L
Syslog RSS
& FRERE |FAERE | FREHRE BF Opjeet(:’ﬁﬁ'd’h
ASNTPrefix | PrefixF® A | ASNTPrefixt l?%ﬁ?ﬁﬂ%(:f;é
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BGPmon / Cyclops

LWFht., GUIOWeb-IFAH S
BGPMON

BGPmon
My Alerts ’ ® 1pv4 BGP APT

! . _ Q
My weathermap q

3 operators Support
Pmon Blog
! Presentations
Ignore :
list

: My prefives  Add prefixes My ASNs My neighbors Bei'&l=yed My account
My Alerts 2 open alerts
C ‘I"' i Bellow are the alerts that were created for your account. You can search alerts, close or delete My network:
YCIOpS be them. Click on alert id for alert detais.
LLeiis e an open eye o your net 159 prefxes
| | 2 ASes
Select AS: AN e o mufiphs RS, 2., 527015 335 neighbor ASes
| all my Asns [ |
Prefixes:
I——
Alarm typelAII alarm types (19) E o @ ouic -
Al Alert type:  all ~ Activity: Al + Alert status: Al - e . l:l
[ No. Monitors higherthan | |
T M—
[”] pate: Start |2011-11-08 & End|2011-11-15 name:
View Mark as Alert seen Show my alerts
0 Details (B Type [y
Positive P #peer
— .. Hijack

Total of 2 row(s) (page 1/1)

[ Delete ” Close ” Reopen ” Mark as false alert ]

[ an Alert ID Monitored ASHN | prefix Date (UTC) % Type A d prefix A

d AS path  Duration / Activity No. monitors Status

MN11.11.172 navi-hnan
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IS Alarms / renesys

LT ht, GUIOWeb-IFA$H S

IS Alarms

Internet Coordinatio

RIPE

NCC . ripE

RIPE Database
I

Test Traffic -

DM

You are here: Home =

Alarms
* Overview
» Add Alarm
+ Documentation

Account
» Loggedin as

« Logout

2011/12/1

renesys Routing Alarms

& renesys ‘ The Internet Intelligence Authority

About Solutions Products Senices

ket Intelligence

Routing Alarms Internet Health Portal

Technical Resources

Site Map | Contact | Help | RIPE Database Search

Mews & Events Blog

XML Connecti

ROUTING ALARMS

Protect Critical Operations and Systems From Costly Attacks,
Disruptions and Damage

Running business applications on the
Internet provides extraordinary global reach
powerful communication capabilities and
business efficiencies. However, companies
doing business in the cloud are highly
susceptible to external forces that can't be
seen or controlled. Downtime can mean
significant financial losses. Having insight
beyond the firewall’, and being notified in real
time of potentially malicious or errant

srenesys |alarms”®

[l Wt ek oSt

B R

[ Cetrmasser ikt

P LT

LEARN MORE

Routing Alarms Data Sheet ==

b b Ui

et T LR T eyl fropr -ty
activities is essential to assuring the arem ey o b o P A 1811749

T bt W b o s

security and uptime of important business
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O eSS Jama o e
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— JPIRRIZRouteA T x4 &Z 8L TWNAZE
— descriZX-KeiroZZEL TS &

CHIER
LTD@EY . BEBNA DYy INREONIREZRAMLE LT,

&0 H B - Fri 28 Mar 2008 10:50:30 +0900
RouteA 7oz k :192.0.2.0/24

RouteA 7 x5 FDOrigin : AS2515

Fa%0 L f=Prefix :192.0.2.0/24
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o AT F—ATUxHRORouteA T IR
A2—IL7RLRZEEERT S

— {5 whois —h jpirr.nic.ad.jp MAINT-AS2515

mntner: MAINT-AS2515
descr: Japan Network Information Center

People authorized to make changes for AS2515
X-Keiro: okadams@nic. ad. jp

SEZY A+ hitp://www.nic.ad.jp/jalip/irt/jpirr_exp.html
http://www.nic.ad.|p/doc/|pnic-01077.html
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e show Ip bgp <prefix>
. traceroute

— BAS/L—AT
— Looking GlassT

» RouteViews®mrtdump archivez <8

DTI Looking Glass http://neptune.dti.ad.jp/
traceroute.org http://www.traceroute.org/
RouteViews http://archive.routeviews.org/
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Looking Glass

« Looking GlassTii~%
— show ip bgp DFERIZBASLSDOriginFET 2 aiERT 5

BNy EEHNAHI(EELLOriginASE2515¢ L1=15 &)

BGP routing table entry for 192.168.100.0/19

2513 2514 2515
218.189.6.2 from 218.189.6.2 (218.189.6.2)
Origin IGP, localpref 100, valid, external
Last update: Mon Oct 14 12:53:42 2011
?2?7?
666 666 2516
195.47.235.100 from 195.47.235.100 (195.47.235.100)
Origin IGP, localpref 100, valid, external
Last update: Sun Oct 20 09:40:50 2011

2011/12/1 KDDI# = &%t - All Rights Reserved
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mrtdump®D =g

Route Views Archive http://archive.routeviews.orq/

University of Oregon Route
David Me

* Please see wwwrouteviews org for s description of the route views project

® For asnrouteviews org zone files click here or ftp from: ftp routeviews org/|

» Data Archives

o MRT format RIBs (zebra bgpd, from route—views2 oregor—ixcnet)
MRT format RIBs from Equinix Ashburn (zebra bgpd, from route—viey
MRT format RIBs from 1SC (PAIX) (zebra bgpd, from route-views isd
MRT format RIBs from KIXP (zebra bgpd, from route-views kixp.rout
WMRT format RIEs from LINX (zebra bgpd, from route—views linrouts
MRT format RIBs from DIXIE (WIDE) (zebra bgpd, from route—views
w8 MRT format RIBs (zebra bgpd, from route—viewss oregon—ixnet)
MRT format RIBs Eq uagga begpd, from route—viewsd routeviews org)
WRT format RIBs from SYDMEY (quagga bgpd, from route-views syd
MET format RIBs from SADPAULD (quagsa begpd, from route—views
ipv6 data split out from the above files (multiple collectors)

]

$ bgpdump (mrtfile)

TIME: 11/15/11 06:00:17

TYPE: BGPAMP/MESSAGE/Update
FROM: 4.69.184.193 AS3356

TO: 128.223.51.102 AS6447

ORIGIN: IGP

ASPATH: 3356 286 8607 12654
NEXT_HOP: 4.69.184.193
MULTI_EXIT_DISC: 0

AGGREGATOR: AS64614 10.18.173.65

COMMUNITY: 3356:3 3356:22 3356:86 3356:575 3356:666 3356:2011

ANNOUNCE
84.205.65.0/24

TIME: 11/15/11 06:00:17
TYPE: BGP4AMP/MESSAGE/Update

bgpdump (mrtfile) | grep ‘prefix’

bgpdump (mrtfile) | grep '*"ASPATH:'

| more | sort | uniq

bgpdump (mrtfile) | grep "*TIME: ¥|*"ASPATH:¥|*WITHDRAW¥|* ANNOUNCE'

bgpdump

http://www.ris.ripe.net/source/bgpdump/
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e WhoOIiSTEHRNTHSB
e JPNIC Whois
e RADB ...etc

PeerlngDB’E SHR9 5
e HurricaneElectric®)BGP Toolkit# < B9 5

Whois (JPNIC/RADB/ARIN etc...)

PeeringDB https://www.peeringdb.com/
HE BGP toolkit http://bgp.he.net
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 whois -h whois.nic.ad.jp <ASE 5>

Whois(JPNIC/RADB etc...)

JPNIC/AURIL(T V=T N\URIVEERT S

e whois -h whois.radb.net <ASZE &>

notify X>omnt-byZH#2 9 %

2011/12/1

B ZEHI(MAINT-AS2516)

R FEBI(AS2516)

aut-num: AS2516 mntner:
as—name: KDDI descr:
descr: KDDI CORPORATION admin-c:
admin-c: kkk kkokok tech-c:
tech-c: skkk  skokskok upd-to:
notify: maint@example. jp notify:
mnt-by: MAINT-AS2516 mnt-nfy:
changed: maint@example. jp

MAINT-AS2516

KDDI Corporation
sokok kkokok

kkk  kkskk

update@example. jp
admin@example. jp
maint@example. jp

KDDI# = &%t - All Rights Reserved
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ANBIFIED

PeeringDB

Username : guest / Password . guest TOK

PeeringDB Login
Username
password

Log

The purpose of this project is to faciitate the exchange of information
related to Peering. Specifically, what networks are peering, where they
are peering, and if they are likely to peer with you. If you don't know
what peering is, and/or you don't currently engage in peering, this
probably won't have any meaning for you.

If you would like a read-only view of the data contained here without
creating an account, you may log in using:

Username: guest
Password: guest

If you are a peering network who would like to create an account, you
may register for one here. Please register ONLY if you are a peering
network. You may also reset lost passwords.

Please read the FAQ if you have questions.
support@peeringdb.com if your questions aren't answered.

Contact

2011/12/1

m Global System Statistics Your User Account Status

Total Peering Networks 2771 arrount Login guest
'ﬂnﬂ_ﬂ P 4
““: Public Exchange Points Access Level Level 1 (Reac-Only Accass)
Totel ks bl Exchings Fsconces 7, Peering Record
p“m N Total Private F. 773
User Account Total Unique Private Facility Presences 6152

Saarch Records

Last 15 Updated Participants

P m—— ﬁ Hame ASN Date Last ted
o Prints Company ast Upda
F_fli_u”m TCANN-DNS-East 23518 11/16/10, D2:02:07 AM GMT
Comwmon Points  [CANN-DNS-West 26290 11/16/10, D2:00:51 AM GMT
Guam Cablevision, LLC. 3605 111610, 01:43:56 AM GMT
Sungestions Seven Metworks Inc 19733 11/06/10, 12:21:58 &M GMT
Comments L-ROOT | 20144 11/15/10, 11:35:07 PM GMT
New Exchange Frontier Commurications of America (FCA) 5650 11/15/10, 07:25:50 PM GMT
Hgw Fycit Goscomb Technologies Limited 39326 11/15/10, D4:27:27 PM GMT
Eroadfiver Cormmunications Corp. 13703 11/15/10, 11:25:24 AM GMT
= itcl Goon 7552 11/15/10, 0F:24:40 AM GMT
FAL) 1T Systemsailia) 13249 11/15/10, 05:52:03 AM GMT
Statistics Fostelecom 123p0 11/15/10, 12:1%:07 AM GMT
Rlar Soie ) ich L Blokeis Blok i ==Xl FERTFELT OO AC 82 Cil ST

KDDI# = &%t - All Rights Reserved

https://www.peeringdb.com/
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HE BGP toolkit

HURRICANE ELECTRIC
INTERNET SERVICES

AS2515 Japan Network Information Center

CCICASESZAR

2011/12/1

KDDI# = &%t - All Rights Reserved

Quick Links |AS Info| | Graph v4| |Graph v6| | Prefixes v4| | Prefixes v6| |Peers v4| |Peers v6| |Whois| |IRR]
BGP Toolkit Home
BGP Prefi Report Company Website: hitp:/iwww.nic.ad.jp
BGP Peer Report
Bogon Routes Country of Origin: Japan (@]
World Report
Multi Oriqin Routes Prefixes Originated (all): 4 .
Prefixes Originated (v4): 3 S e e e e i}

DNS Report i : = et
Too Host Report Prefixes Originated (v6):1 | 7/ S ———

isti M B | e ——
—::E{':st Séla;';:“ Prefixes Announced (all): 4 T et
ﬁ? : Prefixes Announced (v4): 3 . I PR
Tree TVo Tunnel Prefixes Announced (v6): 1 S —
IPvE Certification P
EVG PrOQfess BGP Peers Observed (all) 9 -
Soing Nalive BGP Peers Observed (v4): 8 - g
Contact Us BGP Peers Observed {.,‘,.,5} 3 .. :.-.;. .;
You - IPs Originated (v4): 768 f‘_:" e
Tl S S AS Paths Observed (vd) 256 e o

AS Paths Observed (vG): 81 SR e
http://bgp.he.net/
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F (@ evcusH | SITEMAR
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JPRREHE- FIREET— Telecom—ISAC Japan JPNIC
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