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* OpenV<Z

* Virtuozzo

e LXC (Linux Container)
* Linux-Vserver

e Solaris Zones
* FreeBSD Jails

» Google Container (J&£ 8 )
* Facebook??
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Isolation & Resource Control

“Adding Generic Process Containers to the Linux Kernel”
Paul B. Menage @ Google / Balbir Singh and Srivatsa Vaddagiri @ IBM

 (Namespace) Isolation

— Mechanism which adds an additional indirection or translation layer
to the naming/visibility of some unix resource space (such as
process ids, or network interfaces) for a specific set of processes.

— Typically the existence of isolation itself is invisible to the processes
being isolated.

e Resource control
— Mechanism which can do either or both of:

A. Tracking how much of a resource is being consumed by a set of
processes

B. imposing quantitative limits on that consumption, either absolutely,
or just in times of contention.
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namespace & cgroups

namespace cgroups
File system cpuset
IPC cpu
Networking cpuacct
/proc devices
/sys freezer
User blkio
UTS # cgroups = Control Groups
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Logical Topology: veth

4 )
4 A \ Kernel
CPethO I vethO ARP request : IP-A
CT100 ——-
° %
Linux ARP reply : MAC-A
g ) Bridge
02p1 ]
4 B N\
Qetho I vethl ARP request : IP-B
CT200 (———
—)
[ br0 ARP reply : MAC-B
\ Y,
\ Yy,
OpenVZ A T E{EE{EDOETRRK

IW2012 : DI/ ST YR I AT —T 42T X 2 DE

ver.1108



ETH/VETH/VENET BE Lb %

OpenVZ O T REREIEDOHRRK

IW2012 : DI/ ST YR I AT —T 42T X 2 DE ver.1108



eth/veth/venet£BELLEX : R E IRIE

(
’ \ Kernel
CT100 venetO:O]—[venetO]—[ p2pl ]
\_
e
Host { p2pl ] Linux
L running
i pktgen
< \ brO
caeEn —{_»2e1 |
CT100 | etho | vethl
\ b ‘{ Linux
\_Bridge

OpenVZ O T REREIEDOHRRK

IW2012 : DI/ ST YR I AT —T 42T X 2 DE ver.1108



OPENVZ, VETH/VENET &5 /&

OpenVZ O T REREIEDOHRRK

IW2012 : DI/ ST YR I AT —T 42T X 2 DE ver.1108



OpenVzZ, veth/venet %7€ A i%
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http://wiki.openvz.org/Quick installation OpenVZ, veth/venet E&Ejﬁiﬁ

1. OpenVZ Kernel A2 A+— )L
# wget -P /etc/yum.repos.d/ http://download.openvz.org/openvz.repo O p e nVZ

# rpm --import http://download.openvz.org/RPM-GPG-Key-OpenVZ ,r “
D AM=IU

# yum install vzkernel ¢

2. letc/sysctl.conf DERE GEM+ZEE)

i net.ipv4.ip_forward = 1 }
i netipvé.conf.default.forwarding=1 | /N5y TJ+T—TFT 424 B
| net.ipv6.conf.all.forwarding = 1 ! ‘

T T m—m——— 1 o

| net.ipv4.conf.default.proxy arp=0 | J O3S ARP 3]

o I
-

I
| netipva.confallap fiter=1 | E{EICIPIRALE H3)
|
T T e 1 O -
 kemelsysrq=1 | X2YT SysRq WA

e = N i
net.ipv4.conf.default.send_redirects = 1 ALYk ;ﬁﬂ]
net.ipv4.conf.all.send_redirects = 0 BL. T RXTTILZLY
|
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3. SELinux &3t

# vi letc/sysconfig/selinux
SELINUX=disabled

4.1)T—kL. OpenVZTEIISN-EEHER

# uname -S -r -p -0
Linux 2.6.32-042stab063.2 x86 64 GNU/Linux

5. =LAV AL

6. OpenVZ h—RIILED 21— /L DB
() T—rRFIEXBED)

# /sbin/service vz start

OpenVZ
A2 A=)

v

vzctl ... OpenVZa T+ O Fl 1
# yum install vzctl vzquota vzquota ... 1 —43 T
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1. aTFHFDTUITL— G

# pwd

Ivz/template/cache

# wget
http://download.openvz.org/template/precreated/centos-6-
x86-devel.tar.gz

2. AT T ER & ARERTE
# vzctl create 100 --hostname ct100

--ostemplate centos-6-x86-devel
# vzctl set 100 --ram 1024M --swap 1024M --save

3. IP 7KL X, nameserveri%E (CTRvenetB 14 k)
# vzctl set 100 --ipadd 10.10.0.1
--nameserver 8.8.8.8 --save

4. A TF B
# vzctl start 100

CTERK
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1. bridge-utils® A > A+—JL
[host]# yum install bridge-utils

2. Bridge (vzbr0) M {ERk

[host]# cd /etc/sysconfig/network-scripts/
[host]# vi ifcfg-vzbrO

DEVICE="vzbr0"

ONBOOT="yes"

TYPE="Bridge"

BOOTPROTO="static"
NETMASK=255.255.255.0
IPADDR=10.10.0.10

3. eth0 (*) @ Bridge ~DSM+IPAAVRT IR
[host]# vi ifcfg-ethO

#IPADDR=10.10.0.1 (*) 7R R MAI 3
#NETMASK=255.255.255.0
BRIDGE="vzbr0"

4. [host]# service network restart

ANIC
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5. 327 FA~® veth B0

[host]# vzctl set 100 --netif add ethO,,,,vzbrO --save
Configure veth devices: veth100.0

CT configuration saved to /etc/vz/conf/100.conf

6. A>T F~AY eth0 (KX +MDveth100.0) 5X 7
[host]# vzctl enter 100

[CTJ# vi /etc/sysconfig/network-scripts/ifcfg-ethO
DEVICE="eth0"

BOOTPROTO="none"
NM_CONTROLLED="no"

ONBOOT="yes"

TYPE="Ethernet"

IPADDR=10.10.0.110
NETMASK=255.255.240.0

[CT]# service network restart

7. Bridge (vzbr0) ~ veth (veth100.0) Z3E40
[host]# brctl addif vzbrO veth100.0

vethZ% 7E
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[host]# brctl show

[host]# ifconfig
snip

vethl00.0 Link encap:Ethernet HWaddr 00:18:51:1D:38:B4
inet6 addr: fe80::218:51ff:feld:38b4/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:33 errors:0 dropped:0 overruns:0 frame:0
TX packets:51 errors:0 dropped:5 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:2148 (2.0 KiB) TX bytes:3316 (3.2 KiB)

vzbr0 Link encap:Ethernet HWaddr 00:18:51:1D:38:B4

inet6 addr: fe80::218:51ff:feld:38b4/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:248 errors:0 dropped:0 overruns:0 frame:0
TX packets:37 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:12624 (12.3 KiB) TX bytes:3046 (2.9 KiB)

bridge name bridge id STP enabled interfaces
vzbr0 8000.0018511d38b4 no ethO
vethl100.0

inet addr:10.10.0.10 Bcast:10.10.0.255 Mask:255.255.255.0
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[CT]# ifconfig
ethO Link encap:Ethernet HWaddr 00:18:51:C2:FD:7B
inet addr:10.10.0.110 Bcast:10.10.0.255 Mask:255.255.255.0
inet6 addr: feB80::218:51ff:fec2:fd7b/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:55 errors:0 dropped:0 overruns:0 frame:0
TX packets:33 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:3524 (3.4 KiB) TX bytes:2148 (2.0 KiB)

snip

venet0 Link encap:UNSPEC HWaddr 00-00-00-00-00-00-00-00-00-00-00-00-00-00-00-00
inet addr:127.0.0.1 P-t-P:127.0.0.1 Bcast:0.0.0.0 Mask:255.255.255.255
UP BROADCAST POINTOPOINT RUNNING NOARP MTU:1500 Metric:1
RX packets:2 errors:0 dropped:0 overruns:0 frame:0
TX packets:98 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:168 (168.0 b) TX bytes:5064 (4.9 KiB)

venet0:0 Link encap:UNSPEC HWaddr 00-00-00-00-00-00-00-00-00-00-00-00-00-00-00-00
inet addr:10.10.0.100 P-t-P:10.10.0.100 Bcast:10.10.0.255 Mask:255.255.25
UP BROADCAST POINTOPOINT RUNNING NOARP MTU:1500 Metric:1
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RABIL TSV TAH—LIZKEHHERELLER
@ OpenVZ Wiki

http://wiki.openvz.org/Performance

Benchmark Description
Microbenchmark demonstrating latency issues of interactive

Res ponse Time applications in virtualized and loaded systems (netperf RR in various
conditions).

Network Th rough put | 10Gbit simple network throughput comparison using netperf test.

Linux Apache+MySql+PHP (LAMP) stack benchmark in multiple

M simultaneously running virtualization instances.
C lidate-UP UP configuration of Intel vConsolidate server consolidation benchmark
vionsolidate (Java+Apache+MySQL workloads).
. SMP configuration of Intel vConsolidate server consolidation benchmark
vConsolidate-SMP (Java+Apache+MySQL workloads).

Various microbenchmarks like context switch, system call, etc. Plus

Microbenchmarks Unixbench resuls.
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http://wiki.openvz.org/Performance/Response_Time
http://wiki.openvz.org/Performance/Network_Throughput
http://wiki.openvz.org/Performance/LAMP
http://wiki.openvz.org/Performance/vConsolidate-UP
http://wiki.openvz.org/Performance/vConsolidate-UP
http://wiki.openvz.org/Performance/vConsolidate-UP
http://wiki.openvz.org/Performance/vConsolidate-SMP
http://wiki.openvz.org/Performance/vConsolidate-SMP
http://wiki.openvz.org/Performance/vConsolidate-SMP
http://wiki.openvz.org/Performance/Microbenchmarks
http://wiki.openvz.org/Performance
http://wiki.openvz.org/Performance
http://wiki.openvz.org/Performance
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* OpenVZ Wiki - http://wiki.openvz.org/
* CRIU - http://www.criu.org/
* Linux Kernel Newbies / Kernel Changes - http://kernelnewbies.org/LinuxChanges

« O’Reilly, Linux Device Drivers (3™ Edition)
* O’Reilly, Understanding Linux Network Internals
« O’Reilly, Understanding the Linux Kernel (3™ Edition)

* “Adding Generic Process Containers to the Linux Kernel”, Paul B. Menage @ Google /
Balbir Singh and Srivatsa Vaddagiri @ IBM
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