Internet Week 2012 DNS DAY - DNSEEAS 1 )\—>F 1 DEE

NSD

KR att/ \— hE—Y MSPE=ZEFhE
http://heartbeats.jp/

HAUnbound1—H—%
http://unbound.jp/

Intenet Week 2012 DNS DAY  2012-11-21



7T

« NSDOO#HIE
- NSD3DOEMER /T LDFE S
- JRER)\—=>3>NSD4

Intenet Week 2012 DNS DAY  2012-11-21



NSDODHIE

Intenet Week 2012 DNS DAY  2012-11-21



NSD & (&

« Name Server Daemon

- DNSDFPFHIT S/ ?
- FERR— LT —)\

o FERL T — T — ) \DHDIEBE & 1244
e A—T>NV—-XVINDITT




NSDDORHFETT
« NLnet Labs&RIPE NCCaoD3

F
= NLnet Labs

« AS A (D DI HIFELRE

+ F(CDNSEDNSSECICDW T ORERFTES
FOVI NI TFVHEFEZLTLD

- NSD, Unbound, drill, Ildns, OpenDNSSEC

= RIPE NCC

» PR - FRaTER I DRIR




NSDDUU — X

- NLnet Labsims5J U —X
» http://www.nlnetlabs.nl/projects/nsd/
- Ex¥ThRIINSD 3.2.14
« JRHR)\—=3 > NSD47Z FHFEF
« http://www.nlnetlabs.nl/svn/nsd/trunk/




NSD&IL— B —)X
CIL— N — ) DBERIISAE

s BINDICX§9tT0 1 75w INDIER
- 2003%F2H. RIPE NCCHhER UL TWWBJL— b
H— ) (k.root-servers. netb\BINDb\bNSD(c_t)J
NEZX
- IBTE. H, K, LO'INSDCEHUL TL\D

$ dig @h.root—servers.net. version.server. CH TXT +norec
(=ali=y)
:» ANSWER SECTION:
version.server. 0 CH TXT “NSD 3.2.14”




NSDDaxETBIR
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> Olaf Kolkman, 04 April 2006
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ntations/NSD_ DenicTechnical.pdf
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» Performance tests results on

BINDS/NSD/UNBOUND
» JEPG Meeting — November 2010 @ IETF
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- http://iepg.org/2010-11-ietf79/
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ve-dns-servers-the-book-as-pdf/
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RFC 1995 (IXFR) (XL —J1IdDd+)
= RFC 1996 (NOTIFY)
- RFC 2845 (TSIG)
- RFC 2672 (DNAME)
- RFC 4509 (SHA-256 DS)
- RFC 4635 (HMAC SHA TSIG)
- RFC 5001 (NSID)
= RFC 5155 (NSEC3)
- RFC 5702 (SHA-2)
= RFC 5936 (AXFR)
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- draft-ietf-dane- protocol (DANE)
*j/‘l'\ U CrRUVERE
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$ ps axf
PID TTY STAT TIME COMMAND

7 24219 ? Ss 0:00 /usr/sbin/nsd —¢c /etc/nsd3/nsd.conf
J — , 24220? S 0:00 ¥_/usr/sbin/nsd —c /etc/nsd3/nsd.conf
242217 S 0:00 ¥_/usr/sbin/nsd —c /etc/nsd3/nsd.conf

242227 S 0:00 ¥_/usr/sbin/nsd —c /etc/nsd3/nsd.conf

q:s,d (parent)

';15d (xfrd)
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Drefresh &expire
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- nhsdc reload
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- nsdc rebuild

s nsdDEBICE)
- nsdc restart
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Server:
ip—address: 192.0.2.1

key:
name: tsig.example,jp
algorithm: hmac—shaft

secret: "1CzS3R+0AZJp607jZ36eKw==

Zzone:
name: example jp.
zonefile: example jp.zone
notify: 192.0.2.2 NOKEY
provide—xfr: 192.0.2.2 tsig.example jp

V{4

NOTIFYI(C KB,

AL —2JDIPY kL R &R (CHETE.

V) — DERXRESR(C X9 B 7Tt X,
FJA)L MES.

AL—TJDIPY kL R7%ZBARII (CIETE
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Server:
ip—address: 192.0.2.2

key:
name: tsig.example,jp
algorithm: hmac—shal
secret: ' ICzS3R+o0AZJp607jZ36eKw=="
NOTIFYDE D 7 0t X4,

zone: | I A —DIPT RL X &BARIICISTE,
name: example jp.

zonefile: example jp.zone

allow—notify: 192.0.2.1 NOKEY
allow—notify: 127.0.0.1 NOKEY

request—xfr: AXFR 192.0.2.1 tsig.example jp

Y — ERXDE R,

NAS—DIPY kL A& BRRBY (CHEXE
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» Response Differences between NSD and
other DNS Servers

- http://www.nlnetlabs.nl/downloads/nsd
/differences.pdf
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nsd
nsd-checkconf
nsd-control
nsd-control-setup

N

F—E>
nsd.confaFTw 293005/
S—E>%=FIEITBI IO A

nsd-control DTS4 R— & N\FSEIIRZE S
VERR T D ROVUT ~

~ /8% Unbounddiga )
nsdc, zonec, unbound
nsd-notify, nsd-patch, unbound-checkconf
nsd-xfer 1> RMDFELE unbound-control
\ J unbound-control-setup
unbound-host

\unbound-anchor /
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. libevent® & (C KD NERE]
o JTER THURD (TAULIRNHERD D TTH,
o BHD ERLKTIRD
- ROFI—2
- http://www.nlnetlabs.nl/downloads/presentation
s/NSD_Update_ OARC_2011SF.pdf

- AET—AINR—RXDEE
- Response Rate Limiting (RRL)XJ/i&
- NSD3THBMILTFES UL




nsd-control(Z &3l

- unbound-controld®ONSDAx
» TCP 8952&/h— b
s TLSIC KB 1BEDIFESAL

- nsd-control-setup.sh XU T MNMZ KBTS
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nsd-controld <> K

Usage:

Commands:

start

stop

reload [<zone>]
repattern

log_reopen

status

stats

stats_noreset

addzone <name> <pattern>
delzone <name>

write [{zone>]

notify [<zone>]
transfer [<zone>]
force_transfer [{zone>]
zonestatus [<zone>]

verbosity <number>

nsd—control [options] command

start server; runs nsd(8)

stops the server
reload modified zonefiles from disk
reload tsig keys, patterns from config file

reopen logfile (for log rotate)
display status of server

print statistics

peek at statistics
add a new zone

remove a zone

write changed zonefiles to disk
send NOTIFY messages to slave servers
try to update slave zones to newer serial
update slave zones with AXFR, no serial check
print state, serial, activity
change logging detail
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pattern:

zonef

EL (Y — > BN - BIBROBIRE

V—>TJ71ILDEE
” . (X 2O0O0%s={FZ D)
hame: masterzone

ile: “zones/%s.zone”

notify: 192.0.2.1 NOKEY
provide—xfr: 192.0.2.1 tsig.masterzone

B2l

* nsd—control addzone examplejp masterzone
nsd—control delzone example jp

» J\NI—2DERETDEDODYO— FEHT]HEE
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- http://www.nlnetlabs.nl/projects/nsd/ ‘

REFa1A> DR (HARUnboundI1—H—=)
http://unbound.jp/nsd/

NSD3 an Authoritative Nameserver: Technical
QT’Etp://www.nlnetIabs.nI/downIoads/presentations/NSD_DenicTechnical.p

Response Differences between NSD and other DNS Servers
http://www.nlnetlabs.nl/downloads/nsd/differences.pdf
NSD Evolution of a name server

http://www.nlnetlabs.nl/downloads/presentations/NSD_Update_ OARC_2
011SF.pdf

ninetlabs.nl :: Blog :: NSD4 Features
http://www.nlnetlabs.nl/blog/2012/09/14/nsd4-features/

ninetlabs.nl :: Blog :: NSD Response Rate Limiting
http://www.nlnetlabs.nl/blog/2012/10/11/nsd-ratelimit/
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