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- Forensics

- Malware
- Log Analysis
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 Public Monitoring
- Social Media
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Forensics

EnCase

- EEGEREY—IL
C FRRIGEARE —HVERY RN

FTK 3
- FOI—DNITALIYTY—)L
Sleuthkit

- Open Source
- http://www.sleuthkit.org/
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Malware 5 #T

IDA Pro

- BF7EVIIL
- TINVA—LARE

Ollydbg

- TNV —

libemu

- LA —FDETEIZaAL—23Y
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Log analysis (A% 43#T)

£HEOY DECHK

- Syslog(Web. Mail, DNS). snmp
- Firewall, IDS. IPS. Anti Virus
- Event Log. Audit

AHTY—IL
- AWStats (apache® 0% #2#71)

- Log Parser (IIS. &#E04%). Kiwi Syslog Server
- grep, awk, perl, BFEBEIEX V)T, Berep

SIEM (Security Information and Event Management)

- BHROELGLIEGHI AT ZINE AT, HEHEEHT - B 2 47
- KFRBIRE 5L (RSA enVison, ArcSight, splunk)
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HDD Duplicator

- JTTOHDDZAELZZNEDIZT S
HDD

- BRRIEAATDR_RRIGH A X
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Dragon New Bite

- https://lists.cymru.com/mailman/listinfo/ians_dragon_newsbytes

Xl T4 R—ILAE
- http://www.st.ryukoku.ac.jp/" kjm/security/memo/

|

F-Secure 7 A%

- http://blog.f-secure jp/

[

BHRDtEX1)T4F—L
- http://blogs.technet.com/b/jpsecurity/

[

SANS
- http://www.sans.org/
/

t© Nippon CSIRT Association

10 CSIRT

HA&¥—%— Mk @ &



i

/- RSS Reader
- Google Reader
- Bookmarklet

- getpocket, Instapaper

IR

- getpocket
- getpocket.com
- Instapaper

- www.instapaper.com

\

4 Evernote

* www.evernote.com

- BFA—ILTTFAIL
H—/\)
- Wiki

- Evernote
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Evernote,
Wiki
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- Facebook
- Twitter
- Yammar

- A=) 1) R
- $LAWiki
- 7AW —/3—
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FIrITA40T VAT L

Remedy

- http://www.bmc.com/ja—JP/products/remedy—itsm
+ DRITA XA —ERIR—I AR T L

RTIR

- A—0AY/\DCSIRTTHEINI=-CSIRTO = DF 7Y EBL X T L
- http://www.bestpractical.com/rtir/index.html

Bugzilla

- http://www.bugzilla.org/

IOtILROImapFDUATLEZFERAITAHINDE—F
Postgrsql°MySQLTH1E
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EDEIGHBNBED
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- FrybEE. EZEHIDD
- RAMIL . R IE
- JKBE(Open, close, Wait)
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- ATk
- Me551E
- FTRUOVEhHhtE

- Malware % &

- Phishing
- [FHRAL
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ZDHDY—IL

- PGP(GnuPG)
s A= H X Fyk, Wiki. SNS
- TT7VIAR. B

- BE.BERAIL—L
- IRTArR—FK
- {TEEHR . KRELHK(AO)

- HRYXTLIR, 947, EER)
- BRARYNT—H
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CSIRTIZB§9 5 #H5%: csirt-pr@nca.gr.jp
NCABE LUMBIZEAL T: nca-sec@nca.gr.jp
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http://www.nca.gr.jp/
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