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« http://www.icann.org/en/news/in-focus/dnssec/deployment

Deploying DNSSEC

Registrars that support end user DNSSEC management, including entry of DS records

Last updated: 17 Jan 2013

Registrar Accepts DS records for Motes
123domain.eu
.de. eu. be. se cz fr (1) {2)

(DE)
AB Name ISP :

""""" .be .biz .com .eu _net .org _se .us (1) {2)
(SE)

) All domains are automatically
Binero (SE) se, _eu

signed. (1) (2)

A list of DNSSEC DS supported

DK-Hostmaster ;
domains could not be located on the

(DK) ;
site

C o AR Also supports OS record entries for
lomaininfo AE

i .5 _eu .us _biz .com .net domains you may host elsewhere.
(SE) .

(142)
DYN (US) .org, .se (1) (2)

2013 F 1AM EFHEILELTLNSD., CORFRATLUAMAITIZ40TLDDDNSSECHt i
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DNSSECIZE8:;EJ HRFCDupdate €9

« RFC 6781 DNSSEC Operational Practice v2 (Informational)

— RFC4641MDE#hR, 2012FREDER/0/\0HFFEDH=HD,
— Y AX 1024bitHfiE — 2048bitH#fiE, LA NSRERIZDLNTE REMEE,

« RFC 6840 DNSSECO{t#kBR#E L L /—F (Standards)
— DNSSEC#%#ZEETBIZHI=Y. CNETHORFCTIXBAEIZZIN TULNG M- =EFrZFBALEE,
— NSEC3. SHA256, BADF ¥y 21MEZEAS, ADE Yk, CDEYFORERYKLVEGE,

« RFC 6841 DNSSECERRT—FAUEDTL—LT—% (Informational)

— DPS (DNSSEC Practice Statements) DiEEX-IHRGEEZEELI-LD,
DNSSECZERA Y AR A DEBREER) L —EER

« RFC 6944 DNSSEC DNSKEY Algorithm Status (proposed standard)
— ERITRIEET7ILITYXLIZDLTRFC4041DA. 12 update,
— RSA/MD5(F#E LA FEHZIEIZ, RSA/SHA2567: EEREHRLL TEMAELE,

« RFC 6975 Signaling Cryptographic Algorithm Understanding in DNS
Security Extensions (DNSSEC) (proposed standard)
- /ﬂ‘lbﬁf“:s«;bfﬁﬁﬂféé%%//\‘y~>17»:i‘u:CA%EDNsoowrv%/ayf#—/{(:ﬁ%ﬂ@“é&fﬁﬂm:
DLTEE.,
— RFC 6891(Z&YEDNSOIZH LS EE & T-Pseudo-RR( meta-RR) #FIFT 33 DND 7 LT X LETE

., DAU(DNSSEC Algorithm Understood) . DHU(DS Hash Understood). N3U(NSEC3 Hash
understood)




80,
BroadBand Tower, Inc.

 Agenda

—DNSSECR&ETopics & Ejj[A] update



DNSSECE]:&ETopics SE0,

BroadBand Tower, Inc.

« Google public DNS (8.8.8.8)dDDNSSECx®i&(38) —
SeTHAEHL A B |
M6ARAA B 145K AL> 12%Bi1#% 201344 A
121BRAAF  33FK ALY 27%Hi#% 2013410H

https://www.iis.se/english/domains/domain-statistics/qrowth/?chart=per-type
— RAII—TFTUVDERRFLIDRAMNSO—ONETOBEEDRFA(EZDNSSECELALIEEDE,

o Afnic(frigEDLIRAM))TIXIARKLYDNSSECHEHHAF v N—2 %A,

http://www.afnic.fr/en/about-afnic/news/operations-news/7355/showQOperational/dnssec-promotional-
campaign-check-it-out-1.html

— Financial Incentive %Y

« GODADDY®DICANN4ATTHOHSE

— 60001 —H H'GoDaddyD # i L F=DNSSEC toolZF| 7. 35001 —HHDSEZFHKRFEL TS, &
R, (7§~J:>G0Daddy$17l<ld:85075:|. HLlL)

« .govh, EFIIF|EHE. T, (BRA)
— #FILLWKSKEDDSH rootl & FEIN THLDIZKSKE )&
_ Z0O—}T.govd80%HDNSSECEAFE A2,

« ZLTI0AICESBLI=#gTLDTH" - -,
— 2DMFFITLDTLELYER RTINS T IL(11A28)
— OHnanH(AT7E&TOnline)  hitp://dnsviz.net/d/xn--80asehdb/UnVEfA/dnssec/
— Cant(RT7&5ETWeb site) http://dnsviz.net/d/xn--80aswg/UnYZQg/dnssec/
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First-Fragment piggybacking attacksfifE E=siSeheas::

— http://www.ietf.org/proceedings/87/slides/slides-87-saaqg-3.pdf

— UDPN\TYRD R B SNT=2B B LIED /N Ty RBELTARE/NT YT
ZIAFELHIETAELGUNEZS|IEHIES,

— DNSSECIZUDPRAA—FH A XELTIZ4000/\ (AR AKX
(SHOULD ¥RFC4035&U)TdHHT=8. UDP/ VR EMIBIN A5 —AN
EESND, CDEH . HEBEODLZEZZITAXMRELTEIZSN TS,

— WEDEELLTHRIETODbogus®, TNz F|FALT=DoS Attack® mlgEtE

JP DNSH—/\—[ZERESNSDS RROTTLIED L &H

— http://jprs.jp/tech/notice/2013-11-06-jpdns-ds-ttl-change.html

— TTL{E1 B —-2FFfRI~NZ B (2013/11/17&KY)

— KSKOF—A—)LA—N\—NEBETRLELE-AEBEIIHT S K (E IR
[l D ¥ 4i8)

— KSKA— /LA —/N\— T EGHRERBEROERLEAF TS OXRK
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» DNSSEC®O& K EDANE
(DNS-Based Authentication of Named Entities)

— ZHZFHDANE-TAIE 407
SSL(TLS)+DNSSECT. B{ENEEHZ LY H LA,
—Dan York& A MDICANN47 TDHOWorkshop & A
BEELTHMYDOITKAMIZETTH,

http://durban47.icann.org/meetings/durban2013/presentation-dnssec-dane-intro-17jul13-en.pdf

—EBIZEDRAATZEEIEDNSSEC2012RT YT T4+ —F L TH
TIALGR)ISHEFDERSADEMNEITITHTI,

http://dnssec.jp/wp-content/uploads/2012/04/20120425-panel tls-shimaoka.pdf

T FEIIDNSSECHDERIZHEITAF—TRAULERLGZINTLNS LT, B D
DNSSECEETL U E#GETHLIRAMNFTBF—D)—REE-TET =,




DANE S0,

BroadBand Tower, Inc.

DANE Xt [t B AU A F M iEFE TE HwebY— )L (KNIST.gov /2 Bd)
https://www.had-pilot.com/dane/danelaw.html

& © https://www.had-pilot.com,/dane/danelaw.html | B- 2P B ¥+ #

‘ High --u[m[ssurance Domain

H Pythentic Home

Back to the table of DAME tests

Test Mame: Your DANE: the url of vour DAMNE enabled test site.

Test: The TLSA record data from a ‘dig’ of vour site matches the certificate, SubjectPublicKevinfo, or hash (256 or 512) of the certificate or SPKI (depending on the values of

Selactor and Matching Type in the TLSA record). If vou don't have one and vou are curicus what is out there, a collection of testable sites can be found at the [S0C Danedf0
site.

!DANE enahbled URL: gooddane verizignlabs.com |[ Gluery ][ Clear ][ Fald ]

DAMNE Validating Server Certificate for: good.dane.verisignlabs.com

e Complete Handshake —» Build Yaldation Chain = Get TLS3A Record —» Compare Certs —» Publish Result = Serve Pags:
httplib: First try: /

TLEA Record: Cert Use: 3 Selector 0 Match Tvpe: 1 CA Data:

DEVETO0A4031B207FEFAIZBRF2T742C 11 7E0F41BEBDETII7D4BESISAT1297024A24B

Matching SHAZSG hash from TLS Server handshake:

DEVEYRRAANR1 EXO7FAFARD BEX 742011 760F41 EEDEVS37DABESSS AT 139702 A24E

DAME matched.

good dane verisignlabs com authenticated.

httplin: =ent: /
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- BEFTLDTOIERAZZEAMBRICIA ., #1gTLDTIEE AR 18R ICDNSSECIE &
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— ZLPRMSTOHODSER Y —E X THRSTLDAE I,
— TLDIZ&-TIFR A& RN 2B L TLVATLDY,

— 122U FAM OB FTRHME SLUDNSSECK s A VB IE LD TLDA L <E R
DEFREIFTHIETLIZLY,

EEARBAZRIN-ER. RFCLAYMFELTLV-NEZMT
FAIIITEFIN-LDOMNEHTETILS,

DANE AN 0B A U RO =D IZ£ELY, DNSSECHE A RAIZD
%)\’C,Hﬂ fFEZimMdd—77 . DOSIHEADHEFFELZE BIFFESNTL

.govDfailedD K37GKEELHHH . IPRSOTTLEMEDGRAGTE . &£
BLIEEDOURVIERZT &G ALIBEOITLVS,
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IANA TLD DNSSEC Report

— http://stats.research.icann.org/dns/tld report/

Registry Services Evaluation Process (gTLD)
— http://www.icann.org/en/reqistries/rsep/

E£TLDL P XM web¥ A R
— http://www.iana.org/domains/root/db/ HNsY S

ICANN46 DNSSEC WorkShOpi%Ifﬂfil (2013/4/7-11 F?EHE)
— http://beijing46.icann.org/beijing46/documents

ICANN47 DNSSEC Workshop& ¥4} (2013/7/14-18F4&)

— http://durban47.icann.org/documents

ICANN48 DNSSEC WorkshopZ& #t (2013/11/17-2154&)

— http://buenosaires48.icann.org/en/schedule/wed-dnssec

HEREBDTAL

— www.ohmo.to
o http://www.ohmo.to/dnssec/maps/

SEOEMICERIT AFHRY—RZ—8IILTNET,

EREBDDAPE ‘ s
— twilog.org/taxiJPN (twilog& L UHIEE D @roprossSAHBYMESITSVET)
e http://twilog.org/tweets.cqi?id=TaxiJPN&word=dnssec

LEEURLTSEDOEMICREFRT DIFERY—ADDAPOENERETEET




80,
BroadBand Tower, Inc.

CaEHYMNESTILVELT:,




