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#Oplsrael 2013.4.7- A

HYHXIREE (X 9 DI

+ #Oplsrael
BY: ANONINDOMNESIA OM APR 7TH, 2013 | SYNTAX: NONE | SIZE: 0.18 KB | HITS: 590 | EXPIRES: NEVER
DOWNLOAD | RAW | EMBED | REPORT ABUSE | PRINT

-

focus on this target for #0pIlsrael

isoc.org.il

cc.huji.ac.il
81.91.161.69
128.139.6.66
128.139.34.248
192.115.210.68
149.28.56.132
192.115.141.253
192.5.4.1

192.115.218.58 : et

Don't Panic lsrael ! These are just some Bomba of The Resistence *_* Muslims are Everywhere *_* Alkhilafah is Coming Soon Insha®Allah »_*
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#OpTurkey 2013.6.4 - MEEE

Anonymous declares #0pTurkey, attacks govt websites in

support of protests BRI T B

Get short URL

- A

A demonstrator wears a Guy Fawkes mask as protestors clash with Turkish riot policemen during a

protest against the demolition of the Taksim Gezi Park, in Taksim Square, in Istanbul (AFP Photo /
Bulent Kilic)

FlLike 9.3k wr Tweet| 3137 ©5 10 points 0 1 g4 ¢ 101 ﬂ
The hacktivist group Anonymous has taken down the Turkish Tags

President’s website, along with that of the country's ruling party, |Anonymous, Clashes, Internet, Mass
MO&S operation #0pTurkey kicks off in support of the media, Palitics, Protest, Social networks,
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#OpPetrol 2013.6.20 -

& #OpPetrol fjh'EE/EE * tXEﬁ(:j‘jjé}ﬁ%ﬁ

BY: A GUEST OM MAY 11TH, 2013 | SYNTAX: NOME | SIZE: 2.47 KB | HIT5: 873 | EXPIRES: MEVER
DOWHNLOAD | RAW | EMEBED | REPORT ABUSE | PRINT

1. Greetings Citizens of the World, We are Anonymous.

It has been a long time coming, operation petrol, will be engaged on the 28th June 2813.

This operation will include the U 5, Canada, England, Israel, Saudi Arabia (only Government), China, Italy,

France, Germany, Kuwait (only government) and Qatar (only government).

As petrol is sold with the dollar currency of the U S we find this not acceptable when the o0il should be sold at
the country of Origin, making petrol a lot less then what you the it et

16, 5audi Arabia you have betrayed your fellow believers with your coope

much pressure on families from arcund the world, you allow this to h

Back in time the middle east had no such currency as the dollar, it
agree with this paper currency idea and it iz too the advantage of tt
with their taxes make it impossible to predict the price of gasoline

billionairs, continue to build on their obscene fortune.

14. ¥You may not already know, but in the future, electronic transfer of r

way of all transactions by 2828.

What you do not know, is when this occurs, just like in Syria, vour

funds and retirement money at anytime they wish to steal it.

The U 5 is known for creating war for the purpose of stealing Gold,

doing in Afghanistan still to this day, but you are not aware of thi
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#Opkillingbay 2013.11.x -

4 #0pKillingBay: Stop the Slaughter
BY: A GUEST ON MOV 8TH, 2013 | SYNTAX: NONE | SIZE: 3.37 KB | HITS: 794 | EXPIRES: NEVER
DOWNLOAD | RAW | EMBED | REPORT ABUSE | PRINT

]

Il

=
=] |
Welcome World:

"TOKYD — The Japanese village notorious for the dolphin hunt documented in the film "The Cove" has slaughtered a

pod of dolphins but spared the youngest animals, activists said Tuesday.

Most of the dolphins caught by residents of the seaside willage of Taiji on Monday were butchered Tuesday, except
for two that will be sold to aquariums and six young animals that were released into the ocean, sald Scott West, a
member of the Sea Shepherd conservation group wha is in Taiji as part of a campaign to protect the marine
mammals.Lleilani Munter, an environmental activist visiting Taiji from Charlotte, Morth Carolina, also witnessed

the hunt and saw the dolphins being cut up in the slaugherhouse.

"There is nothing to prepare you for seeing it in person. I saw these beautiful dolphins being driven into the

cove, and they came out dead bodies,"™ she told The Associated Press.

For years, Taiji has held an annual dolphin hunt which begins in September and continues through March. It has

traditionally sold the best-looking ones to aquariums and killed the rest.
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1. #0pKillingBay Target List

.maff.go.jples

3

3

.kantei.go.jp
dJnto.go.jp

3

Jpf.go.jp
www .mofa.go.jp

:

3

LEAV.E0.dp

[Tu]

www.stat.go.jp

.mof.go.ip

3

11. www.cao.go.jp

12 .| www.F=a.go.jp

.Apa.go.jp #fuckthepolice

3

14, www.Soumu.go.jp
.moj.go.jp

16. www.mext.go.jp

3

Ti

17 .| www.mhlw.go.jp

.meti.go.dp

3

o]

19, www.mlit.go.jp

3

.shugiin.go.Jjp
21, www.sangiin.go.Jjp
272, www.courts.go.jp

2% . www.town.talji.wakavama.jp
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#Opkillingbay
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31% 27 %

Online gaming Vandalism/nihilism
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Operation Ababil

“Izz ad-din Al gassam Cyber Fighters” (&
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Operation Ababil

NAME / TITLE ADDED
Phase 4, Operation Ababil Jul 23rd, 13
Operation Ababil pauses this week, may Tth-9th hay 6th, 13

Phase3, W9 Cperation Ababil
Phase3/W§ Operation Ababil
Phase3/M7 Operation Ababil

Phase3/ W& Operation Ababil 3

Phase/2,w/4; Operation Ababil

N R Operation Ababil, Phase 2, Week 3
Phase3/ W5 Operation Ababil
| g smidl / 2l A 2l

Phase3/W4 Operation Ababil Phase 2/w2 Operation Ababil

Phase 2 Operation Ababil

Phase3/ W3, Operation Ababil
Al bl L6 sl

Phase 3 /W 2, Operation Ababil Y e ol £Vl

- - The &6th W Q tion Ababil
Phase 3, Operation Ababil e 6th Week Operation Ababi

Ul Sldas uslsdl £ sl ..
Operation Ababil, AIQASSAM ULTIMATUM

& & & ¢ ¢ & & ¢ ¢ ¢ ¢ e

Y ol ] gl ..

The fourth week, Operation Ababil

Serious Warning, Operation Ababil

& warning, Operation Ababil

& yand G 164l ol

& & & ¢ & ¢ ¢ &G sEsEe
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Apr 30th, 13
Apr 23rd, 13

Apr 16th, 13

The 5th Week, Operation Ababil : 8 == 0!

Operation Ababil : second step over chase.com

Operation Ababil : second step over chase.com

Bank of America and MNew York Stock Exchange under ...

EXPIRES HITS

Mever

Mever

Mever

Mever

Mever

1,030

2,215

1,197

1,285

08

Jan 1st, 13

Dec 25th, 12
Dec 18th, 12
Dec 18th, 12
Dec 10th, 12
Dec 10th, 12
Oct 23rd, 12
Oct 23rd, 12
Oct 16th, 12
Oct 16th, 12
Oct ath, 12

Oct 8th, 12

Sep 19th, 12
Sep 19th, 12
Sep 18th, 12

Sep 18th, 12

MNever

MNever

Mever

Mever

Mever

MNever

MNever

Mever

Mever

Mever

MNever

MNever

Mever

Mever

Mever

MNever

3686
1,665
544
2512
8,888
507
470
2,477
604
6,239
957
5,830
1,578
1,969
2315

12,363

MNone

None

MNane

MNone

MNone

MNone

None

Mone

MNone

MNone

MNone

None

Mone

MNone

MNone

MNone




Operation Ababil

We have already stated that remowal of the offensive wideo, IMMNOCENCE OF MUSLIMS, from YouTube is the simplest
solution to stop the cyber-attacks.

During last week the below list of banks and/or financial services were being chosen as target:

Regions, American Express, KeyCorp, Ameriprise, and US.HSEBC

Based on the formula which is approved for paying, the united states must still pay because of the insult:

INRTCOEFTANHIBRESNDBET
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BRHNZRDRAATZIIVF - 57— & YIVF - NT MLDDDOSKE

« PHP. WordPress & Joomla H— DDoS Attacks on Banks Resume
} (_/\O){%l Experts Warn Botnet Getting Stronger

¢ ;FEQ'&/\O I\) I/(L_ J: 5 |_—| H%I&Ez By Tracy Kitten | February 26, 2013 | Follow Tracy @FraudBlogger
GET HSJ:U‘POSTTj |J }='ODHTTP # Credit Eligible & @& -1Email W Tweet EjLike [f]share

HTT PS (L_ ;(:I- g_ 5 Iyﬁz "WELLS FARGO lzz ad-Din al-Qassam Cyber Fighters has launched a new wave of

distributed-denial-of-service attacks against U.S. banks and credit

— D N SDI |J 0) 770 |J /\ODIQEﬂ @'PNC@C;“RB’ unio»ns, and experts say institutions can expect more incidents in the
~ UDP. TCPSYNICKB TS w RIgZgs & | BBY 0, =
VICMPZEIEH E T BIPTO RIILBEE | e 0 s s s st

s reportedly targeted as part of the latest attacks.

pankof N“edcaA REGION

KrebsonSecurity O —DiSEeFDOIE
~ 8% DREFENSBWERNGED/ T v haxt
19 DDoS Attack on Bank Hid $900,000 Cyberheist - ERADEBRBOERION U TREZREST
A Christmas Eve cyberattack against the Web site of a regional California financial - I& 27).(7_]%% IJ 7) I/g/]/.[)\t *ﬁ;

institution helped to distract bank officials from an online account takeover against one of its

clients, netting thieves more than $900,000. - E > ,r b—_ 3,3 / (L_}l_.\LT‘ L/ t ;%E < /\‘g '\) b%,ﬂ%IE g—
DHEENE

At approximately midday on December 24,
2012, organized cyber crooks began moving
money out of corporate accounts belonging
to Ascent Builders, a construction firm
based in Sacramento, Calif. In short order,

the company’s financial institution — San
Francisco-based Bank of the West —
came under a large distributed denial of

Ve S
:,.;I‘:.. s z R
istribute: enia o
service (DDoS) attack, a digital assault
which disables a targeted site using a flood of junk traffic from compromised PCs.
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DDoS WEDWEHE

12 %
13 %
15 7%
16 7%
18 7%
19 7%
20 %
21 %
23 i
24 %
25 i%
26 %
28 %
29 %
30 i%
31 i
32 %
34 %
35 %
36 i%
40 %
42 7%
43 %
45 7%
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Enterprise Lessons Learned
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RIT77 TV —2 3> DSSLICHT B
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o I MDD CERZEHTD

CHALLENGES

o OJAHME(CX I DBRUICERZTH T,
A>T S5A 7 > AROEHI T

e DDoSPAEl(. SE&EhlkiestiE (BCP)
DB TIRIFNUITIRS TR0

* ADC (Application Delivery Controller)

» ZEEDDoSkh1ElD RN

RECOMMENDATIONS
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MSSP Lessons Learned
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TIVr—2avE | EROFEERN-IELEM

Survey Respondents

Targets of Application-Layer Attacks Multi-Vector DDoS Attacks

90% ® 86% HTTP
©® 70% DNS

37% HTTPS

70% ® 31% SMTP
® 17% SIPNVoIP
60% 9% IRC
® 10% Other
50%
40% |
30%
20%
109 v
0% .

Source: Arbor Networks, Inc.

80%

© 46% Yes
® 28% No
® 26% Do not know

&

&

Source: Arbor Networks, Inc.

. ;g%ﬁ —2 3 VENDRETIE. HTTP 8&KTU DNSH—EXNDIRENKEID Z
« FZ. HTTPS (S 9 3IREERIGF L DIENN
- EEBOFLL S MERDFEZTHWZIREZREERL THD. BiFE b 60% 18N

~ BEOFEZAVWCHRECHRN (ST DZH(IC(E. BEDOL A7 TS X5 LAZBE
IRDTENERE=ND

— 2012FB4MN¥HA[CE C D TEREIDOERIY — EXMEZ RN & UTERE (L. &=I2DH)
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ARBOR Peakflow SP

Anomaly b= T 1w O DB

25%DA 25 —FRW | - ;
\ NS T 1w D%&ATLASTUNE

ARBOR ATLAS Data Center
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ARBOR ATLAS Sensor

ATLAS Sensor

ATLAS Data Center
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Arbor ATLAS - 1 29—2Y bRL 2R

» 275U EDISPIS U )L A AT —FZ2HEB
— —IEs(CBENICXMLT 71 )LZHTTPS TTATLASAIX(SE
- BaUEFE I 71MILT., TaDIEHROFNEEND
— EEEROis (77, 3—0Owv/ (&)
— JO/)\A A —5ERI (Tierl, Tier2, A>F >V O\A S — o —T)L55)

« >—%(3Flow / BGP / SNMP DHEEIRIFHN S 4K

— Arbor Peakflow SP 704520 bDFDODFT—4
— U7ILF A L TDFlow/BGP
- ESAT RS Ta4v D
— Network / Router / Interface ZFdDTraffic Reporting
— BRVODRAN(DDOS / %2 L TL\BSubscriber)
— BEORITFE

» ATLASIFIRTER A#69.7TbpsdO bS5 T 4w OREZF UL TL)
=S
- c_n(abr/; 2w SRS Tav oD% DEIEELSOHET

EEEEEEE




ATLAS T—J)L DA FTR32013FEDDDoSKELAF

BPSDOXZV\WKEHMS|SHESIBATWVWET,
» 1GbpsZBX DIREDEISH LF
= 21% (2010) > 29.5%(2011) -> 33.1%(2012)-> 53.91%(2013)

» SRIFEOMEBICKR U TIMppsA FTOEIEGH B LR
= 87%(2010) -> 65.07%(2011) -> 62.2%(2012) -> 77%(2013)

» FEEE R U FEIIRED X
- 2012: = 2013 Q1/Q2/Q3:

= 1.48Gbps (2011F £ HE L T20%DEE) = 2.64 Gb/sec (20124 £ LB L T78%MD L F)
= 1.48Mpps (20114 LB L T11%D EE = 982.16Kpps (2012 & Lh L T34% DA

0.62%

20114 BPS 168%_~\_2012%F BPS 20134 BPS

2.30% 3729 3.02%

9 0.50% 11.06% 2. \ 9
086% __— 10.17% 1.04%

i <1Gbps

w >1<2Gbps
i >2<5Gbps
i >5<10Gbps

>10<20Gbps
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ATLAS 9—J)LRD4 RTR32013FEDDDoSKEL R
BPSOARZEWVWKRZDEISHE UL LHELULTWVWET

» 2012F LU TCTINETIC = 10GbpsH#iBX DEIAMIEE (CAE <&

20GbpsziEx DI EDENZ4.5 = 20124 2011FEH'569.4%D LR
B &R » 2013%F 20128Eh'576.5%D+H
= 2-10GbpsOREEIEN LR » 10GbpsZziEX 2E|5(34.06%
= 9.3%(2011) 14.78%(2012) » 10GbpsZi#BR DFHIDIREY 1 X (&
37.1%(2013) 18.47Gbps
20124 BPS 20134 BPS

i <1Gbps i <1Gbps

w>1<2Gbps w>1<2Gbps

i >2<5Gbps i >2<5Gbps

i >5<10Gbps i >5<10Gbps

>10<20Gbps >10<20Gbps

% 1. >20Gbps . >20Gbps
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ATLAS T—J)LRDA RTR32013FEMDDDoSKEM
BPS(CERMHBHMN. PPSIERSUTWET

» PPSOIREY A X(IEEDL > TR :
= 2-5Mpps - 12.7% (20124F) 7%  (20134F)
= 5-10Mpps - 4%  (20124) 1.84% (20134F)
= 10Mpps - 1.96% (20124) 0.8% (20134F)

1.84%

20114 PPS 20124 PPS 20134 PPS
4.04%\71._17%/_0.27% 4.04% \,1'64%/'0'32% 6.96% N\ 0.16%

064% _—
1

W <1Mpps

w>1<2Mpps

u >2<5Mpps

i >5<10Mpps
>10<20Mpps

. >20Mpps
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ATLAS 9—J)LRD4 RTR32013FEDDDoSKEL R
FEIFEIDOIMEN K D —HigH)(C

= 2RDFI87.5% M1 T DINE  » 10GBpsZTiBR DI IRERF R (2051773
= 2012&£ R UTI0%EBED LR » 12BRZEX S WERIS (TR

» FDOIRERE (X 20FR118597 C. = 4.75%(2010), 3.7%(2011),
2012F S LEET D & 767 Fa4HE 3.5%(2012), 1.3%(2013)
1.72% 20124 KEERSRS 0.76%

=

7.91%
w >30<60 Mins 1w >30<60 Mins
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