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Passpoint 1.0 (Hotspot 2.0) )
A —hWi-FilZ &k D THEBEIZEZ SWi-Fin
Wi-Fi CERTIFIED Passpoint: Wi-Fi Alliance£%2012/7|ZBit5 L= E A5 L

Passpoint 74>

=

S

Passpoint(Zd&k Y &—LL R7EWi-Fi ® iiiics
B CTRBGAPAERSES

Use Passpoint

[ /7'_:/3?/% ‘bj_/\o b_g% .I Fi auto-connection via

3 Passpoint Roaming

Check for Internet service
*heck if Wi-Fi Internet service is

00 0=
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Wi-Fi timer
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WEFA Passpoint Certified

Passpoint 1.0 (Hotspot 2.0) Information Elements

Beacons - Broadcasted

Venue Type

HESSID

Access Network Type
Internet Service
WebAuth Required

Advertisement Protocol Info
ANQP

Roaming Consortium Info
Ols Info

BSS Load Element

Other Network Feature
802.11v BSS Transition
Proxy ARP
Multicast/Broadcast Filter
Peer-to-Peer block

ANQP info - Query based

802.11u Std

Venue Name

Roaming Consortium list
Network Authentication Type
NAI Realm list

3GPP Cellular Network Info.
Domain Name list

|IP address type

HotSpot 2.0 ANQP element
HS Query list
HS Capability list
Operator Friendly name
WAN Metrics
Connection Capability
Operating Class Indication
NAI Home Realm Query




Passpoint 1.0: Packet Flow

Beacon with 802.11u Interworking IE

Probe Request

Probe Response

Used if

GAS Initial Request

response
requires GAS

GAS Initial Response

fragmentation

GAS Comeback Request

GAS Comeback Response

Authentication (null)

Authentication Response

HS2.0/802.11u-

Association Request (SSID)

enabled
connection -[

Association Response (AID)

manager
supplies

802.1X (EAPOL-Start)

SSID to join

802.1X (EAP-Identity Request)

802.1X (EAP-Identity Response)

802.1X (EAP-Auth. Exchange)

AP/WLC

Number of queries
and query content
is mobile
implementation
dependent

Pre-association protocol
using 802.11 public action frames
for GAS L2 transport

ANQP provides NAI Realm, 3GPP
PLMN ID, etc. so mobile can select
roaming candidate network

802.11u doesn’t
change the
authentication
procedure

RADIUS (EAP-Auth. Exchange)

802.1X (EAP-Success)

RADIUS (Access-Accept)

4-Way Handshake (PTK, GTK)

AAA Server

Realm and EAP

GAS exchange

= Method learned from



Wi-Fi Passpoint vs. ANDSF

Wi-Fi Passpoint

ANDSF

Using =

n
v

Operator Roaming(11u)
Network Quality & Info(HS20)
What WiFi enhancement

Security enhancement

Operator Roaming
Network Quality & Info
WiFi enhancement

.11u Probe Scanning
How  anaP

Combine 802.1x supplicant

3G-to-WiFi Offload based on
Location (GPS Co-ordination)
802.11 SSID (BSSID,ESSID,HESSID)

B WiFi Alliance,
y Passpoint Certification

3GPP
Passpoint Certification




ANDSF & Passpoint : QoE assurance with WLAN Radio
& Network Quality support

S14

-

) Operator SSID

fn@® OTHER SSID

@ HOME sSID
— r B

802.11u 9

ANQP
IE WAN Load

c-ANDSF

A SSID - Location (Zone) & Load
#1 WiFi, RSSI Th
#2 3GPP

HOME SSID RSSI -45dBm
OP SSID RSSI -55dBm
OP SSID RSSI -60dBm
OTHER SSID RSSI -80dBm

Scope: Wi-Fih‘F| ARl §E45 3577 CISTBEBRIZFIR T 508, BREICWI-FiS T FILEXUN
VIR—ILR YT =BT FITRIVREBZHEN DS,

Setup

- ANQPZBELTRYRT—I D AMOFERREDIEHREFD

- ANDSFRUS—ZELT, EFICEDRYNT—VEFBIRT D ERD D,
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SP Wi-Fi

AAA | RADIUS
DIAMETER
HLR / HSS

Integration / Roaming
Authentication point
EAP / Web Auth

HSRP/ GLBP
1:1 Redundancy
N:1 Redundancy

ACE based

Single SSID

Multiple SSID

FIREE R

Before / After ISG
At LMA
External DHCP
IPv4 | IPv6
Pool depletion
Location based

When to redirect
L4 /HTTP 302
Who redirects

Redirection Portals
Web Authentication
Self service Portals
Whitelisting
Location based

Keep alive
Idle Timeout
Quota enforcement
Policy enforcement
Session differentiation
Session Initiation

Start and Stop
Records (CDR)
Who sends them
Integration with
Existing billing
Gx/ Gy / Gz
Policy definitions

CAPWAP
Fragmentation
PMIPv6 (MAG/ LMA)
L2TP (AZR) /| GTP
Autonomous AP
MPC integration

Security
Zero touch rollout
Legal Intercept
Parental Control
Analytics / planning
Asset tracking
Rogue AP’s

WiFi only mobility
Hierarchical mobility
WiFi / Macro

Roaming agreements
Mobility events
Anchors / tracking

Provisioning
Pre-paid / Quotas
WiFi only users
Transparent logon
Service profiles
Self service portals




el /7%

EAP/802.1x — WLC Authentication / WAG - Authorization
Secure SSID

U—LURGEEEEAAIEE, LWL TAT UM FTHHREINNE (certificates,
username/pwd, etc)

RO L TLIDIHE [EEAP-SIM/AKAIZ &K 5 — L L AR AV AT RE
HS2.0&DHAEDLEIZEY. FYEELZA—ID T P —LLRAY—E XM ATHE

Web login — 7R—& LR —X M Authenticationd & U'Authorization

Open SSID

DIATLDEBREIEFE, TXTWebR—X
—ERJAULIERIIMACTRL RAZE AL =S BIET VXA [ EE (MAC-TAL)
ZLDSIMERHLILZL\WI-Fiim RKRDFELNHY. FEZELH D,
SEMABBNEGLUREZH DA A - MAEZFHRAHORNFYU X

O AVR—EILE LUV —ERFIRTI BT A HARE
RKEHZWalk-by 1l —FDEREEEETLINENHD
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TELARER, BE

<L D> FY é’l’C%ﬁﬁ\?
WGb?L‘?EIE:L_-U- = n]._tﬁu
EAP / 802. 1XnL. anZ:L -U- EL- ;IET&

<EZT> RYRT—ODEDENS (Default RouterldF#EAY) ?
7oAy T—0 WAGHLLIZE/ NN IL/IN YT

<HEM> PRLRZEILWLVHE I H (DHCP-ServerlIERERIE (X)?
Local, External £,L<[& Relay/Proxy functions

<IFZZ>ENYHTEHH?
option 82 AL \=04 —2 3 R—ADTFL XL H
VRFEE T DTS4 R—FET7RL AL H

T D th
UL PN
DHCP!)—X %A L
TJO0—RFvRARRASH AKX
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MAZEEY I DR T

v a3 {ERk(First Sign of Life - FSOL)
DHCP initiated (L2 connected)
Unclassified MAC (L2 Connected)
Unclassified IP (L3 routed)
RADIUS proxy/accounting start (L3 Routed)

Ty afRT
|dle timeouts? Keep alives? Quota?
DHCP lease expiry
Authentication timeout

24
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vy g B

H—EXDERIE
Gold / Silver / Bronze 7R —®MD3E1T (QoS, Policer and ACL etc)
GRS —DO TV T T—k
DPI, R7L>4A)Lavka—)L

QuotaZzE1T
BIEERN—X FEIAN—X

Location based services
04— 3 EIlm@EGPortalZiE R, O —2avICiGLIL &= ER(E
FES—La Y —EX

Free services

Open garden
Whitelisting
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Wireless Access Gateway (WAG) D&Z|

FIZTHITRIFGAN—TTLR—V(MAEEEWEEXIFDIL—F L TEEINS,
BRI -thiHR, KR —2 TEREEFH

¥R R 135 B HNio D 0 A 58 A

BAlBHRMAEDHOND
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L ARUR (7)][1)\%-&‘//3/}

= INTYRAYS —IGERIEE

BRRIEY—EX [
BEWIL—ILEEA:
- EC#‘BE%’ELTL‘%}#‘ Session creati
« fA[ZEPHBELELTLNAD authentication

BT —EX,
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“MABDTI3> Dynamic Policy
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WAG : v 3 U EEIEEE

v g DL,

THIOUT 4V

Keepalives: ICMP and ARP based
Timeouts: Idle, Absolute
Portbundle (PBHK)

QoS: Policing, MQC
Security: Per User ACLs

Subscriber Address Assignment Control
Redirection: Initial, Permanent, Periodic
VRF assignment: Initial, Transfer
GTP or PMIP tunnel assignment

PostPaid

Prepaid: Time/Volume based
Tariff Switching

Interim

Broadcast
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WAG: &y a4 75475

Subscriber
DHCPEA%A DHCP5E T A& EREE Er9 Y —E X E A
TO T1 T2 TN
| | I e s
Subscriber Subscriber Koh Koh
Session Session Subscri ession Subscri ession
Q ) Q ) 0:5: o:ﬁ:

|dentities IPAddr: 2 IPAddr:  10.1.1.211 IPAddr:  10.1.1.211 IP Addr:  10.1.1.211
Username: ? Username: ? Username: koyamash Username: koyamash
Services I Service:  DEFAULT SRV A Service:  DEFAULT_SRV Service:  PPU_SRV | Service: PREMIUM_FR_SRV
// \ - J //i
- / — N o
| PPU_SRV | " PREMIUM_FR_SRV
DEFAULT SRV Pay Per Use Service: Flat Rate Premium Data
Only permits management - Permits all traffic Service:
traffic through the session - 512K/IMbps US.IDS - Permits all traffic

| | - Accounting enabled on session | | _
N~ / \_ - 1MI8Mbps US/DS
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cSRR—b 7\ R—

Layer 2

AL—AGEO—IVITNES

IR Al F THAMACT FL REHRMNRFEIND

ATr—ZE1) 741245 (FRIKZLDSwitchB#EZFDMACR 7 —)LIE128KLELT)

Layer 3
XR—DA RT—5E)T1I2EBNDS
HOTSPOTLZETEZLAHWLWL NS,
AL—XBEO—3IVTHERE IPFRLANEHD)

IGKMAEFIRRDFRNFELTHEHLNTOAMACITERN T—2/ VbR
FEtnily, (DHCP Lease QueryZi& MWorkarounddl))



S XAR—k 7\wo7R—)JL Cont.

Layer 2 Tunnel
Layer3rvkT—> EIZBHIZRELayer2 Ry D —O N EETES
MAC7 FL RIEHMREFFENS (RLA—XGA—2Y)
L2 ScalefSi#8X5% 5
(mac-tablet( X, arpT k)% & UBroadcastk A1)
CAPWAP, PPP/L2TP, L2VPNE LUV EoGREZLG EHR R IER RV A

Layer 3 Tunnel
BHICRERYENT—IHNEBETES
MACT7 KL R1E&RIZRIEa bO— LT L —2 TiniE
IP7RLRIIRFEINS (RL—XGEA—ZY)
ScalabilitylZf8. 5
PMIPV6A>L3VPN#LE
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EE ) T4 EOSIET LD B R

= L2[FBEULN Y RS —)LIZ[E&E }

= LIRS —ILIZEENS

to-EndZgt v a8/ R

= L4/5tyi 3 EEIZKYENd-
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)\ — — ~4 2L
= )T 4T XA SRR TG
Layer 2 Layer 3 Layer 4 Application Layer
Ethernet LAM ( Local Area
: Mobility ) : SCTP SSL Reconnect
Spanning Tree s
MIPv4/v6
PPP /L2TP DSMIP (Multl;n-;fhPTCP) SIP Re-Invite
PMIPv6 P
GTP LISP ILNP Adaptive Video
EolP / EOGRE L3VPNs WAAS
L2VPN MOBIKE
CAPWAP HIP
L2TPv3 LISP
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ETDTHEAIRYNIT—I(RAT)IZHE@ELTHh—HRA2 -

ETOT VAR YT —=DIZH@EMAE BRI F
Eg. MAC7KL X, MSISDN or IMS|

HBDTRLAT—IILHBLDILLNVEL

HBDEALFIE

BNV IV EHFF
Wi-Fi, 3GE LN4GEF -V EBEDRESE. LBEOMAZFY—EX
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Ethernet over GRE k12 )L

GRE Tunnel

> @

E
Sinemet 0¥ = WAG

o AT—kL AR ILIE D) TLight Weight

- Intra—-WAGAHA—=2>% Tld. El—SubnetELYIP7ZRL R (TR
FEnsd,

- Split Horizont%gE(Z &Y . RELZTO—F X AT T 0% ]
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CAPWAP [c]—3a2k (WLC)N

\JI

, lﬁl_jpl\n_swn_spﬁsli\ LTBAC.IPAddress,AP,QoS,Security,...
D5AT > |~7b§|ﬁ_|—j‘/lxn—5— WLC-1 Client Database
EC FDAPH THREILIZIG SIS
HEITD

= 9SATUMEIBERIEENFTLLY
ng:LUT»r'IZJ“/El/h“*ﬁﬁé*L

« aAbA—SIEXOTAT T3
R—RZEEBHIES

“ IPPRLRADEREITFEELLL

Data Traffic Bridged
Onto VLAN x

Pre-Roam Data Path

Post-Roam Data Path

Client A Roams
from AP1 to AP2



CAPWAP > kA—5—(WLC)fEL2O—32 )
avka—3ZRIA—3VT X, 94T UM ELSOV N A—F5—B T D
AP TREILI-GSIZERE TS

2270 ahrA—IARI—DL2RA YD —DIZEfESNTWSIESdaY
rO—S5—[EL2A—SU 9 AEREIND,

OMA—SIEISATUONT—E3R—RZEHIES
IP7FLUADZEREITFEELGL

3 | Client entry moved to new WLC =
‘C!xant A: MAC, IP Address, AP, QoS, Security, ... | L‘ Client A: MAC, IP Address, AP, QoS, Security,

WLC-1 Client Database WLC-2 Client Database

ata Traffic Bridged 4 Data Traffic Bridge
From/ToVLAN x g From/To VLAN x




CAPWAP o> +O—5—(WLC)MEL3E—32 T

= aOhA—SEIA—3VF 1. 9547 UM EL SO FA—S—BEE T DAPREI T
FLI-BEIZHRETS

= 22QarcA—3RI—FEY T4 IIL—TIZEL. EEDL2RYNT—DIZ8E
SN TUWVEWNMEES ., avha—5—RIL3A—3V 9 AEEEINS,

= O hAO—5/IZIPOER U RILDMEEIN ., V54T b T—2IE TN -arhO—
IIZREIND,

= OAVMA—SEISAT T —AR—RZEHIES

= IPPRLRADEREIIFEAELLL

—VLAN X e—mm
A
I t
Mobility M Exch

(\—

WLC-1

Anchor
Controller

/7 .
y Foreign
Controller

Preroaming Data
Path




Proxy Mobile IPv6

o« FYRT—HOR—=ZADEE)TAI)21—3>
1. RRARR—ZEET4: (MIPv4, MIPV6)
HSATUMIDEENBE,

2. FYrIT—HEEYTF1: (PMIPV6)
HSAT UMD B ELIZEE Y TR 121,

» FEGEETAINGA—EINFETHS=O. FILLWT IR IL—F iR
LTEHE/NAIL/—FIEK DALY
MN’s IP address & anchor point
ENAIL/—FDIPTRLAR VT oA—RA Uk
ENAIVL/—FDTIAILNT—bozA
—kDTAMACF7EL R (or Link-Layer address in IPv6)

- Mobile IPv6 protocolzBF|HL. 7R IL—2ET7 U A—IIL—R TR 3
IVEIBET B,



PMIPvG: MAG

Mobile Access Gateway (MAG):

« MAGIZEIZT7IERIL—E3ELLUET7—AMRYTIL—R2ELTENMET B, is always the
access router or the first-hop router in the Localized Mobility Management infrastructure

for the Mobile Node.

« BEEUTABEDL T FITEENAIL/—RIZEHH>TITI, Performs the mobility-
related signaling on behalf of the Mobile Nodes.

« MAGIZENSIL/ —FDBEIZTE=_2—T 5% E|Z+H D, Attach / Detach
o BEI—FAURIZEREET S,

- 1D Prefix MAG

MM 1 Prefl1::/64 MAG 1
M 2 Pref2::/64 nMAG 2
MM 3 Pref3:/64 MAG 2



PMIPvG: LMA

Local Mobility Anchor (LMA):
PMIPVER A/ DR—LI— U SLTENME

ENAIN/—FDToH—RARELT. R—LRYET—OTLTav IR
RIS,

ENAIL/ =D, BLXUOENMIL/—FADRT T4V IIETARTLMAZREBT S EELED

ENAIV/—FDINAO T4 T FHRERFTS.

Prefix MAG

Prefl1::/64 MAG 1
Pref2::/64 nMAG 2
Pref3:/64 MAG 2




PMIPv6: PBU & U PBA

- Proxy Binding Update (PBU)
MAGMLMAZELND VI RR Ayt—D

BN/ —RER—LRYNT =TTV IV IRDINA VT AV TEEEL B
HEDTT7AITFTRELAELS (Proxy- CoA).

- Proxy Binding Acknowledgement (PBA)
LMAMSMAGIZZEESNDPBUIZH T BHL AR R4y

ENAIV/—=RIZEIY B TONDT VIV IR, TIFHINT—bIzAE LV
DNS7FLAEEMAEEND,

NEDEHREELEIZ. MAGLEIZTDHCP Offer*vyt—U BNMERSIE/ AL
/—FIZ@EREn5,



PMIPv6: IPv4E KNPV D) H7Rk—k

PMIPV6R AL I WNMZTE N IL/—FRIZIPV4, IPVEE LT
Dual Stackt—E XM HHR—kch B,

MAGELMARI D RS RAR—b Ry kT —o L TIPV4, IPVEEH
& U Dual Stackr vk —I MW R—bkE b,

IPv6c52 AR—bk _ETIZIPV6 in IPV6 L 4y
IPvAbS 2 RAR—bk ETIEIPVv4 GRETV X vy TR,



PMIPv6: ¥k /2 75Use Cases

1. MAG on WAG, LMA on PGW

cAPWAP g mmmmmoommmmmm———---—-
(control) L2 | ____.7 0 o s
AP CAPWAP WLC WAG Offload GW PGW Internet
(data) MAG |< >| LMA
PMIPv6
2. MAG on WLC, LMA on PGW
CAPWAP
(control)
AP WLC PGW <«——> Internet
CAPWAP PMIPV6
(data) MAG € > LMA
3. MAG on WLC, LMA on WAG (SaMOG)
CAPWAP
|
AP teontre I wiLe WAG L PGW Internet
CAPWAP PMIPV6 GTPv2
(data) MAG LMA
4. MAG on AP, LMA on WAG(SaMOG)
CAPWAP
(control)
AP WLC WAG PGW Internet
GTPv2
MAG T > LMA

(data)




Mobili

e FE 2

Management

“ T4 a—2 3 0Of

Subscriber authentication
Tracking

II||--

II"II.“ 3 d

e s

Domain

Mobility T

MAG/AP

802.11(x) [NCAPWARPS PMIPv6

Common IP pool
Common Anchor
Same Subscriber ID
Same Session ID

T

PGW /LMA

Or SaMOG
i,
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AP/

L3 LMA

Subscriber
Policy Enforcement

AN
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Internet
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SP Wi-Fi Wireless Access Gateway

Access Network
AP Policy
Portal DHCP AAA

W - :
i Internet
Home ' Services

Network . >
\‘Qre/_) :

Community
WiFi




Hotspot Deployment

* L3-connected network, L2-connected

Connedctivity network
Unclassified IP, RADIUS Proxy initiator

IPv4 Clients

IP Addressing External DHCP Server

Open Access Wi-Fi Services
» WWeb Authentication
Services « EAP-SIM Authentication

« Dynamic Service Selection

» Mobile Data Offload




Hotspot Deployment
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Hotspot Deployment

DHCP / DNS Portal AAA | PCRF
# # # | soap/rest [ #
v o ++ e ->I
, U # ] it = # L
,/, b\ L4 " l
~ \ Redirectior et
HOTSPOT . e N | /,
— ot DHCP Lease \\ ' 7
'ﬂ ,// Query \\PBHK/" ,,ﬁADIUS/
e 8 .
U
hllry B
/',
L3

AZR
(Access Zone Router)

Am.

Subscriber

Sessions

Subscriber
Services 0

Internet



Hotspot Deployment

UEe AP AZR WAG DHCP WEB Portal DMNS PCRFEAAA Internet
[1] DHCP Diiscowver g
Lt
[2] Pro:xy DHCP Discowver >
S [3] Proxy DHCP Offer
-
L [4] DHCP Offer
-
eque
5] DHCP Request o
Ll
[6] Proxy DHCPF Reguest !
-
- [7] Proxy DHCP ACHK
-
- [B] DHCP ACK
.y
[9] IP Packets /| ARP >
Session Created
[LO] DHCP Lease Queny .
-
[11] DHCP Lease Active
#
[1L2] Access-Request
(Calling-Station-1D: UE's mac-address) >
- [13] Access-Reject
-
[14] DMNS gueny e 3
Ll
Log [15] DMNS response
-
[LE] HTTP GET il [L7] HTTP GET
o (L4-Redirected to Portal,
source-ip natted by PEHK) >
L [LE] HTTP 207 (htpJ//=Portal ip=)
.y
[19] Soap messages
( ask client's info) e
Ll
™ [20] CoA request ( ask Client's info)
.y
[21] CoA Ack [ session id ) >
[22] HTTP Sessions >
Client gives IDIPASSWORD‘—|
[23] Soap messages
{ clients credential with session id) -
Ll
[24] CoA Reqguest Accout Logon
- (src_ip, id and password)
[25] Access-Resuest
(ID/PASS) .
Ll
[26] Access-Accept
. (Subscriber's features)
.y
[27] CoA Ack .
Ll
[28] Accout Start .
Ll
[29] User Data .
Lol
L [20] User Data
.y
UE AP AZR WAG DHCP WEB Portal DMNS PCRFAAA Intermet



Metro Wi-Fi Offload Deployment

e |L2-connected network

Connectivity - Unclassified-mac,
« DHCP initiator or Radius

: e |[Pv4 Clients
IP Addressmg e External, Internal DHCP

« Stadium, Metro Station, Venue
* Open Access Wi-Fi Services
Services « Web Authentication

« EAP-SIM Authentication

« Dynamic Service Selection
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Metro Wi-Fi Offload Deployment
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Metro Wi-Fi Offload Deployment
Out-of-Band EAP-SIM Use Case

Venue ffr
r :_’;I

DHCP / DNS AAA / PCRF
= =
# # Pl W
N ST
AN EAP over /* /
DHCP %\, RADIUS ,* !

CAPWAP

Subscriber
Sessions

Authenticated by WLC
Authorized by WAG

Subscriber
Services b

Internet



Out-of-Band EAP-SIM Use Case Call Flow

UE

[1] Open Association

APMWLC

P

< [2] EAP Reqguest/identity

[3] EAP Respnnseﬂldentityb

WAG DHCP AAA ITP HLR

[4] EAP -Responsefidentity over Radius

{calling-Station-ID = UE MAC-48}

b

[5] Forwarded EAP-Response/ldentity
over Radius calling-Station-1D = LE MAC-dEL

[6] Reqguest Auth Triplet

"[T] Auth Triplet Respnnseh
EAP-SIM Dialogue Ll
< [9] EAP Success (MK) < [B] EAP Success (MK)
session info cacheé‘
< [10] EAP Success
‘ Derive B02.11i Encription i
keys from MK
ciphered 802.11i Wi-Fi cnnnectiunl_i
UE APMNWLC WAG DHCP ABA ITP HLR

Internet

Internet



Out-of-Band EAP-SIM Use Case Call Flow Cont.

UE APWLC WAG DHCP AAA ITP HLR Internet
session info cached;'i
[L1] DHCP Discmrer*
[12] Proxy DHCP Discover >
< [L3] Proxy DHCP Offer
< [14] DHCP Offer
[L5] DHCP Reqguest >
[LE] Proxy DHCP Request >
< [L7] Proxy DHCP ACK
< [LB] DHCP ACK
[19] IP Packets | ARP >
Session Created:-]
[20] Access-Request
(Calling-Station-1D: UE's mac—address}*
[21] Access-Accept
< { w/ subscriber polofile )
[22] User Data >
< [23] User Data
UE APMWLC WAG DHCP AAA ITP HLR Internet



SP Wi-Fi
Mobile Packet Core Integration
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SP Wi-Fi Converged Architecture

i Retailer Providers 1

MNO Home Network Policy
HLR OCS PCRF CGF

N e g
= =0 =20 =]
_y_
>
wr

- Internet
by Services

Access Network
Policy
Portal DHCP AAA

Roaming
' ' ‘ Partner Core

4G

Internet
Roaming Service
Partner Core

PGW/LMA

v

E Internet
: Services

>

Community
WiFi



Mobile Packet Core Integration with IWAG

Mobile Home Network Policy

Request Auth Triplet HLR OCS PCRF CGF
Via MAP_ _ o ==- >
————————"
DHCP AAA  Portal = I IEIJ =l I = l
ﬁ i r [
Access ‘ ,‘ Gy Gx Ga
"
Network Policy F— = ;%ﬂz " p
I /
/ity !
1
§ U 1 10 ‘l /_\/’—\\_
AL 1 m
AT o 1 1O, /)
& roa 11O e
YN S Sl 1o ore
L) <o 15
AP o 4 UI’ 8 "6 1 1o
Q (/p] — 1 I'c
L (?) all 1o
3 119
os V|
<5

%

AAA/PCEFMBiE SN F=MAE TOT7AILIZEST. ﬁﬁléné\\ W

H—ERMRET D, RKYL—R—ZXTEHMIZH—E RN T TS A 1

SN5=0HR—SSIDIZTETHOY—E RFIRH AT RE
1. Simple IP Session

2. GTP connected to 3G Core
3. PMIPv6/GTPv2 connected to 4G Core

Internet




Simple IP User

Access Network
Policy

DHCP AAA Portal

PCRF

CGF

i B

<

ACCESS-Accept
With Subscriber’s
Profile
= = e e e

EIJI

El

Ga

Mobile Home Network Policy

Home
Internet

3G Core




GTPv1 based deployment for 3G Packet Core Integration

- » L2-connected network
Connectivity - DHCP initiated
» Offload: Unclassified MAC & RADIUS Proxy initiator

.  |[Pv4, IPv6 or Dual-stack Clients
P Addressmg - Mobile IP User from GGSN

» 3G Mobile Packet Core Integration
- EAP-SIM/AKA
Services + EAP-PEAP/TTLS

« Dynamic Service Selection
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GTPv1 based deployment for 3G Packet Core Integration
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3G Mobile User (Out of Band EAP)

Access Network HLR OCS PCRF CGF

Policy
DHCP AAA Portal =] I IEIJ =l l =] l
3 # I -
i il

Mobile Home Network Policy
G
/—\
P
4G Core

3G Core
---*

ACCESS-Accept
With Subscriber’s

Subscriber’s Profile

Internet

cisco-mpc-protocol-interface=gtpvl
Calling-Station-Id=UE MAC Addr, 3gpp-imsi=IMSI,
cisco-msisdn=MSISDN, mn-service=IPv4,
serviceselection=ciscol.com,mn-nai=imsi@realm




GTPv1 based 3G Integration Out of Band EAP

AP/

UE WLC

[1] Open Association

4 [2] EAP Reguestidentity

] EAFP Responseldldentity
il

DMNS

R Server

ABA uSum

[4] EAP-Responsefldentity over Radius

calling-Station-1D = UE MAC-48

-

[5] Forwarded EAP R esponsefldentity over
Radius calling-Station-1D = UE MAC-48

ITP

EAP-SIM Dialogue

[11] EAP Success (MK, IMS)

[LO] EAP Success (MK, IMSI)

[6] SEND_
AUTHENTICATION_INFO_REQ
with IMS|

HLR

¥

[7] SEND_
AUTHENTICATION_INFO_RES
Triplet (RAND, SRES, Kc)

&

[B] MAP_SEND

_ROUTING_INFO_FOR_LCS_RED

with IMSI

[9] MAP_SEND
_ROUTING_INFO_FOR_LCS_RES

with MSISDN
+

>

[12] EAP Success

Cerive 802,111 Ench ption
keys from MK

ciphered B02.11i Wi-Fi l.':DI'II'IEL':‘LiDI'I.

AP/

UE
WLC

IWAG
Server

¥ 3

[13] Prfile Request (IMS) .
il

‘[14] Prdile Response (Contains MSISDN)

Associate prafile with UE MAC-48 Profle includes
MSISDHM, APMN, GTPv1 , Charging Charecteristics

AAA usum

ITP

HLR



GTPv1 based 3G Integration Out of Band EAP

AP :
LE WLC IWAG
[13] DHCP Discover . [14] DHCP Discover

DNS

B AAA LsuM TP HLR

[16] RADIUS Access Req {Usermame= UE MAC-48}

P
Ll

Access Accepl Message: 35PP-IMSI,Charging Characerisiics,cisco msisdsn,
CiSco-mN-88rvice, cisco-mpo- profocol-inercace ciscoservice-seleciion=AFM 1.com,

Cisco v EA for Auologon Service, ssg-service-info

[18] Access Accepl

4
-

Resolve APM1com o GG SN P Address
Resolved IP Address nol published by WA

IMSI, AFM & MSISDM, charging chamecieristics

fom v S48, Qo s (From iwAG Config), charging charecetrisiics, PDP Ty pe from cisco-mn-service

[17] Creak PDF Conexi Reques

GGSN PCRF

Fs

[20] Creale PDP Coniexl Response {IP Address, DMS Server in PCO}

k4

[18] CCR-Initial
ouer Diameker Gx
|
| 4

[15] coa
 (cner Diameter Gx)
+

[21] RADIUS Access Reques
{u= mame=auic-logon-service names,
Emok-id-ag=0DHCP agen! remoe id

L 4

[22] RADIUS Access Accep
ICiT o AW Pairsipiraffic-class=inpul access-gmoup xx,
ipimffic-class=ouipul acc ess group yyy

y ipdraffic-class=inpui defaull drop, ipiaffic-class=ouipul defauli
b |

[26] DHCP Ciffer

< PaE] DHC P Offer

4l
-

[27] CHCP Request . [28] DHCF Requesi
L "

[30] DHCP Ack [29] DHCP Ack

4l |
- -

LUE IWAG

wLC

IP Session Esablished for UE via iwWAG and GG 5M

DMNS

S AAA LSuM TP HLR

[23] ©C R=1 nitial
{online Charging over Gyl

OCcs

[24] cCA
4 (online Charging over Gyl
e |

-
L

GGSN PCRF

0cs



PMIPv6 based deployment for 4G Packet Core Integration

- » L2-connected network
Connectivity - DHCP initiated
« Unclassified MAC & RADIUS Proxy initiator

.  |[Pv4, IPv6 or Dual-stack Clients
P Addressmg - Mobile IP User from LMA

» 4G Mobile Packet Core Integration
« EAP-SIM/AKA
« EAP-TTLS/PEAP

« Dynamic Service Selection

Services

68



PMIPv6 based deployment for 4G Packet Core Integration
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4G Mobile User (Out of Band EAP)

Mobile Home Network Policy

Access Network HLR OCS PCRF CGF

Policy

DHCP AAA

<
L

ACCESS-Accept

With Subscriber’s
Profile

= = e e e

Subscriber’s Profile

Portal

3G Core

cisco-mpc-protocol-interface=pmipvé6

home-1lma-ipv4-address=LMA IPv4 address,

Calling-Station-Id=UE MAC Addr, 3gpp-imsi=IMST,
cisco-msisdn=MSISDN, home-1lma=LMA Name, mn-nai=imsi@realm

mn-service=IPv4, serviceselection=ciscol.com,

)/\/\

Internet




PMIPVv6 based 4G Integration Out of Band EAP

APJ Lnaas
UE wWaG FLVLWLY usum TP HLR
WLC PGW
[1] Open Association
|
< [2] EAP Requestildentity
[3] EAP Response/ldentity
1 BEAP R esponsefldentity over Radius
{calling-Station-1D = UE MAC-48) _
|
[5] Forwarded EAP-Response/ldentity
over Radius calling-Station-ID = UE MAC-48 B
-
[B] SEMD_
AUTHENTICATION_INFO_REQ
with IMSI ot
L
[7] SEMD_
AUTHENTICATION_INFO_RES
= Triplet (RAND, SRES
|
EAP-SIM Dialogue il
= [9] EAP Success (ME, IMSI) o [B] EAP Success (MK IMSI)
e} e |
[LO] Profile Request (IMSI) o
™
[11] Profile Response
P (May or may not include MSISDN)
alt [ Mo MSISDM in Profile Response]
[12] RADIUS Acces Req (IM3], MSISDN Request) o
Lgi8
[13] MAP_SEMND
_ROUTING_INFO_FOR_LCS_REQ
with IM3I !
L8

[14] MAP_SEND
_ROUTING_INFO_FOR_LCS_RES

with MSISDN

<l
-

-, [15] RADIUS Access Accept (IMS], MSISDN)
e |

| Associate profile with UE MAC-AE Profle
includes MSISDM, APN, GTPw1 or PMIPVE,|
Charging Charecteristics
LMA IP Address(es)

< [16] EAP Success

Cenwve BO2.111 Encription
keys from ME

ciphered 802.11i Wi-Fi [:DI'II'IB[:‘tiDI'-I.

AP LmAs
UE MAG PGW AAA usuh I HLR



PMIPVv6 based 4G Integration Out of Band EAP

UE

AP/

IWAG

WLC

[17] DHCP Discover

[18]DHCP Discover

[26] DHCP Offer

>

[25] DHCP Offer

b

PGW

[19] RADIUS Access Req {Username= UE MAC-48} >

Access Accept Message: 3GPP-IMSI,Charging Characten’stics:ciscu-msisdsn:“
CisSCo-mn-service, cisco-mpc-protocol-intercace,cisco-senvice-selection,
Cisco VSA for Autologon Senvice, 550-5ervice-info

[20] Access Accept

IMSI, APN & MSIS DN, charging charecteristics
from VWSAs

[21] Proxy Binding Update

[22] Proxy Binding Acknowledgement
IP Address, DNS Serverin PCO

[23] RADIUS Access Request
{username=auto-logon-service name,remote-id-tag=DHCP agent remote id

>
[24] RADIUS Access Accept

{Cisco AV Pairsip:traffic-class=input access-group o, iptraffic-class=output access-group yyy,

iptrafiic-class=input default drop, ip:traffic-class=output default

&
[27]DHCP Reqguest > [28] DHCP Request >
[30] DHCP Ack [29]DHCP Ack
IP Session Established for UE via IWAG and PGW
AP/ ; st
LE WLC WAG PGW AbN



SaMOG based deployment for 4G Packet Core Integration

- « L2-connected network
Connectivity - DHCP initiated
» Unclassified MAC & RADIUS Proxy initiator

.  |IPv4, IPv6 or Dual-stack Clients
P Addressmg - Mobile IP User from LMA

» 4G Mobile Packet Core Integration
« EAP-SIM/AKA
« EAP-TTLS/PEAP

« Dynamic Service Selection

Services

73



PMIPv6 based deployment for 4G Packet Core Integration
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3GPP SaMOG Based 4G integration

SaMOG (S2a Mobility Over GTPv2)
provides EPC Access over Trusted WLAN.

Mobile Home Network Policy

HSS OCS PCRF CGF
=l = =] =}
e 2 g =] =] =]
# H 22
g+ " Gy Gx
‘5 1 \\ A
€ 1 N A
o | RN 1
9 514 RN !
4G Mobile User o | A 1
5 | w3 '.
o : \\\ 1
ﬁ I N

4G Core




3GPP SaMOG Based 4G integration

SaMOG

| | WLC |

. TWAP

TWAG

1. Association

+_EAP Request / Identit)

3! EAP Response / Identity

& BEAP Request / Challenﬂ;e

I
| 4. Access-Request

[User-NMame, AcctSessicniid
! EAP-Message]

5. Diameter EAP Reg

=

[Session

Nid. User-MName.

EA}Df Pavyload]

= Diame{er EAP Answer

7. Radius
Access-Chal lenge
1EAP-Message}

R

|
o. EAP Response / Chall

-

e

!
10. Radius
Access-Request
er-Mame. Acct-Session-id
EAP-Message]

[

EAP-Payl

bad. Result-Code]

11. Diarheter EAP Reg

[Sessiontld. User-Name,

EAIF'— Payload]

I
I
I
|
|
|
|
I
|
I
I
|
|
1
|
I
|
|
[Sessiontld, User-Mame, i
I
I
|
1
|
|
[}
|
I
|
|
I
I
I
|
|
I
|
1

12. Diamdter EAP Answer

[Session-'[ld, User-MName,
P-Pavyload, APMNConfiguraiton. Result-Co

13. DNS Query

de1

[APM FQDM]

14. DNS Answer

[~ Records]
15. DNS Query

[A& Record Que ry:!

16. DMNS Answer

PP R S LS PUV I i SN

17. Radius
Access-Accept
-Recv-Keay, MS-MPPE-Baend-Keay,

EAaP-Message] :

18. PMIPwE PBU

Y

N

[MS-MP P

-

[MNAL, AP N, GRE-Key]
|

21. PMIPvE PBA

[PGW-IP Address]

19. dSTPvE Create Session Fteq

PG

Radius Acct
Server

[IMsSI. MSISDN, Bearer Context List.

PN, PDMType, PAA]

| |
20, ATPv2 Create Session Resp

[NAI APMN, GRE-Key]
|

e e R

[Caa
PD

sa. Bearer Context List.
Type. PAA, APMN-AMEBIR]

22 GTPv2 Tunnel

23 PMIPwE Tunnel between
WLG and GGW

|
24 Radius Accounting Reg Start
rSessianld, User-Manfe]

25. Radius Accounting Req Start

FSessiDn—ld, L.lserfNElme]

I
T
27. Fha«dius Accounting Respbnse
h i

|
26, éadlus Accounting Resppnse
| |
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Connected Stadium — Super Bowl XLVI

il
verizon
- Fan facing Wi-Fi access for Super Bowl activities
- Carrier-neutral Wi-Fi access — free to all fans
- Provided by Verizon wireless
- Objective: enhanced fan experience and 3G offload
- High speed data as well as Voice & SMS worked well
- 604 in-stadium Access Points
Downstream Total attendance: Unique Associations: Simultaneous access:
Peak: 75 Mbps 68,658 12,946 (19%) 8,260 (12%)
Total: 225.3 GB N
Upstream F_ﬂﬂ‘i“.i’
Peak: 42 Mbps L E
Total: 144.6 GB N




Connected Stadium Wi-Fi
Coverage and Capacity

< A
(NN X
() A A A8 A () %
o b 4

‘ - ey B
\ o {tT}{ciﬂ}(ci}}(ci}}(ci}}(ci}}ﬂiﬁ} /*' &
by, \\C&g?ngcted Stadium W|-1 i5/
I a0 -p 0 =2 0yl
P s T EIAIERECS o
NI r—— ] . Ty —— ; ;- ﬂi-,_-gq"‘lv
Before After
Coverage with “Limited Capacity” Coverage with “High Capacity”

- Smaller cell size enables devices and AP to operate at higher data rates
- High Gain Directional Antennas reduces co-channel interference

- Cisco Radio Resource Management automatically adjusts AP channel
assignment and radio power for optimum cell coverage and capacity

- More Cells = More Capacity (BW)



Fernbank Museum with AT&T

Transforming Visitor Experience with Personalized, Managed Wi-Fi Services
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Copenhagen Airport

Improve business operations through real-time analytics




How are Customers moving around in the mall?

Location nimie

CISCO.

Mobility
Services

MUsS

F . - : : > 302 Analyncs 3:;??@ Sproule !"Weninger | Map |53tﬂ||ﬂe‘ Terrain
Analytics  Reporting | Archiving | % {3 4 ; Ave SW AT A
I Easo | Tim Hortons 4 4 Ave S\ Q | Path #5 v
@ Date:‘ 2012-08-01 - 2012-08-08 ‘
Saﬁ;ﬂa‘;: Fifth Avenue O Floor 1
Fimaeme Floor 2
[ Time: ‘ Between j ‘ ‘ ‘ zlmas:;:wmc . g'“"l?"’“g %Aoces Points FI 1
it L
E TransCanada i I:\ Access Points I 2
z ~ Subway 11 p Petines Liied (0 Show Floor 1 Plan
Path v i System maps all ah e T G o Py i
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Annotations v o taken by all the Errie X T
Ea devices. “Algorithms then -
Zones v LTEm_zrgy o map out the
Services « |z most common
Filters ¥ Ave SW . paths that are L
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A, 5 Aya SW g i
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e
Clear Resuls “ _ W s it -]
| Ghesw LIPS ey Convs
EA\;e sw 6’\\"9 SW o 100 ft - Map dala 2012 Google - Terme OI.U.BB Riepart & map erra

© Cisco Systems 2012

A: Commonly walk from west entrance to Starbucks to elevators



Understand What Customers Are Doing to Better Target
Services

¥ ThinkSmart

) TECHNOLOGIES

The most crowded airport areas Data points from a single day
(1M per day and growing)



Facebook&EEIL1=WebA 4 A2/

ol ATET = 2:08 PM

facebook

- A—H HHotspot| 2
g o, TDIED
FacebookR—[C
Redirect

‘ FaCebOOkTEﬂnIE‘fﬁ Check in for free internet
CheCk'ln' 9/§¢$-§—& T rf n, sign up for Facsho
Z & TFree Wi-Fit—E e
2DEHHBITENEG | m

Jasper's Market
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facebook

oL Tukiy
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Check in for free internet

Addstas 28

g D Check me in automatically in the future. [7]

By checking in, you agree to Facebook's Terms, Data
Use Policy and Wi-Fi Terms.

Use Wi-Fi Code Instead
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Thank you.




