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e http://www.icann.org/en/news/in-focus/dnssec/deployment
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Deplovment Map

2013F11AFRT

—2014%

Deploying DNSSEC

IANA STEWARDSHIP

Registrars that support end user DNSSEC management, including entry of DS records

Last updated: 8 October 2014

123domain.eu .de .eu .be se cz fr
(DE)

AB Name ISP (SE) .be .biz .com eu net org se .us

BigRock (IN) .com .in .me .net .org

Binero (SE) se eu

BIT B.V. (NL) .com .net .org .nl be de eu .info biz

CSL Computer .de .nl .com .net .cc .tv .me .org .biz .us .at .uk .eu
Service

Langenbach

GmbH dba

JOKER.COM (DE)

(2) More info at
http://manage bigrock.in
fkb/answer/1907

All domains are automatically
signed. (1) (2)

(1) (DS via email)

2)
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« BEEEMDNS SummerDays 2013(< THERRINT=.
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— http://dnsops.jp/event/20130718/20130718-dnssec-sato-1.pdf
— 7—3Y—XE,ELCAlexa Top100 B kAL D) A% F| B

e http://s3.amazonaws.com/alexa-static/top-1m.csv.zip
« 2014/10/28H D) A T—43ZEF L T=

#RELIR 1% (validator)

bind9.8 (Scientific Linux6.1)

$dig +dnssec @localhost

$dig +dnssec @localhost DS

$dig +dnssec @localhost DNSKEY

E5FAL. 75T DiIbA . AT—2RA /MR )Y—ALIA—FE LV
RRSIGLO—+FDOEHEFLXEELT -,

b
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- ]2013/0519 2014/06/13 2014/10/28

NoError
NXDomain
ServFail
ZTDh- 4B

=H,

959,252
18,113
1,361
18,602
1,000,000

978,834
15,964
1,743
3,459
1,000,000

NoErrorA5T—4 X DDNSSECRAT—4 X AR

- |2013/05/19 2014/06/13 2014/10/28

NoError
EBERLBHEA
Secure
Insecure+bogus

BERABARA D
InsecureF A/ DENE

959,252
7,636 (0.80%)
5,827 (0.61%)
1,809 (0.19%)
23.7%

978,834
9,766(0.997%)
7,868 (0.80%)
1,898(0.19%)
19.4%

983,126
12,896
1,669
2,309
1,000,000

983,126
10769(1.10%)
8570 (0.87%)
2199 (0.22%)
20.4%
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« Verisignlabs D& T —4
» http://validator-search.verisignlabs.com/
— 7592 TPrefetch&n =T —3%Z JTIZHREEMN B 3N
[ZHES>TWAY—/I\DEREERE,
— BFEINT=2012F9 A K R TIX3.66%

Preliminary Results

Walidators od.7680
- i s (95,2420

Validators/Hon-Validators: 14996/299838

Percentage o f resolvers doing DP NSSEC validation

— 201456 A11E4.56%. 11 BIREIF4.76%E00MIELTLNVS,
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Use of DNSSEC Validation for World (XA)

— @ Vaicacin 1058 @i Goog : 1221 | 05:045 3, 2014
" wuh‘u’ﬂ i 1Y il 12
r‘& dl‘d "‘ﬁ ALY I‘, "*M m. ‘ ‘“ i ’ Average Interval (days)
5 Regional Use

2R 2014

R i3 1A 2012 128 2013 18 2014 318 2014 4R 2014 5R 2014
M
B e A ALV VATV VN AL

D14#TAH

http://gronggrong.rand.apnic.net/cgi-bin/ccpage?c=XA&x=1&q=0&r=1&w=1&qg=1

by Geoff Huston (APNIC)

SHREDI—HDFI12%+4
g =T IE Validation®| I a4 BRI IRIRIC f&?fl:\%)
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http://gronggrong.rand.apnic.net/cgi-bin/worldmap

by Geoff Huston (APNIC)
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« RFC 7144 Automating DNSSEC Delegation Trust
Maintenance. (Informational)
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« ICANN50 DNSSEC WorkShop® %%

Afnic(.frizE DL ARM))TIE9A R KYDNSSECERAF v N—2FFR, |
I:l]t;[‘][?[r{j/}NWW afnic.fr/en/about-afnic/news/operations-news/7355/showOperational/dnssec-promotional-campaign-check-it-out-
Financial Incentive %Y (3XZE4£ DInternetWeek2013T#resL7=Topics)
—CDF I R—=2DEERMN6/25(7K)DICANNSOTAfnichERESNT=,
http://london50.icann.org/en/schedule/wed-dnssec/presentation-dnssec-afnic-25jun14-en.pdf
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R—270OF—a R T1.25(8 & 8kiEm.,
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e  Windows2012H—/\TOHODNSSECE A EH D\ E

nslookup TIZDNSSECHK X T=H3
Windows8 & 2012 TlEResolve-DnsNamea <> K CDNSSEC KT 5 34
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» FTQTLDEERF ANV EIRD1.32%DEA M
DNSSEC*! i i%

— FgTLDL P ARMJ[XDNSSECWHZEM =6 . 1M 5DS
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nl NTLDStats Registrar Registry Backend MNew gTLDs Registrant Country Parking Launch Fraud

new gTLD Summary

2.9m
240ct 250ct 260ct 270ct 280ct 290ct 300ct 310ct 01Nov 02Nov 03Nov O4MNov
o
 http://ntldstat m/
p://NuAastats.co
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DNSSEC®D & K& EDANE
(DNS-Based Authentication of Named Entities)

tsla.infoCHOTAMNERDER T —FI2&5HE. 2014/11/04 I]TE. 334F
A TDANE/TLSA® G FHMZEE->TULNS, hitps://tsla.info/

.de 133
.net 49
.org 33
.com 31
.eu 14

2014/05/12 First ISP implements DANE TLSA support for SMTP
(posteo.de®MMX _25. tcp.mx02.posteo.de)

http://www.ietf.org/mail-archive/web/dane/current/msqg06696.html

mail.ietf.or gD SMTPETLSALO—FANE A (_25._tcp.mail.ietf.org)
DANEE A BI85,

24


https://tsla.info/
http://www.ietf.org/mail-archive/web/dane/current/msg06696.html

FEH SAAD)
« ZDNSSECRHZE DX IITNERRIZEA TETLNVS,
— BEFETLDTOIERLZEAERIZINZ . FgTLDTIXEHBIRFIZDNSSEC
(XIHBERIEO-OSERLEAMIFTFLIEMNTLIRAHS
— ZL RS TODSERY —E XA THRTLDAEE D,
— TLDIZ&E2TIEF v R—U TRAS VB FZFMNEELTWATLDLH S,
—1=FL. EQERTHSHEBDNSH— /NI, F+v v 2DNS
H—/MAIOB AL, FEF b o,
EIZ AR T M FDOIEFDNSH— /xS EF-hb,

o LHHMNSEBEELEH->TWVADSOBREIZEL T, (2B RIZM
TTHDTATT7HRFCiEENTES-,

- DANEOERERZHRIBLI-EXFLH TS,

25



AR A

BroadBand Tower, Inc.

IANA TLD DNSSEC Report

— http://stats.research.icann.org/dns/tld report/

Registry Services Evaluation Process (gTLD)
— http://www.icann.org/en/reqistries/rsep/

£ZTLDL Y XK )webH A+ R
— http://www.iana.org/domains/root/db/ H )9

ICANNS50 DNSSEC Workshop& #4 (2014/6/23-25F#E)

— http://london50.icann.org/en/schedule/wed-dnssec

Windows 2012 R2 Resolve-DnsName & ¥}
— http://technet.microsoft.com/en-us/library/jj590781.aspx

DNS SummerDays2014 DNSSEC update& ¥} (2014/06/27 Bi{E)
— http://dnsops.jp/event/20140627/SummerDays2014ohmoto.pdf

HEREBEDYAh

—  www.ohmo.to
» http://www.ohmo.to/dnssec/maps/

SEOERICERITIEBHRY—RE—E)ILTLET,

RREDDSAPE i e
— twilog.org/taxidPN (twilog$ LU EMEF D @roprossSABHYMNEITILVET)
» http://twilog.org/tweets.cqgi?id=TaxiJPN&word=dnssec

FEEURLTSEDERIZEZRT DEHRY —RADDSPENEZRTEET,
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