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5&2&EH5 2232 (CADTHD

-0.17.173.66.102

- p11-buy.itunes.apple.com

- 443 / HTTPS

- EHER~ 1N TET

- 30#21&(CFIN

- 05472 MINSEID EXEFHDT—HFZED CVNDBRDICERZD
-1,2:17.173.254.14

- service.gc.apple.com

- 443 / HTTPS

- EHER~ 2N TET

- 30#%&(CFIN

-1, 2EBITIRRA MEMNSEZFR T B (CGameCenterBEE ?
-3,4,5

- 80/ HTTP

- FEENR DY NLUEHE FERCH T D/ \F—DEIEZ L TL\D

- 3. F—DHTMLIER,. CDHFTGoogle AnalyticsA\dDU > ThH

»DdIzH4.0DGoogle Analytics \DBENFELET D
- 5.6 FEED—&E ? ISONZITHIRD TETLD




O —HUS

Filter: tcp.stream eq 3 « | Expression... Clear Apply
Mo. Time Source Destination Protocol Length Info
84 7.042119 1592.168.5.2 103.246.150.250 TCP 78 621590 > http [SYN] Seq=0 win=63535 Len=0 MS5=1460 wsS=16 T
7. 040348  103.246.150, 250 152.168. 3 P 66 http > 62190 [SYN, ACK] Seg=0 Ack=1 win=8190 Len=0 MS5=1

86 7.051649 192,168,.3.2 103,246,150, 250 TCP 54 62190 » http [ACK] Seg=l Ack=l win=262144 Len=0
7.056792 1092.168.3.2 103.246.150. 250 HTTP 536 GET banner.htm] HTTPXl 1

89 7. 3. 246 02,168, 5. FLl.1 200 Ok (tv:-t_'htnﬂI
=10] ?.0?4080 152.168.35.2 103,246,150, 250 TCP 54 52190 > http [ACK] Seq=483 Ack=2426 win=261168 Len=0
G2 7.132605 192,168.3.2 103,246,150, 250 HTTP 538 GET X1mg£pad_140613 zeusv ]pg HTTP/1.1
53 7.140244 ) 5.15C ) 192,168, _P 54 http > 6 T = ! =067 Win=i
- - : —= - —p— - FDU]
FDU]
PDU]
FPOU]
POU]
PDU]
FPOU]
PDU]

.164624 192.168. - & 105,246,150, 250 TCP 54 62190 -http [ACK] Seq=967 Ack=5346 win=260872 Len=0

103 7 3 >

104 7.166421 192.168.35.2 103.246,150.250 TCP 54 62190 » http [ACK] Seq=967 Ack=8266 wWin=259216 Len=0
105 7.166660 192.168.35.2 103.246,150.250 TCP 54 621590 » http [ACK] Seq=967 Ack=11186 win=256304 Len=0
106 7.167053  192.168.3.2 103.246,150.250 TCP 54 52190 > http [ACK] Seq=967 Ack=11426 win=256064 Len=0
107 7 3.2 103.246,150.250 TCP 54 62190 » http [ACK] Seq=967 Ack=1434§ wiﬂ 253136 Len=0

.16?562 192,168,
7 = 1407 1 AR > http [ACK] Seq=967 Ack=14346
B ] FOU]
gment of a re; =embled PDU]
gment of a r 2led POUJ
gment of a r emhled PDU]
qme F ar POU]
PDU]

gment of a reassembled PDU]J
gment of a r 2Ted PDU]
gment of a r embTed POU]
qment of a r 1led PDU]J

o F a r . FDU]




-6~ 12:

- api-pad.gungho.jp.

- T 443 / HTTPS

- CNHERDT — LDOBEICHIET D EBDOND
- AT AERMNIU T U CTDEHEICRED T DETDBEE
-6. J—=NILAF I3 —EBRR | -> AR v)LER
-7, ARSI —ERR | -> KIESF> 3 &R
-8. KiES>3>TJOrr—&FK R | -> JOVEIR
-9. B A—BFXR | -> B> AERR
- 10. BAMREE | -> BT D
-11. >3 EA
- JLAHdiERL
- 12. JU7ERE(E

-BFEZR3 &, 11OBERTHBI120BERIBE TI30WIEEDZEEZHH D
- DEDTLAHREFEO>ZBEELTULRL

- HEDKREDHD) T MRV VEER
- 12FE(CHB1514D) 0wy MIHTTPSO B — ) N—SEBAEN L L EISR

DNSOL O— 58RI D, AWSTERHLTLD



J—=RIAF>Z3>—8BRR -> AR v)LER

Filter: tcp.stream eq 6 EI Expression... Clear Apply

No. Time Source Destination Protocol Length Info
193 8.871620 192.168.3.2 54.248.241.83 TCP 78 62193 > https [SvN] Seq 0 win= 65535 Len 0 MSS =1460 ws=16 Tsva1 767800244
195 8.879450 192.168.3.2 54.248.241.83 TCP 66 62193 > https [ACK] Seqg=l Ack =1 win= 131?60 Len=0 TSwal= TGTBOOESO Tsecr=]

196 8.885587 1092.168.3.2 54.248.241.83 TLSw1 250 Client Hello

200 8.893992 192.168. 54.248.241.83 TCP 66 62193 > https [ACK] Seq=185 ack=2791 win=129728 Len=0 Tsval=7&67800262 T

[FXRVRNVYRNY - | I~ | -
NN - |- |-

8
201 8.902417 192.168. 54.248.241.85 TLSw1 333 Client Key Exchange
202 8.902732 192.168. 54.248.241.83 TLSV1 72 Change Cipher spec
203 8.902822 19592.168.

54.248.241.83 TLSWL 119 Encrypted Handshake Message

206 8.912503 192.168.5.2 54.248.241.83 TCP ala] 62193 > ht‘tps [ACK:I Seq 511 Ack 2850 win= 131008 Len=0 Tsval=7Fa7B002759 T:
207 8.0915041 1952.168. 54.248.241.83 TLSw1 407 application Data

g
~J

210 8.974570 192.168.5.2 54.248.241.85 TCP 66 62193 > https [ACK] Seq=852 Ack=3255 wWin=130656 Len=0 TSval=7&7B800327 T
211 8.974508 192.168.3.2 54.248.241.83 TCP 66 62193 > https [ACK] Seq=852 Ack=3292 win=131024 Len=0 TSval=767B00320 TS
212 8.974561 1952.168.3.2 54.248.241.83 TLSw1 103 Encrypted Alert

3.2

213 8.974606 192.168. 54.248.241.83 TCP 66 62193 > https [FIN, ACK] Seq=889 Ack=3292 win=131072 Len=0 TSval=7678003

215 8.983243 192.168.3.2 54.248.241.83 TCP 66 62193 > https [ACK] Seq=890 Ack=3293 win=131072 Len=0 TSval=767B00348 TS



ARSI —&ERR -> KIESY >8R

Filter: ftcp.stream eq 7 B Expression... Clear Apply

Mo. Tirme Source Destination Protocol Length Info
216 10.049306 192.168. 3. 176.34.29.171 TCP 78 62194 > https [SYN] Seq=0 win=65535 Len=0 MSS=1460 wsS=16 TSval=767801386 TSecr=0 SACK_PE
§ C C 38, 3 7 0215 ACK] Seq=0 Ack=1 win=14480 Len=0 MSS=1460 SACK_PERM=1 TSwal=1984047C
TCP 66 621594 > https [ACK] Seqg=1l Ack=1 win=131760 Len=0 TSval=767801420 TSecr=1984047571
C11ent He110

10.055072

2
. 209.17
218 10.057574 192.168.3.2
062760 2
: 1

Seg=1l Ack=185 win=15616 Len=0 TSwval=198404

" Hello Done
62194 > https [ACK] Seq=185 Ack=2791 win=129%728 Len=0 TSval=767801433 TSecr=19840475974
176.34.259.171 TLSV1 333 Client Key Exchange
176.34.29.171 TLSVL 72 Change Cipher sSpec
Encrypted Handshake

. 073582
224 10.083582
225 10. 083677

. 083957 Message

=511 win=16640 Len=0 TSval=19%84047980 TSecr=7678
Encrypted Hdﬂdghdld Message

L100077
230 10.101853

62194 > https [ACK]
TLSVL 40? App'l'lcatwn Data

PoU]

d PoU]
mhled poU]
mhled PDU]

. 314925
2471 10.315069 192.168.
242 10.315120 192.168.

3 Seq=852 ack=4295 win=1258616 Len=0 TSval=767801650 TSecr=1984048023
7
3
243 10.315164 192.168.3.
3
3

https [ACK] Seq=852 Ack=71%1 win=126720 Len=0 TSval=767801650 TSecr=1984048023

https [ACK] Seq=852 Ack=11260 win=122656 Len=0 TSval=767801650 TSecr=1984048023
https [ACK] Seq=852 Ack=11297 win=122624 Len=0 TSwal=767801650 TSecr=1584048023
176.34.256.171 TCP 66 62154 > https [ACK] Seq=852 aAck=11334 win=122576 Len=0 TSval=767801650 TSecr=1984048023
565 62194 > https [ACK] Seq=852 Ack=11334 win=131072 Len=0 TSval=

244 10.315209 192.168.
245 10.315251 192.168.

1

2

.2 >

.2 176.34.29.171 TCP 66 621594 > https [ACK] Seq=852 Ack=10087 win=123824 Len=0 TSval=767801650 TSecr=1984048023
2 >

2 >

2

176.34.20.171 TLSVL 103 Encrypted alert
176.34.29.171 TCP 66 62194 > https [FIn, ACK] Seq 889 ack= 11334 win= 1310?2 Len= 0 Tsva1 =767801l654 TsSecr= 198404

247 10.315346 192.168.
248 10.315398

251 10.321813 192.168.3.
252 10.322146 192.168.3.

176.34. 29 1?1 TCP 66 62194 > https [FIN ACK] Seq=889 Ack= 11334 win= 1310?2 Len 0 TSva1 ?6?8016?? TSecr= 198404
176.34.29.171 TCP 66 62194 > https [ACK] Seq=890 Ack=11335 win=131072 Len=0 TSval=767801677 TSecr=1584048037
250#1 . i




KEES > =3 >J0O7—8FxRxx -> JOVER

Filter: tecp.stream eq 8 EI Expression... Clear Apply
Mo Time Source Destination Protocol Length Info
Seq=0 wWin=65535 Len=0 M55=1460 wsS=16 TSval=7678018

254 10.577017 192.168.3.2 176.34.29.171 TCP 78 62155 » https [Svw]

256 10,587745 192.168.3.2 176.34.26.171 TCP 66 62155 » https ACK] Seql Ack=1 win=131760 Len=0 TSwval=7&7801%0 TsSecr

257 10.593450 162.168.3.2 176.34.258.171 TLSW1 282 Client Hello

LB027862 66 62155 > https [ACK] Seq=217 Ack=146 win=131616 Len=0 TSwal=7F&78B01953 T

3.2

261 10,603887 192.168.5.2 176.34.29.171 TLSWL 72 Change Cipher Spec

262 10.604288 152.168.3.2 176.34.29.171 TLSVL 11% Encrypted Handshake Message
3.2

263 10.604048 162,168.3. 176.34.258.171 TLSW1 407 Application Data

. 0690495 TCP 66 62195 > https [ACK] Seq=617 aAck=647 Win=131120 Len=0 TSwal=7&7802048 T

3.2
268 10.695777 102.168.3.2 176.34.258.171 TCP 66 62155 > https [ACK] Seq=617 Ack=684 win=131072 Len=0 TSval=F&7B02048 T
269 10, 700868 1562.168.3.2 176.34.256.171 TLSW1 103 Encrypted Alert

382

. 704968 192.168. 176.34.29.171 TCP 66 621595 > https [FIM, ACK] Seq=654 ack=684 win=131072 Len=0 TSval=7F&7802

712201 o o So 0 &5 66 62155 > https [FIN, ACK] Seq=654 Ack=683 wWin=131072 Len=0 TSval=7&7802



B> A—EBX R~ -> B> &R

Filter: tcp.stream eq 9 B Expression... Clear Apply
Mo. Time Source Destination Protocol Length Info
275 20,614915 192.168.3.2 54,249 233 223 TCP 78 62196 > https [5¥N] Seq=0 win=65535 Len=0 MSS=1460 ws=16 Tsval=7&7
3 20 i '3 - ] 7 - ACK] Seq=0 Ack=1l win=14480 Len=0 M
277 20.624932 1092.168.3.2 54.249.233.223 TCP 66 62196 > https [ACK] Seg=l Ack=1l win=131760 Len=0 TSval=767811968 T

278 20.630879 102.168.3.2 54,249.233.223 TLSVL 250 client Hello
- ; - : > 62196 =1 Ack=185 win=15616 Len=0 Tsval=108404128

. 2 3. 2 err Hello Done
282 20.641081 192 168.3.2 54,2409, 233, 223 TCP 66 62196 > https [ACK] Seq=185 Ack=2791 win=129728 Len=0 TSwal=F67811
283 20.648708 192.168.3.2 54,2409, 233, 223 TLSWL 333 Client Key Exchange
284 20.649016 192.168.3.2 54,2409, 233, 223 TLSWL 72 Change Cipher Spec
285 20.649069 192.168.3.2 54.249,233,223 TLSW1 119 Encrypted Handshake Message
- ] 56 = F2 - 5 0 Len=0 Tswal=1984041

288 20, 601885 192 168 3.2 54,249, 233 223 TCP 66 62196 > https [ACK] Seq 511 Ack= 2850 wWin 131&&8 Len=0 Tswval=767812
289 2G.663GG1 162.168. 3 2 54,240, 233,223 TLSWL 407 application Data
! . 223 1 appTication Data

E 3 03 Encrypted aAlert
292 20.677805 162.1688.35.2 54,249, 233,223 TCP 66 621596 > https [ACK] Seq=852 Ack=3655 win=130256 Len=0 TSval=767812
293 20.67821% 162.1688.35.2 54,249, 233,223 TCP 66 62196 > https [ACK] Seq=852 Ack=3692 win=130224 Len=0 TSval=F67812
294 20.678800 192.168.3.2 54,2409, 233, 223 TLSWL 103 Encrypted Alert
295 20.681680 192.168.3.2 54,2409, 233, 223 TCP 66 62196 > https [FIN, ACK] Seq=8B9 Ack=3692 Win=131072 Len=0 TSva1=7

h2156 [FI[-.] ‘:u'}-] ".:-|'|=:'r'."|_' AcCk=88%9 \‘J'III 17920 Len=0 TS
62196 > https [FIN,

66 https > 62196 [ACK] !
66 [TCP Dup ACK 297#1] E 06 > http; [uer]




AAMEEREIE -> P9I D

Filter: tcp.stream eq 10 B Expression... Clear Apply
Mo. Time Source Destination Protocol Length Info

326 43,564044 192 168.3.2 176.34.29.205 TCP 78 62197 = https [5YN] sSeq=0 win=85535 Len=0 MSS=1460 wS=16 TSval=76785

- 2 ACK] Seq=0 Ack=1 win=14480 Len=0 MSS=1450 SACk
176.34.29. 205 TCP 66 62157 > https [ACK] Seq=l Ack=l win=131760 Len=0 TSwal=767834851 TS
176.34.29. 205 TLSV1 250 Chent Hello

328 43.573075 192.168.3.
329 43,578602 192.168.3.
13. C i 34, 2 =1 Ack=185 win=15

~ Hello Done

333 43.5592406 192.168.3. 176.34.29.205 TCP 66 6219? > https [ACK] Seq=185 Ack=2791 win=129728 Len=0 TSwal=7&67834C

2
334 43.600467 192.168.3.2 176.34.29.205 TLSVL 333 Client Key Exchange
335 43.623720 192.168.3.2 176.34.29.205 TLSW1 72 Change Cipher spec
2

336 43, 623?62 192.168.3. 176.34.209,205 TLSW1 119 Encr‘ypted Handshake Message

Swal=19840495

. 633710 : 34,20, 62197 > https [AcK] = = win= 13113'38 Len=0 TSwal=767834¢
340 43,635177 192.168 3 2 176.34,29,205 TLSW1 487 App-hca‘t'l Dﬂ Data
2 &z 2 32 win=17%20 Len=0 TSval=19840496

176.34.29.205 TCP 66 62197 > https [ACK] Seq=932 Ack=3511 win=130400 Len=0 TSwal=767835(

344 43.?80250 192.168 3.2
345 43,780313 192.168.3.2 176.34.29.205 TCP 66 62197 > https [ACK] Seq=932 Ack=3548 win=131024 Len=0 TSval=767835(
346 43.780331 192.168.3.2 176.34.29. 205 TLSVL 103 Encrypted Alert

2

347 43, ?81819 192.168.3.

176.34.29. 205 TCP 66 62197 > https [FIn, ACK:I Seq 569 Ack 3548 'w"ln 1310?2 Len=0 TSva'I ?6

351 43,789551 192.168.3.

176.34.29. 205 TCP 66 62197 = https [FIn, ACK:I Seq 969 Ack =3548 win= 1310?2 Len O TS‘Ja'l =7E

2
352 45.780854 152.168.5.2 176.54.29.205 TCP 66 621597 > https [FIN, ACK] Seq=969 Ack=3549 win= 1310?2 LEFI 0 TSV&T =76
. 2 20 - i s - ||TT[| [ul I-]




B A

Filter: | tcp.stream eq 11 B Expression... Clear Apply

Mo. Time Source Destination Protocol Length Info
355 43, 866185 192 168 i 2 176.34.29, 205 TCP 78 62198 = h‘t‘tps [s¥N] Seq=0 win=65535 Len=0 MSS=1460 wsS=16§
356 EREL 1. 8. 3. 2 7 2198 [SvM, ACK] Seq=0 Ack=1l win=14480 Len=0 MSS
357 43.,875867 192.168 3.2 176.34.29, 205 TCP 66 62198 » https [ACK] Seq=l aAck=1l win=131760 Len=0 TSwal=7&

358 43 878827 192.168 3 2 176.34.29, 205 TLSV1 282 Client Hello
ai z g a8.3.2 il ___|_|_.u|—_]_- m'lrl_]_h_]_h Len=0 TSv

361 43.89?49? 192.168 3. 176.54. 29,205 TCP 65 62198 > h‘t‘tps [ACK] Seq=21? Ack =146 win= 131616 Ler'l l:l TSUa

2
362 43,897556 1592.168.5.2 176.34.29, 205 TLSVL 72 Change Cipher spec
363 45.897574 1592.168.3.2 176.34.29.205 TLSW1 11% Encrypted Handshake Message
364 43, 89?666 192.168 3. 2

176.34.29,205 TLEV1 439 App'hcatmn Data

Elals =] N = - S 1t ec
3609 43.9?6908 192.168 3.2 176.34.29, 205 TCP 66 62198 > h‘t‘tps [ACK] Seq=649 Ack=471 win=1312596 Len=0 TSva3
370 43,981504 192.168.3.2 176.34.29, 205 TCP 66 62198 > https [ACK] Seq=649 Ack=508 win=131248 Len=0 TSva
371 43.981562 1592.168.35.2 176.34.29, 205 TLSVL 103 Encrypted aAlert

2

372 43.981?00 192.168 3. 176.54.29, 205 TCP 66 62198 > https [FIN, ACK:] Seq 686 Ack 508 'i'J"lf'I 131248 Len=C

376 43.993409 192.168 3.2 176.54. 29,205 TCP 66 62198 > https [FIN, ACK] Seq 686 Ack 508 'l'ﬂr'l 131248 Len=C
377 43.994265 192.168.3.2 176.54.29, 205 TCP 66 62198 > https [FIN, ACK] seq= 686 Ack=509 win= 131248 Ler'l C




t
K

2V J7EF81E

Filter: | tcp.stream eq 12 B Expression... Clear Apply

Mo. Time Source Destination Protocol Length Info
386 175.923484 192.168.5.2 1?6.34 44.136 TCP 78 62199 > https [SYN] Seq 0 win=65535 Len=0 MS5=1460 wS=16 TSval=7F&7c"
387 175.928854 176, 34 1 74 https » 62199 [SYN, Seq=0 Ack=1 win=14480 Len=0 MSS=1460 SACk
388 175.932053 192.168.5.2 1?6.34.44.136 TCP 66 62199 > https [ACK] Seq =1 Ack=1 Win=131760 Len=0 TSval=F&67067224 T°¢
389 175. 940908 192.168.3.2 176.34.44.136 TLSVL 250 Client He'l'lD
2 _L 1C - pl ) = . I - = C

1

erver Hello Done
62199 > https [ACK]

. 966633 192,

Seq=185 Ack=2791 win=128976 Len=0 TSwval=767967:
304 175.976823 192.168. 3. 176.34.44.136 TLSV1 333 Client Key Exchange
395 175.977126192.168. 3. 176.34.44.136 TLSVL 72 Change Cipher spec
396 1?5.9??185 192.168.3. 176.34.44,136 TLSV1 119 Encr‘ypted Handshake Message
2 , - 2 C / ] 6 | = = [ A [ =%
3905 1?5.991?18 192.168.3. 176.34.44.136 TCP 66 62199 > https [ACK] Seq=511 Ack=2850 'w"m 131008 Len=0 TSwval=7FA7967:
176.34.44.136 TLSW1 487 Apphcatwn Data

400 1?5.9930'31192.168.3.
5.03 8176.3 32 Win=17920 Len=0 Tsval=198408¢

176.34.44.136 TCP 66 62199 > https [ACK] Seq=932 aAck=3271 win=130640 Len=0 TSwal=F&679674

404 176.135085 152,168, 3.
405 176.1354401592.168. 3. 176.34.44.136 TCP 66 52199 > https [ACK] Seq=932 Ack=3308 wWin=130608 Len=0 TSval=7679674
406 176.137335 192,168, 3. 176.34.44,.136 TLSWL 103 Encrypted Alert

=131072 Len=0 Tsval=7¢

407 176.138826192.168. 5.

176.34.44.136 TCP 66 62199 > https [FIN, ACK] Seq=969 Ack=3308 wi
3 176.142254 176 ; - 5 g 3 :

411 176.144282 192.168. 5.
412 1?6.145489 192.168. ER

176.34.44,.136 TCP 66 62199 > https [FIN, ACK] Seqg= 969 Ack=3308 win= 131072 Len 0 TSwal=T¢
176.34.44.136 TCP 66 62199 > https [FIN, ACK] Seq=969 Ack=3300 win=131072 Len= 0 Tsva'l =7k
- 56 [TCP Dup ACK 412#1] 62199 : i

[TCP Dup ACK 4104#1]



A>3 HIFBE LR

376 43,003400 152.,168.3.2 176.34.29,205 TCP 66 62198 » https [FIN, ACK] Seq=686 Ack=508 win=]
377 43,0994205 102.168.5.2 176.34,29.,205 TCP 66 62198 > https [FIN, ACK] Seq=686 Ack=509 win=]

80 69,3719 c8:6F:1d:lc:e6:11 46:2a:60:2F:5b:64 ARP 42 who has 1%2.168.3.17 Tell 192.168.3.2

381 69.371140 46:2a:60:2F:5h:64 ¢B:6FT:1d:1lc:eb:11 ARP 42 192.168.3.1 s at 46:2a:6a0:2f:5h:64

382 159.342800 c5:6F:1d:1c:eb:11 46:2a:60:2F:5b:64  ARP 42 who has 1%2.168.3.17 Tell 192.168.3.2

383 159.3428F946:2a:60:2F:5h:64 ¢B:6FT:1d:1lc:eb:11 ARP 42 192.168.3.1 s at 46:2a:6a0:2f:5h:64
5152.168.53.2 152.168.3.1 DNS 120 standard query A PAD—production-LE-608318448.

.
-

388 T79.032053102.168.3.2 176.34.44.138 TCP 66 62199 > https [ACK] Seq=1l Ack=1l win=131760 Ler

389 175.9400081092.168.5.2 176.34.44.136 TLSWL 250 Client Hello
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weE), HFvZEsl<. 4>>3>

- 0.
- 54.249.246.3:80 HTTP
- quiz.colopl.jp
- eC2-54-249-246-3.ap-northeast-1.compute.amazonaws.com.
- Amazon EC2
- HTTPTOYDED , —F(F/ A FURBDOTHEERSOMNSBRVWAUIT
ARZERDERAETRL 2 UTVWDIHNEETES
- POST /notification/register HTTP/1.1
- POST /register/checkregister HTTP/1.1
- POST /dataresponse?rt=8 HTTP/1.1
- POST /dataresponse?rt=9 HTTP/1.1
- POST /stamp/stamp HTTP/1.1
- POST /dataresponse?rt=5 HTTP/1.1
- POST /dataresponse?rt=8 HTTP/1.1
- POST /stamp/stamp HTTP/1.1
- POST /loginquiz/get HTTP/1.1
- POST /gacha/list HTTP/1.1
- POST /gacha/exe HTTP/1.1
- POST /dataresponse?rt=5 HTTP/1.1

N
1l




\/
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[Pv4#E

I ENDHERS

14000 PIPVATRIREL 20097k : 303445
20037 : 130873 2010 : 337826
12000 20043k : 150712 20115k : 382108
10000 20053 : 175261 20123k : 430284
& 8000 20063 : 204725 2013 : 471507
= 20075 : 237694 20145k : 518662
% 6000 20083 : 273492
4000
2000
° /1 /2 /3 /4 /5 /6 /7 /8 /9 /10 /11 /12 /13 /14 /15 /16
2003k | O 0 0 0 0 0 0 19 4 6 14 57 100 277 483 7506
2004k | 0 0 0 0 0 0 0 19 3 7 15 61 138 314 553 8113
2005k | 0 0 0 0 0 0 0 18 5 8 17 81 187 340 666 8597
2006k | 0 0 0 0 0 0 0 19 10 13 30 111 222 397 794 | 9077
M2007K | 0 0 0 0 0 0 0 18 9 16 39 136 271 485 948 9715
2008k | 0 0 0 0 0 0 0 18 9 18 46 152 301 541 1072 | 10153
2009k | 0 0 0 0 0 0 0 20 10 25 65 177 361 641 1220 | 10747
2010k | 0 0 0 0 0 0 0 19 10 25 69 207 423 748 1355 | 11409
2011k | 0 0 0 0 0 0 0 19 12 27 81 236 465 808 1423 | 12008
M2012K | 0 0 0 0 0 0 0 18 14 29 88 243 478 850 1547 | 12442
2013k | 0O 0 0 0 0 0 0 16 11 31 92 254 474 923 1628 | 12842
H2014K | 0 0 0 0 0 0 0 16 12 31 90 262 501 1011 | 1715 | 13046
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LIPVALREREY 20095 : 303445
300000 S| 20035 : 130873 20105 : 337826
/242 4ksRtEND ~ \ | 20043 : 150712 20115 : 382108
250000 \ B 20125 : 430284
200000 / 20065k : 204725 20135 : 471507
B f || 20075 : 237694 2014% : 518662
& 20085 : 273492
100000
50000 ‘:[
/17 /18 /19 /20 /21 /22 \/24///25 /26 /27 /28 /29 /30 /31 /32
W2003K | 1829 3334 8716 9249 6656 9386 | 10943 | 71541 182 233 156 70 21 50 0 41
W2004K | 2270 3933 9818 | 10402 | 8007 | 11066 | 12707 | 82382 252 239 130 69 54 120 0 40
W 2005K | 2880 4871 | 11026 | 12142 | 10194 | 13440 | 14626 | 95225 345 292 194 26 12 36 3 30
W 20063k | 3625 5826 | 12664 | 14281 | 12838 | 16203 | 17682 | 109219 | 658 468 364 69 44 80 0 31
W2007K | 4192 6767 | 14670 | 16753 | 15656 | 19873 | 20885 | 124763 | 814 1013 544 114 5 0 0 8
2008k | 4444 7678 | 16540 | 19394 | 19123 | 24098 | 24829 | 142338 | 831 1000 798 92 9 1 0 7
W2009K | 4977 8507 | 17591 | 21348 | 21260 | 27614 | 27395 | 158588 | 955 1128 565 224 11 8 0 8
W2010K | 5584 9343 | 18618 | 23987 | 24029 | 31706 | 30591 | 176852 | 992 1102 585 151 12 2 0 7
2011k | 6065 | 10115 | 19979 | 27645 | 27788 | 37839 | 35374 |198775| 1148 1364 762 166 4 0 0 5
20123k | 6533 | 10880 | 21269 | 30693 | 32699 | 43237 | 40249 |224766| 1356 1689 903 181 79 17 0 24
2013k | 6761 | 11348 | 23134 | 32798 | 35561 | 49863 | 43778 |249471| 880 1002 477 50 79 20 0 14
2014k | 7209 | 11942 | 25102 | 35370 | 37390 | 55368 | 48597 |278052| 1107 1065 717 15 19 11 1 13
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APNICAZR? OJO—H—

Registered IPv4 brokers
BT (] (wiwest 7

20134 (SEMN
Creganization Economy Contact Phone
IPTrading com ik hdichael Burns +1 855-478-7233
IPv4 hharket Group LLC 5 leff Miehlenbacher +1 855-B80-5206
The Kalorama Group 5 Louis Sterchi +1 202-425-2118
Hilco Streambank & lack Hazan +1 212-610-5663
WAESCROW, LLC 15 Elvizs Daniel Yelea +1 702-475-5514
(cAMow Al Skeeve Stevens +61-2-8014-7398
IPvd Xchange, LLC s Zack tyers +1 546-BR3-B229
Levine, Blaszak, Block IS hiarc Lindsey +1 202-857-2564
\& Boothby, LLP

N 20144 (23BN

http://www.apnic.net/services/become-a-member/manage-your-membership/transfer-resources/transfer-facilitators
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APNICSRIAGRIEHDrequest

IPv477 RL ZAZBEWWEWAU X b, BERU UV A FIERZEContact

IPv4 Transfers Listing Service
(AR ;| wiweet 3

APMIC provides a listing zervice to help a source account of IPvd addresses to make contact via APMIC to other accounts

that requires more IPvd address space but can not fulfill their IPvd needs under the current IFvd policy.

The table below contains the accounts that have had their IPv4 needs evaluated and and approved by APNIC using a

process called "pre-approval”. These accounts have given APNIC permission to make their needs for IPvd public.

If vou would like to transfer IPv4 addresses to any of the following accounts, you may make contact by clicking on the

"Contact” link.
Pre-approval ID Pre-approved Size Economy Expire Date Contact
25 i HK 26 Feb 2015 Contact
27 Al mAY 12 hAar 2015 Contact
28 Al BD 25 har 2015 Contact
32 Faks AP 24 Apr 2015 Contact
33 Aa 5G 29 Apr 2015 Contact
35 F20 I 20 lun 2015 Contact
36 A5+ 17 rAY 1Jun 2015 Contact
37 Ak BD 31 Jul 2015 Contact
38 S22 Al 29 lul 2015 Contact

2014/11/21 Copyright © 2014 Tomoya Yoshida
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- 2014511RH17HIH1E150F (20118 B LKD)
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o HUISPHSDEINDHTIOYIZZDEFR MIBEENEE
° *gﬁﬁl’%}f_ﬂ_{
— https://www.nic.ad.jp/ja/ip/ipv4transfer-log.html
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[PVOIR SN DHERS

20097 : 1832
2010 : 3659
6000 2011k : 7350
2012 : 10632
5000 2013 : 15069
20145k : 19758

7000

4000

EEE®

w  RIPEAEOR/INEIDEDHA X R

2000
S ET/29N a8
1000 J
0 1 J — | il _amil J e Al
/16 | /17 | /18 | /19 | /20 | /21 | /22 | /23 | /24 | /25 | J26 | /27 | /28 | /29 |)/30 | /31 \ /32 A/33 | /34 | /35 /36 ) /37 | /38 | /39 || /40

W2009K | 1 0 0 2 5 3 3 0 1 1 5 3 7 0 2 3 |1450| O 1|27 o0 0 0 0 0
W2010K | 1 0 0 2 5 4 4 1 1 1 5 5 9 3 8 4 |2217| 39 | 27 | 56 | 64 | 2 6 2 | 99
H2011K | 1 0 0 2 4 3 5 4 7 4 9 9 | 24 | 16 | 14 | 10 |3692| 8 | 57 | 79 [ 197 | 7 | 31 | 7 | 268
W2012K | 1 0 0 2 6 3 5 6 9 4 | 10 | 16 | 46 | 71 | 21 | 18 [4564| 101 | 85 | 115 | 345 | 15 | 71 | 42 | 460
H2013K | 1 0 0 2 7 3 5 6 | 11 | 4 | 11 | 17 | 50 | 294 | 52 | 31 [5345| 137 | 94 | 143 | 633 | 37 | 199 | 56 | 736
H2014%K | 1 0 0 2 7 3 4 4 | 14 | 5 14 | 20 | 60 | 516 | 84 | 41 [6093| 186 | 125 | 168 | 751 | 51 | 166 | 62 | 1127
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6lab - The place to monitor IPv6 adoption
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IPv6 Deployment Status

LLl,

For country: | japan : For type: Al categories 4| Filter ——

1Pvé Web Deployment
Japan is scanned since 2010-06-17 and the last information is dated 2014-11-20. Return to Aggregated Results. Jump to the IPv6 allocated prefixes. r ’1 :
Leave the cursor over a green/orange box to have more information (MSS, MTU). Hoover the mouse over a red box to display the AS of the web site (this is usually a
good indication of the web hoster).
Click on any graphs or maps to zoom on it.
You can add a widget on your own web site with your country IPv6 status or get more geographical maps, click here to see how ;-)

@ : this site participated at the World IPv6 Day in 2071.
@ this site has removed the IPv6 access after the World IPv6 Day (fear?).

: ' : Iy b [ | f‘ 7”,"\"_ ; I ‘."rf‘ VL:\‘-"
Name Alexa ‘ (B ‘ mfl S | i 4
Mall
@ Q ) SearCthmpg 1/18 ___
whois
www.google.co.jp aspmx.l.google.com
@ « Search Google whois 2/32 2800:1450:4009:808:1017 2a00:1450:400¢:c00::1b
2011-06-08 2012-07-26
pdns6.ultradns.co.uk ns1.p31.dynect.net pdns1.ultradns.net ns3.p31.dynect.net
+ B2C Amazon whe: 3/49 pdns3.ultradns. org pdns2.ultradns.net pdns5.ultrad
8/1 02010-12-11
» fc2.com whois 4/59

nsO1 c.rakuten.co. ]p ns04.rakuten.co.jp nsO3.rakuten.co.jp nsO5c.rakuten.co.jp
* rakuten.cojp whois 5/87
4/4 201 2-11-28

¢ ameblojp whois 6/129

nsS.Iwedoor.com nsb.livedoor.com
» livedoor.com whois 71TT7 2407:3000:6¢:53

201N.12.11

https://www.vyncke.org/ipvéstatus/detailed.php?country=jp
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ASE= (2byte/4byte)
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AS Allocation
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2014/11/21

Time Zeries of IANA Allocations to RIRs \\\

400 =

JO000 -

1950 1985 2000 2005 2010

Date

[ TAM m— ARIN = RTPEMCC === APHIC = | ACHIC AFRINIC m—

http://www.potaroo.net/tools/asn16/
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TLD@MDDNSSECE &R (2013)

http://www.ohmo.to/dnssec/maps/
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DNSSECOvalidationZ kW EEZMNHEHEN ST

dema.mil is failing DNSSEC validation

Poszted by Comcast on January 14, 2014 in DHS5EC Hews

derma il is attempting to send a payload that exceeds their path MTU (between 1130 and 540 bytes). DNS resolvers
may nat be able to properly receive the DNSKEY RRset with its covering RRSIGs.

Tags: DNZZEC

gov Failing DNSSEC Validation

Poszted by Comcast on August 14, 2013 in DHSSEC Hews

The domain . gov is currently failling DNSSEC validation This is because the chain of trust within the gov domain is
broken. The domain owners have been contacted and made aware of the issue. The DNSViz repart of this failure can be
found at http:#dnsviz. net/dfgsa. gowUgulUnwidnssecs

Tags: DMNESEC

GoDaddy Domain Resolution Issues on June 2, 2013

Posted by Comcast on June 05, 2013 in DHS Hews

Customers in our northern California and Utah markets reported sporadic DMS failures when looking up domain names
hosted by GoDaddy. Woarking with GoDaddy we learned that queries frorm these parts of our network routed to &
GoDaddy Anycast node that was experiencing technical issues that caused our queries to timeout, while queries from
other parts of our netwark were answered normally. GoDaddy made some Anycast changes and DNS resolution for our
customers returned to normal.

Tags: DME Mews

flyinggiants.com Failing DNSSEC Validation

Posted by Comcast on May 29, 2013 in DHSSEC Hews

The domain flyinggiants.com is currently failing DNSSEC validation. This is because RRSIG records in the domain are
expired. The domain owners have been contacted and made aware of the issue. The DNSYiz report of this failure can be
found at http:/dnsviz.net/dflyinggiants. com/UaYvFQidnssecs.

20 14/1 1/21 Tags: DMNEZEC

http://dns.comcast.net/
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http://www.openresolver.jp/
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O #®EEIPF K12 (Src IP Address)

IPFFL-2A

IEF

M| 21 57K | 84.56M

9 56K
9.28K
9.15K
7.65K
778K
TO2K
6.42K
6.83K
573K
5.96K
3.06K
3.60K
4.51K
3.69K
9.15K
218K
409.60
136.53
955.73
682.67
346.13
409.60
273.07
409.60
273.07
273.07
273.07
273.07
136.53
136.53
136.53
136.53
136.53
136.53
136.53
136.53
136.53
136.53

37 46M
36.35M
35.86M
2097M
30.51M
31.04M
25.15M
26.76M
22 48M
27.20M
15.52M
14.45M
17.66M
14 45M
35.63M
8.52M
176 95K
63.35K
3.75M
2.68M
2.14M
1.55M
1.06M
1.61M
1.07M
1.06M
126 70K
1.07M
530 84K
535.21K
535.21K
535 21K
530.84K
530 84K
535 21K
535.21K
530 84K
530.84K

0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00

I N N
v Lo | oe [ e | o | e Lo e
000

0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00

115



B F%IPF LA (Dst IP Address)

Comem | Am | oM |
IP7? LA
oyt packets pos | bos | pos | bos pos ovs

T . @  C07.42G | 199.15M | 55.32K | 216.49M | 87.79K | 343.19M | 0.00 | 0.00

(=l i S I B

| RER | g e o
s | packts pos | ovs oo | _bos o e

udp 97.42G |199.15M | 55.32K | 216.49M | B7.79K | 343.19M | 0.00 | 0.00

0 TCPIO S

B EEmh—k

S (S == R N B
e el e [ G e | de e

udp 123(ntp) |97.42G | 199.15M  55.32K | 216.49M 87.79K| 343.19M | 0.00 | 0.00

B mEkh—b

Jobanlirms| 2w | A | M | o
- foril sl el Weell el vl v (kv

udp 80(http) | 97.42G | 199.15M  55.32K | 216.45M | 87.79K | 343.19M 0.00 | 0.00
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Time Time
[]tra ffic = low threshald = high t hreshold []traffic

2014/11/21 Copyright © 2014 Tomoya Yoshida 117



Tomoya-no-MacBook-Pro:~ yoshida$ ntpdc -c monlist
remote address port local address count m ver rstr avgint 1stint
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B 374 w42457 pps (BER2850) 0 371 w4457 bps (B 2E)

A IRA(EUR) 1A 16K (2 HAR)
Attack 16671 Traffic (pps) Attack 16671 Traffic (bps)
TEOK 1.45
00K 1 1.2G
250K 1.0G
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2 150K £ g00M
100K 400M
50K 200M
oo s on
o o o o o ] ] ]
] =] ] =] L] [ L3 =]
r kA kA o ™ A E o
™ ™ ™ =] ™ ™ ™ o
L] L] L] = Ll el el =
= 9 9 5 5 5 5 5
o0 o0 o0 o0 o0 o] o] o]
a a a o o 9 9 9
- = = = = = = =
o o o o o o o o
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Time Time
[]tra ffic = low threshold = high t hreshald [ tra ffic
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[ BGP Hijacking for Cryp
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. SecureWorks
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BGP Hijacking for Cryptocurrency Profit
» Author: Pat Litke and Joe Stewart, Dell SecureWorks Counter Threat Unit
» Date: 7 August 2014

» URL: http://www.secureworks.com/cyber-threat-intell
hijackini tocur

threats/bap-

Overview

The Dell SecureWorks Counter Threat Unit™ (CTU) research team discovered an
unknown entity repeatedly hijacking traffic destined for certain networks belonging to
Amazon, Digital Ocean, OVH, and other large hosting companies between February and
May 2014, In total, CTU researchers documented 51 compromised networks from 19
different Internet service providers (ISPs). The hijacker redirected cryptocurrency
miners’ connections to a hijacker-contralled mining pool and collected the miners' profit,
earning an estimated §83,000 in slightly more than four menths.

g fundamentals

n cryptocurrency, "mining” is the act of validating transactions listed in the public ledger

(also known as the block chain). When a transaction is initiated, it is placed in a queus
where it is prioritized based on the date and time of submission, and the size of the
affixed transaction "fee.” Working from the top of the queue, miners cryptographically
attempt to *find a block,” which entails crunching numbers to satisfy a particular formula

while simultaneously agreeing as network that the calculated results are valid. Mining is
o 4

r-cryptocurren g ¢
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Background
Routing between Autonomous Systems (AS) is achieved using the Border Gateway Protocol (BGP), which allows ASes tc
advertise fo otfers the addresses of their netwark and receive the routes o reach the other ASes (igure C.17, below)

Each AS implicill trusts the peer ASes itexchanges routing information with. BGP hijacking is an attack against the routir
protocol that consisis in taking control in blocks of P addresses owned by a given organization without their authorizatior
enables the attacker to perform other malicious activities (e.g., Spamming, phishing, malware hosting) using hijacked IP
addresses belonging to somebody else

Some articles have recently reported on the emerging phenomenon where spammers hijack Unused networks and use i
send spam from clean, non-blacklisted IP addresses. This phenomenon has been referred to as fy-by spammers.

Methodology
In order to study this phenomenan, a tool monitoring the routes towards spamming hosts based on traceroute has been
loped by Symantec to defermine whether spammers actually manipulate the Internet routing to launch spam campai

dey

BGP routing data about monitored spamming networks is also collected to study the routing benavior of spammers.
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SPAMMDEEHI(1)

SANOG(South Asian Network Operators Group)dML.:

"Prefix hijacking, how to prevent and fix currently”
https://lists.sanog.org/pipermail/sanog/2014-August/thread.html
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spamcoph5DF7S5—bX—=)L

2/11 23:47 #RIRE1T TR \A v v OFEARA
(218.100.45.0/24)

2/12 13:22 SPAMi%{=
(218.100.45.34, JPNAPKZIHIP)

2/12 13:27 spamcop/HSPAMi&H
2/12 14:40 #8117 TR\ =+ v D [OlEIRA]
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[SpamCop (218.100.45.34) id:6074690948]A sweet deal! Moto X. No
contract. No down payment..

[ SpamCop V4.8.1.007 ]
This message is brief for your comfort. Please use links below for details.

Email from 218.100.45.34 / Tue, 11 Feb 2014 22:27:49 -0600

http://www.spamcop.net/w3m?i=z6074690948z4d537a65b10c840416
66fb2664f998cez

[ Offending message ]

Return-path: <Motorola@wappextil.com>

Received: from wappextil.com ([unknown] [218.100.45.34])

by vms172083.mailsrvcs.net

(Sun Java(tm) System Messaging Server 7u2-7.02 32bit (built Apr 16 2009))
with ESMTP id <ONOV004KO8E3TI20@vms172083.mailsrvcs.net> for

x; Tue, 11 Feb 2014 22:27:49 -0600 (CST)

Received: by wappextil.com id hvbsaalhvj41 for <x>; Tue,

11 Feb 2014 23:22:31 -0500 (envelope-from <Motorola@wappextil.com>)
Date: Wed, 12 Feb 2014 04:22:30 +0000

From: "Motorola 7214186" <possible@wappextil.com>

Subject: A sweet deal! Moto X. No contract. No down payment. No hassles.
-- BUF. spamX—)LDORSHRAT --




spamcop.net

Report Spam || Filtered Emall | | Blocking List || Statistics || Login

SpamCop v 4.8.1.007 @ 2014 Cisco Systems, Inc. All rights reserved.

Here is your TRACKING URL - it may be saved for future reference:
http://www.spamcop.net/sc?id=25729621514zf033f7ded6dfP 1c29bf9508db8e0d5132
Skip to Reports

Return-path: <Motorola@wappextil.com>
Received: from wappextil.com ([unknown]
by vmsl172083.mailsrvcs.net
(Sun Java(tm) System Messaging Server 7u2-7.02 32bit (built Apr 16 2009))
with ESMTP id <ONOV0O04KO0B8E3TI20€@vmsl72083.mailsrvcs.net> for
X; Tue, 11 Feb 2014 22:27:49 -0600 (CST)
Received: by wappextil.com id hvbsaalhvj4l for <x>; Tue,
11 Feb 2014 23:22:31 -0500 (envelope-from <Motorola@wappextil.com>)
Date: Wed, 12 Feb 2014 04:22:30 +0000
From: "Motorola 7214186" <possible@wappextil.com>
Subject: A sweet deal! Moto X. No contract. No down payment. No hassles.
X-Originating-IP: [218.100.45.34]
Message-id: <ONOV TI20@vms172083.mailsrvcs.net>

218.100.45.34 is not an MX for vms172083.mallsrvcs.net
218.100.45.34 is not an MX for vms172083.mailsrvcs.net

Tracking message source: 218.100.45.34:

Routing detalls for 218,100,45,34

[refresh/show] Cached whois for 218.100.45.34 : tech-c@mfeed.ad.jp

Using last resort contacts tech-c@mfeed.ad.jp

Sorry, this email is too old to file a spam report. You must report spam within 2 days of receipt. This mail was received on Tue, 11 Feb 2014 22:27:49 -0600
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218.100.2.0/24 Sydney IX Lan
OBIS-IX,Internet Exchange
218.100.5.0/24 Point,Okayama,Japan
218.100.13.0/24 Melbourne IX Lan
218.100.23.0/24 Dunedin Peering Exchange
OpenIXP, Internet Exchange
218.100.27.0/24 Point, Indonesia
APJII Indonesia Internet
218.100.30.0/24 eXchange
218.100.45.0/24 JPNAP Tokyo II IX
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